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O003HaYeHHS U COKPALLCHUSA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BU — BunoBas unpopmanus

BTCC — BcnomorartenbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCTIla — nadopmaImonHas cucTeMa MepCOHATBHBIX TaHHBIX
K3 — koHTpOnMpyemas 30Ha

MD — MeKCeTEeBOM SKpaH

HJ/IB — HenexmapupoBaHHbIE BO3MOXHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN JTOCTYII

OBIT/In — oOecrnieyeHue 6€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX
OC — onepaliMoHHas CUCTEMA

[1JI1 — nepcoHanbHbBIC TAHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3AEHCTBUE

I1O — nporpamMmmHOE obecrieueHne

[I9MUH — no6o4HbIe 3€KTPOMAarHUTHBIE U3JIYUEHHUS] U HABOJIKU
PU — peueas unpopmanus

CBT — cpencTBo BBIYUCIUTENLHON TEXHUKH

C3U — cpencTBo 3amuThl HHPOpPMaUU

CIIN — creranorpaduyeckoe npeodpasoBaHre HHGOPMAIUH
COVIIN — cniennanibHbIE JIEKTPOHHBIE YCTPOMCTBA MepexBaTa nHhopMaIuu
TKYU — Texunueckuii kaHaa yTeuku uHpopMaiuu

TCOMU — Texuuueckue cpeactsa 00padboTku HHGOpMAIHH
YBIIIx — yrpo3sl 6€301acHOCTH MTEPCOHATBHBIX JIAHHBIX
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1. TepMuHBI U onIpeaeIeHUs

B HacTosmemM [OOKYMEHTE MCHOJB3YIOTCS CIEAYIOIIME TEPMHUHBI WU UX
OIIPEJEIICHHUS:

ABTOMAaTH3MPOBAHHAA CHUCTEMAa — CHCTEMA, COCTOAIIAs W3 IEpPCOHANa H
KOMIUIEKCA  CpPEACTB  aBTOMATH3allMM  €ro  JEATENIbHOCTH,  peaau3yrolas
MH(OPMALIMOHHYIO TEXHOJIOTHIO BBITMOJHEHUS YCTAHOBICHHBIX (DYHKIIUH.

AyTCHTH(l)HKaHHﬂ OTIIPpABUTEAA HdAHHBIX — IIOATBCPIKACHUC TOI'0, YTO
OTIIPABUTCIIb ITOJYUYCHHBIX JAHHBIX COOTBCTCTBYCT 3aj4ABJICHHOMY.
be3onacHocTh NEPCOHAJIBbHBLIX MAHHBIX — COCTOAHHMEC 3allUIICHHOCTHU

NEPCOHAIBHBIX  JAHHBIX, XapaKTEpU3yeMO€ CIIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEACTB W MHPOPMAIMOHHBIX  TEXHOJIOTMH  00ecneduTh
KOH(QUACHIIUAIBHOCTD, LIEIOCTHOCTh U JIOCTYITHOCTh NEPCOHAIBHBIX JAHHBIX MPU UX
00palboTKe B MHPOPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX.

BiokupoBaHue nepcoHaNbHBIX JAHHBIX — BPEMEHHOE MpEKpalleHue coopa,
CUCTEMATU3AllNM, HAKOIUIEHUs, HCIIOJIb30BaHUSA, PACIPOCTPAHEHUS, MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MTEpEIavu.

Bupyc (koMnbHOTEepHbI, NPOrPaAaMMHbINA) — HCIOJHSIEMBIA IPOTrPaMMHBIN
KOJl WJIM WHTEPNPETUPYEMbIi HAO0Op WMHCTPYKIUMA, 0OJagalomuii CcBOMCTBaMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAaHEHUS M camoBocnpousBeneHus. Co3naHHbIE
nyOnuKaThl KOMIIBIOTEPHOTO BHpyCa HE BCErjJa COBIAJAIOT C OPUTHHAIIOM,

HO COXpPaHSIOT CIIOCOOHOCTD K JNanbHEUIIEMY pPacIpOCTPaHEHUIO
U CaMOBOCIIPOU3BENICHHUIO.
Bpenonocnas mporpamma — mporpamMma, IpeJHa3HaueHHas IS

OCYIIECTBICHUSI HECAHKIIMOHUPOBAHHOTO JOCTyNa U (WJIM) BO3JCHCTBUSA Ha
NEPCOHANBLHBIE JIAHHBIE WM PECYpChl MH(POPMAIMOHHON CHCTEMBbl MEPCOHATBHBIX
JAHHBIX.

BcenomoraresibHble TEXHHMYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKUE
CpEeACTBa M CUCTEMBbI, HE TIpeAHA3HAUYCHHBIC IS TIepeauu, 00pabOTKU U XpaHEHUS
MEPCOHANBHBIX JJAHHBIX, YCTAHABIMBAEMBIC COBMECTHO C TEXHUYECKUMHU CPEACTBAMU
U CUCTEMaMH, MpeJHa3HAYEHHBIMU MJii OOpaOOTKH MEPCOHAIBHBIX JaHHBIX, WU
B TIOMEUIEHUSX, B KOTOPBIX YCTAHOBJECHbI HUH(POPMAIMOHHBIE  CHCTEMBI
MEPCOHATBHBIX JAHHBIX.

Joctynm B omnepanMoHHYI0 cpeay KomnblTepa (HHGOPMALMOHHOM
CHCTEMbl IEPCOHAJBHBIX JAHHBIX) — IIOJYYEHUE BO3MOXKHOCTM 3aIlyCKa Ha
BBITIOJIHEHUE INTATHBIX KOMaHJa, (QYHKIUH, MPOILEIYyp OIEPAIMOHHON CHCTEMBI
(YHUUYTOXXEHHMSI, KOMMPOBAHUSA, TEPEMENICHUS ¢ T.I.), HCIOJTHSEMbIX (hailioB
MPUKJIAJHBIX TPOTPAMM.

Hoctyn k wuHpoOpMAlUM — BO3MOXXHOCTh TMOJYYEHUS WHPOPMAIUUA W
€€ MCIOJIb30BaHUS.
3ak/a/louHOe YCTPOMCTBO — DJEMEHT CpeAcTBa chema HHGOpMaINH,

CKpPBITHO BHEApsAEeMbIH (3aKiaJbIBa€Mbld WM BHOCHUMBIN) B MeCTa BO3MOKHOIO
chbeMa HHpOopMauuu (B TOM YHUCJIE B OrpaxkIE€HHE, KOHCTPYKIIHIO, 000pyI0OBaHUE,
OpeIMEeThl MHTEpbEpa, TPAHCIOPTHBIE CPEJICTBA, & TAK)KE B TEXHUYECKUE CPENCTBA
U CUCTEeMbI 00pabOoTKH HHMOpMAIIHH).
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3amumaemass uHopMauusa — HHPOpPMALUS, SBISAIOMIASICS MPEAMETOM
COOCTBEHHOCTHU U TOAJIeXKAIAsl 3alUTe B COOTBETCTBUU C TPEOOBAHUSMHU MPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH(OPMAIIUU.

Nnentndukanua — 1npucBoeHHE CyObeKTaM H  O00bEeKTaM JI0CTyma
uaeHTu(UKaTopa 1 (UJIK) CpaBHEHUE MPEIBABIIEMOr0 HACHTU(UKATOPA C TIEPEUHEM
PUCBOCHHBIX UACHTHU(PUKATOPOB.

NHpopMaTUBHBII CHUIHAJ — DJIEKTPUYECKHME CUTHAIBI, aKyCTUYECKHE,
AIIEKTPOMArHUTHBIE U JApyrue (u3NYecKue MoJisd, MO MapamMerpaM KOTOPBIX MOXKET
OBITh packpbiTa KoHUICHIMANbHAA uHGopMalus (TepCoHANbHBIC JdaHHBIE),
oOpabaTsiBaeMasi B MH(POPMAIIMOHHOW CUCTEME MEPCOHATBHBIX TAHHBIX.

NudopmanuonHas  cucreMa  NEPCOHAJIBHBIX  JAaHHBIX  —  3TO
uH(pOpPMAIIMOHHAST CUCTEMA, MPECTaBIAIoNMAas cOO0M COBOKYIMHOCTh MEPCOHAIBHBIX
JaHHBIX, COJEepXKalUXcs B 0a3e JaHHBIX, a Takke WH(OPMAIMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX  CPEJCTB, TMO3BOJSIOUIMX  OCYIIECTBIATH  00pabOTKYy  TakKuX
NEPCOHANBHBIX JaHHBIX C HCIOJB30BAHHEM CpPEJACTB aBTOMATH3AIMH  WIU
0€e3 HCIOIb30BaHMs TAKHX CPECTB.

NudopmanuonHbie TEXHOJIOTMH — TIPOIECCHl, METOJbl TOUCKa, cOopa,
XpaHeHus1, 00pabOTKH, IPETOCTABICHUS, PACIPOCTPaHEHUSI HH(POPMALIUU U CIIOCOOBI
OCYIIECTBIJIEHUS TAKUX MPOLIECCOB U METOJIOB.

Hcrounuk yrpo3bl Oe3omacHOocTH HHpOpMamuMm — CYOBEKT JOCTYyIIa,
MaTepUanbHbIA OOBEKT WM (U3NYECKOE SBIICHUE, SBIAIONIMECS MPHUUYNHON
BO3HUKHOBEHUS YIpO3bl 0€30M1aCHOCTH HH(POPMALIUK.

KonTposimpyemasi 30Ha — 3TO TPOCTPAHCTBO, B KOTOPOM HCKJIIOYEHO
HEKOHTpOJIUpYyeMOe MpeOblBaHWE COTPYJIHUKOB U IIOCETUTENEW omeparopa
¥ TIOCTOPOHHHX TPAHCIOPTHBIX, TEXHUYECKUX U HHBIX MaTEPHAILHBIX CPECTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX JaHHBIX — O00s3aTeNbHOE s
COOJIIOZIGHHS OIEpPaTopoM WM HUHBIM MOJYYUBIIMM JOCTYIl K MEPCOHAIbHBIM
JaHHBIM JIUIIOM TpeOOBaHWE HE JOMYyCKaTh WX PacHpoCTpaHeHUs 0Oe3 corjacus
CyOBbEeKTa NePCOHANBHBIX JAHHBIX WM HAJM4YKS HHOTO 3aKOHHOT'O OCHOBAHUS.

MexcereBoii  3KpaH —  JIOKaJdbHOE€  (OJHOKOMIIOHEHTHOE)  WJIH
(GYHKIIMOHATIBHO-PACIIPEICTICHHOE MPOrpaMMHOE (mporpaMMHO-anmapaTHOE)
CPEICTBO (KOMILIEKC), pean3yroliee KOHTPOJIb 3a uHpopMaluei, nocrynarouei B
WH(POPMAIIMOHHYIO CHUCTEMY NEPCOHAIBHBIX MJaHHBIX W (MJIM) BBIXOASIICH U3
UH(OPMAITMOHHOW CUCTEMBI.

Hapymuresasb 0e30MacHOCTH NMEPCOHAJIBHBIX JAHHBIX — (DU3MUYECKOE JIMIIO,
CIIy4aifHO WM TPEAHAMEPEHHO COBEpIIAIoNIee ACUCTBUA, CIEICTBUEM KOTOPBIX
SBJISICTCSI HApPYyIICHHE OE€30MaCHOCTH TMEPCOHANBHBIX JIAHHBIX TPH HX 00paboTKe
TEXHUYECKUMU CPEJCTBAMHU B HHPOPMAIIMOHHBIX CUCTEMaxX MepCOHATBHBIX JaHHBIX.

HenexnapupoBanHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOXHOCTH
CPEICTB BBIYMCIUTEILHON TEXHUKH, HE OINHCAaHHbIE WJIA HE COOTBETCTBYIOIIWE
OMHCAaHHBIM B JOKYMEHTAINH, TIPH UCIOJIB30BAHUU KOTOPHIX BO3MOKHO HapyIICHUE
KOH(DUICHIIMAIBHOCTH,  JOCTYITHOCTH  WJIM  IEJOCTHOCTH  0OpabaThIBaeMOit
uHpopmaIuu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKUUMOHUPOBAHHBIC JAEHCTBUSA) —
JI0CTyn K HWHpOpManuu WM AeHCTBUS ¢ HH(OpMalMen, OCYyIIECTBIseMblE C
HapyIICHHEM YCTAHOBJICHHBIX MpaB W (WJIM) TPaBWI JOCTyma K HMHQPOPMAIUN WU
NEUCTBUIN C HEM ¢ MPUMEHEHUEM IITATHBIX CPEICTB MH(OPMAIIMOHHON CUCTEMbI WU
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CPEICTB, AHAJIOTMYHBIX MM IO CBOUM (DYHKIIMOHAILHOMY TMIPEIHA3HAYCHUIO U
TEXHUYECKUM XapAKTEPUCTHKAM.

Hocurenbs undopmanmu — usznyueckoe JUIO0 WIM MaTepUabHbI O0OBEKT, B
TOM 4Hucje PU3NIECKOE IO, B KOTOPOM HMHGpOpMAIUsl HAXOAUT CBOE OTPAKEHHE B
BHUJIE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKUX PEIICHHA U MPOIECCOB,
KOJMYECTBEHHBIX XaPAKTEPUCTUK (PU3MUECKUX BEITUYUH.

O0paGoTka mepCcOHAJNBHBIX [JaHHBIX — JciicTBUs  (omepanuu) ¢
NEPCOHANBHBIMU  JIAHHBIMM, BKJIIOYass CcOOp, CHUCTEMAaTU3alMI0, HaKOIUICHHE,
XpaHeHue, yrouHeHue (0OHOBIEHUE, U3MEHEHHE ), UCIIOJIb30BaHUE, PACIIPOCTPAHEHHE
(B TOM umcie mepenaudy), oO€3IMYMBAHME, OJIOKUPOBAHUE, YHUUYTOKECHUE
NEPCOHAIBHBIX TAHHBIX.

Omneparop — rocyaapCTBEHHbBIN OPraH, MyHULIUIIAIBHBIA OpraH, FOPUANIECKOE
WA (PU3NYECKOE JIMLO, OpPraHM3yloIue M (WIKM) OCYLIECTBISIOIIKNE O00pabOTKY
MEPCOHAJIBHBIX JIaHHBIX, a TAKXKE ONPEACISIONIME LENH U COAepKaHhe 00paboTKU
NEPCOHAIBHBIX TAHHBIX.

IlepexBar (MHopManmu) — HENPABOMEPHOE NOJy4YEHHE HH(POPMALMH C
MCIIOJIb30BAaHUEM TEXHUYECKOIO CPEJCTBA, OCYIIECTRISIONIET0 OOHAPYKEHHE, IPUEM
1 00paboTKy MH(DOPMATUBHBIX CUTHAJIOB.

IlepconanbHble fgaHHble — J100as  uHGOpMANMs, OTHOCAIIASCS K
OIPEEIICHHOMY WJIH ONpPENENIEMOMY Ha OCHOBAaHUHU TaKoi HHpopMaLuu pru3ndeckomy
uIy (CyOBeKTy NMEPCOHANBHBIX JIaHHBIX), B TOM 4YMCJe €ro (aMuiusi, UMs, OTYECTBO,
Jiata U MECTO POKIECHMSI, aJIpec, CEMENHOE, COMAIILHOE, UMYILIECTBEHHOE ITOJIOKEHUE,
oOpazoBaHue, npodeccusi, 10X0/1bl, Ipyras HH(popMaIys.

Ilo0ounbIe 3JIEKTPOMATHUTHbBIE U3JIy4YeHust U HABOJAKH —
AJIEKTPOMArHUTHBIE W3IyYEHUS TEXHUYECKUX CpPEACTB OOpabdOTKH 3alluiiaeMoin
MH(}OpMaMK, BOZHUKAIOIINE KaK TOOOYHOE SIBJICHHE M BBI3BAHHBIE DJIEKTPUUECKUMHU
CUTHAJaMHU, ACHUCTBYIOIIMMHU B WX DJIEKTPUUYECKUX M MATHUTHBIX LEMSAX, a TaKXKe
ANIEKTPOMATHUTHBIE HABOJKH O3TUX CHUTHAJOB Ha TOKONPOBOJSAIIME JHHHM,
KOHCTPYKITUH U LETH MUTaHUS.

IHoab3oBaregs HMHPOPMAUMOHHONH CHCTEMbI NEPCOHAJBHBIX JAHHBIX —
JUI0, Yy4YacTByloIlee B  (PYHKIIMOHMPOBAHMM  HH(DOPMAIMOHHOW  CHUCTEMBI
NEePCOHAJIbHBIX JAaHHBIX UJIU UCIIONb3YIOIIEe PE3YIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia  pasrpaHuYeHUss  JOCTYa —  COBOKYIHOCTb  IpaBul,
pErlaMeHTUPYIOIINX MTpaBa J0CTyMa CyObEeKTOB TOCTYIA K 00bEKTaM JOCTyTa.
IIporpamMHasi 3aK/jagKa — CKPBITHO BHECEHHBIM B IPOrPaMMHOE

oOecrieueHre (PYHKIIMOHAIBHBIA OOBEKT, KOTOPBIA MpPHU ONPEIETICHHBIX YCIOBUIX
CrocoOeH  00ecreunTh HECAaHKIIMOHUPOBAHHOE  MPOrpPaMMHOE  BO3/CHCTBHE.
[IporpammHas 3akiiafKa MOXET ObITh pealn30BaHa B BUJE BPEAOHOCHON TPOrpaMMbl
WJIY IIPOTPAaMMHOT0 KOJa.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YeCKOe)
BO3/JeiCTBHE - HECAHKIMOHUPOBAHHOE BO3JICUCTBUE Ha pecypcebl
aBTOMATU3UPOBAHHON  MH(OPMAIMOHHOU CHUCTEMBI, OCYILLECTBIIIEMOE €

HCIIOJb30BAHUEM BPEAOHOCHBIX IIPOIPaMM.

Pecypc uH(pOpPMALMOHHON CUCTEeMbl — HMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
MPUKJIATHOTO 158105 armnapaTHoro obecrieueHus GyHKIIMOHUPOBAHUSA
UH(OPMAITMOHHOW CUCTEMBI.
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CpeacrBa BBIYHMCJIUTENBHON TEXHHMKH — COBOKYIHOCTh MPOrPaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM O00PaOOTKM TaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE JIPYTUX CUCTEM.

Cy0bekT noctyna (cy0beKT) — JMIO WIM MOPOLECC, JEUCTBUS KOTOPOIO
pErlaMeHTUPYIOTCS IPaBUJIaMU pa3rpaHUYEHUs AOCTYyTa.

Texnnueckue cpeacrsa HHPOPMALNMOHHON CHCTEMbI MEPCOHAJBHBIX
JAAHHBIX — CPECTBA BHIYMCIUTEIBHON TEXHUKHU, UH(POPMAIIMOHHO-BBIYHCIUTEIbHbIC
KOMIUJIEKCBI M CEeTH, CpEACTBA M CHCTEMbl IMepeAaud, npuemMa U o0paboTKH
NEPCOHANBHBIX JIAHHBIX (CpENCTBA W CHUCTEMbl 3BYKO3alUCHU, 3BYKOYCHJICHHS,
3BYKOBOCIPOU3BE/ICHUSI, MEPErOBOPHBIE W TEJIEBU3MOHHBIE YCTPONCTBA, CPENICTBA
U3TOTOBIICHUS, THUPAXUPOBAHUS JOKYMEHTOB U JpYrue TEXHUYECKHUE CpEICTBa
00paboTKH pedeBol, rpaduuecKkoi, BUJICO- U OyKBEHHO-IIMGPOBOH HHGMOpPMAIIUN),
OpOrpaMMHBIE CpeJICTBA (ONEPAaLMOHHBIE CUCTEMBI, CUCTEMbl YIpaBJieHUs OazaMu
JAHHBIX U T.11.), CPEJCTBA 3alUTHI HH()OPMALIUH.

TexHuvyeckuil KaHajJd yYTeYKM HH(OPMalUM — COBOKYIIHOCTH HOCHUTEIS
nHopmaruu  (cpeacrBa o0pabOTKH), (U3UYECKON Cpellbl  pacIpOCTPAHEHUS
MH()OPMATUBHOIO CHUTHAjda M CPEACTB, KOTOPHIMH JOOBIBAETCS 3alllMIlaeMast
uH(popmanus.

Yrpo3bl 0€30aCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH H
(akTOpoB, CO3MAIOIMIMX ONACHOCTh HECAaHKUMOHUPOBAHHOTO, B TOM YHCIE
CIIy4ailHOTO, JOCTYyNa K NEPCOHAIbHBIM JAaHHBIM, PE3YJbTAaTOM KOTOPOTO MOXKET
CTaTb YHUYTOXXEHHE, U3MEHEHHE, OJOKHMpPOBAaHUE, KOMMPOBAHHUE, PAaCIHPOCTPAHECHUE
MEPCOHANBHBIX JAHHBIX, @ TaK)K€ WHBIX HECAaHKIIMOHWPOBAHHBIX NIEUCTBUM MpHU HX
00paboTke B MHOOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHHUYTOKEeHNe NMEePCOHATBHBIX JaHHBIX — JCHCTBUS, B pe3yibTaTe KOTOPBIX
HEBO3MOKHO  BOCCTAaHOBUTb  COJEpXKaHUE  MEPCOHANbHBIX  JAHHBIX B
MH()OPMAIMOHHOW CUCTEME NEPCOHAJBHBIX AAHHBIX WM B PE3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTepUaibHble HOCUTEIN MEPCOHATBHBIX JaHHBIX.

Yreuka (Gamumaemon) HMHGOPMANMHM MO0 TEXHHYECKMM KaHAJIaAM —
HEKOHTPOJIMPYEMOE pacnpocTpaHeHue WHGOpMAaMUd OT HOCUTENsS 3aluIaeMOu
uHpopmanuu  4yepe3  (PU3MYECKYIO Cpedy [0 TEXHHYECKOrOo  CpEelCTBa,
OCYLIECTBJISIOILETO MepexBaT HHPOPMALIIH.

Ya3BUMOCTh — HEKas claboCcTh, KOTOPYIO MOMKHO HCHOJIB30BaTh IS
HapYIIEHUS CUCTEMBI WJIH COZeprKaIleicst B Hel nHdopmaIuu.
HenocTHocTh HHPOpPMAUMUH — COCTOSHHE WH(POPMAIMHA, TIPU KOTOPOM

OTCYTCTBYCT a1000e ee U3MEHEeHHe au00 H3MEHEHHE OCYIICCTBIACTCA TOJIBKO
npCaAHaMCPCHHO CY6T>GKTaMI/I, HMCIOIIIMMHA Ha HCTO IIPpaBoO.
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2. O01HMe moJI0KeHus

Hacrostias «ba3oBast MoAens yrpo3 0€30macHOCTH EPCOHAIBHBIX JAHHBIX IPH UX
00paboTKe B MHPOPMAITMOHHBIX CHUCTEMaX MEPCOHATBHBIX NaHHBIX» (Aaree — Mopenb
YIpO3) COJEPKUT CUCTEMAaTU3UPOBAHHBIN MIEPEUCHb YTPO3 O€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX TIPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX MEPCOHANIBHBIX JIaHHBIX. DTU
yIpo3bl OOYCIIOBJIEHBI MPETHAMEPEHHBIMU WM HENPEAHAMEPEHHBIMHU  JICHCTBUSIMU
(U3NUECKUX JIMLI, IEHCTBUSAMH 3apyOEHKHBIX CHEICTYKO WM OpraHu3alyii (B TOM YKCIe
TEPPOPUCTUYECKUX), & TAKKE KPUMHHAIBHBIX TPYIIUPOBOK, CO3MAIOIIUX YCIOBHUS
(IpeANoChUIKK) 711 HapyIIeHHs O€3011acHOCTH MepcoHaNIbHBIX MaHHBIX (I1/IH), KoTOpoe
BEJIET K yIIepOy KU3HEHHO BAXKHBIX UHTEPECOB JINYHOCTH, OOIIECTBA U TOCYIapCTBA.

Mogens yrpo3 COOEpPKUT €IWHbIE HWCXOAHBIE JaHHBIE IO Yrpo3am
0€30MacHOCTH TEPCOHANBHBIX JTaHHBIX, 00pabdaThiBaeMbIX B HWH(GOPMAIMOHHBIX
cucteMax nepcoHanbHbIX AJaHHBIX (MCII/IH), cBA3aHHBIM:

c mepexBatoM (cbemoMm) IIJI[H MO TEXHWYCCKUM KaHalaM C ICJIBI0 HX
KOIHUPOBAHUS WUJIM HEMMPABOMEPHOIO PACIIPOCTPAHEHNS,

C HECAaHKIIMOHUPOBAaHHBIM, B TOM 4ucie ciy4auHbM, aocrynoM B UCII/IH ¢
LEJIbI0 M3MEHEHUS, KOMUPOBAaHUS, HENPABOMEPHOTo pacupoctpaneHus [IIH wim
NeCTPYKTUBHBIX Bo3aercTBUl Ha anemeHnThl UCII/In u oOpabaTeiBaembix B HUX [1J[H
C HUCIOJB30BaHUEM MPOTPAMMHBIX U IMPOrPAMMHO-ANIAPATHBIX CPEICTB C LIEJIbIO
YHUYTOXKEHUs nian 6mokuposanus [1/1x.

C npumeHeHrneM Mojienu yrpo3 pelaroTcs CIeayoIue 3a1a4n:

pa3paboTKa 4YacTHBIX Mojeneil yrpo3 Oe3omacHoctd IIJ[H B KOHKpETHBIX
NCTIJIH ¢ yyeToM WX Ha3HAYEHUS, YCIOBUN U 0COOEHHOCTEH (DYHKITMOHUPOBAHMS;

ananu3 3anmmieHHoctu WCII[H ot yrpo3 Oe3zomacHoctu [IJlH B xoxe
OpraHU3alliy U BBIMOJHEHHS paboT 1o obecneueHuto 6e3omacHocT I1/1H;

pa3paboTka cucteMbl 3amuthl [IJlH, oOecneuuBaromel HeUTpaIU3aIUIO
IpearnojgaraeéMplx yrpo3 C HUCIOJIb30BaHUEM METOAOB M crocoOoB 3amuthl [1/1H,
MPEyCMOTPEHHBIX I cooTBeTCTBYIONIEro kinacca MCII/H;

MPOBEJAECHUE  MEPOIPUATHIA, HallpaBJICHHBIX  HA  MPEJOTBpalICHUE
HECAHKIMOHUPOBAHHOTO gocTyna K [1/[n u (wim) nepepaun ux Juiiam, He UMEIOIIUM
IpaBa JI0CTyna K Takoi nHGOopMaIny;

HEJONyIIeHUE BO3aecTBUA Ha TexHuueckue cpeacrsa MCII/In, B pesynbraTe
KOTOPOTO MOXXET ObITh HAPYIICHO UX (PYyHKIIMOHUPOBAHHUE;

KOHTPOJIb 00€CTICUeHUsI YPOBHS 3alUIIICHHOCTH NIEPCOHATBHBIX JTJAHHBIX.

B Mopemn yrpo3 nmano o6o6menHoe omnucanue HMCII[H kak 0OBEKTOB
3alUThI, BO3MOXHBIX MCTOYHUKOB YIpO3bl 0€30MaCHOCTH TMEPCOHATBHBIX JTaHHBIX
(YBII[u), ocHoBHbIX kiaccoB yszBumocted MCIIJIH, BO3MOXHBIX BHIOB
JNEeCTPYKTUBHBIX Bo3zAeicTBHM Ha [1/IH, a Tak’Ke OCHOBHBIX CITIOCOOOB UX peaTu3alliu.

VYrpo3wl 6e3omacHocTu I1/1H, o6pabaTeiBaembix B MCII/IH, comepxaniuecs B
HacTosed Mojenu yrpo3, MOTYT YTOUHSITECS M JOTOJHSITHCS 10 MEPE BBISBICHUS
HOBBIX MCTOYHUKOB YT'PO3, Pa3BUTUS CIOCOOOB W cpeAcTB peanusanuu YBII/[x B
NCII/JH. BHecenne nzmenennii B Mognenp yrpo3 ocymectisiercss PCTIOK Poccnn B
YCTaHaBJIMBAEMOM MHOPSJIKE.
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3. Kinaccnduxanusi yrpo3 6e30macHOCTH MePCOHATBHBIX TaHHBIX

CocraB u conepxanue YDBIIJ[H ompenensercss COBOKYHMHOCTBIO YCIOBUH U
(GakTopoB, CO3MAIOIMIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE
ciyyvaiiHoro, goctyna K [1/1H.

COBOKYITHOCTh TakMX YCJIOBUH U (akTOpoB QopMUpYETCS C y4EeTOM
xapaktepuctuk MCII/IH, cBOMCTB cpeapl (MyTH) pacnpoCcTpaHeHUsI HH(POPMATUBHBIX
CUTHAJIOB, COJIEPKAIIMX 3alUIIaeMy0 HH()OpMAIUIO, U BO3MOKHOCTEH UCTOYHUKOB
YIPO3BL.

K xapaxrepuctukam MCII/IH, oOycnoBnuBatomum Bo3HukHOBeHHe Y BIT/IH,
MO>XHO OTHECTH Kareropuio u oobeM obOpadateiBaeMbix B MCII/IH mepcoHallbHBIX
nanubix, crpykrypy HWCII/[IH, nHannmuwme noaximroueHud WCII[H k ceTsiM cBs3u
00111eT0 T0JIb30BaHMS U (MJIM) CETSAM MEXIyHapOJAHOTro MH(OPMAIIMOHHOTO OOMEHa,
XapaKTEepPUCTUKU mojcucTteMbl OezonacHocTu [1/IH, oOpabateiBaembix B MCII/H,
pEeXKUMBI 00pabOTKH MEPCOHATBHBIX JIAHHBIX, PEKUMBI pa3rpaHUUYEHUs MPaB JA0CTyIa
nonb3oBarenet UCII/IH, MECTOHAX0XIEHUE U YCIOBUSL Pa3MEIICHUS TEXHHUYECKUX

cpeactB UCII/IH.
Nudopmarnmonnsie cucremsl [IJIn mpeactaBisitor coO0i  COBOKYIMHOCTB
UHGOPMAIIMOHHBIX M MPOTPaMMHO-ANMapaTHBIX  JJEMEHTOB, a  TaKXke

UH(OPMAITMOHHBIX TEXHOJIOTHH, MPUMEHSIEeMbIX mpu 00padoTke [1/1H.

OcnoBHbiMM 251eMeHTaMu MCIT/{H aBsitoTCS:

NEPCOHANIbHBIE JTAaHHBIEC, COAEpXkKallrecss B 0a3ax JaHHBIX, KAK COBOKYIHOCTb
uHbopMaIu 1 ee HocuTenel, ucnoiabzyembix B UCIH;

uH(OPMAITMOHHBIE TEXHOJIOTUH, TPUMEHsieMble Tipu 0opadoTke [1/1H;

TEXHUYECKHE CpEACTBA, ocyllecTBistomue o6padbotky IIJIn (cpemcTBa
BBIYMCIUTEILHON TEXHUKHU, WH(POPMAITMOHHO-BBIYUCIUTEIIbHBIE KOMIUIEKCHI M CETH,
CpelcTBa M CHCTEMbI Tepenauu, npuema u oopabotku I1J[H, cpeacTBa U cuUCTEMBI
3BYKO3allMCH,  3BYKOYCHUJICHHUS,  3BYKOBOCIIDOM3BEJCHUS, IEPETOBOPHBIE U
TEJIEBU3UOHHBIE YCTPOWCTBA, CPEACTBA U3TOTOBIICHHUS, TUPAXKUPOBAHUS TOKYMEHTOB
U JpyrHe TEXHUYECKHUE CpeAcTBa oOpabOTKH peuyeBOH, TpaduyecKkod, BUILO- H
O0ykBeHHO-1IpoBo nH(popmarun) (nanee — rexaudeckue cpencrsa UCIIn);

IporpaMMHbIE CpelCTBa (ONEpPALMOHHBIE CHUCTEMBI, CUCTEMBI YHIPABICHUS
0a3amMu JaHHBIX U T.IL.);

CpelcTBa 3alUThl HHGOPMAITUH,

BCIIOMOTaTeIbHble TeEXHUUeckue cpeactra u cucremsl (BTCC) — texanueckue
CpelICcTBa M CHUCTEMBbI, X KOMMYHHKAIIMW, HE TpeAHa3HAYCHHBIC i1 00paOOTKH
[1/T1, HO pa3MelieHHBIE B TOMEMICHUSIX (Jajee — CIy>KeOHbIE TOMEIICHHUS), B
KoTopbix pacnoyiokeHbl MCII/IH, uX TexXHUYeCKHE CpeacTBa (pa3juyHOro pojaa
TeneOHHBIC CPEJICTBA U CUCTEMBI, CPEJICTBA BBIUNCIUTEIHLHON TEXHUKH, CPEACTBA U
CUCTEMBI TIepejauM JaHHBIX B CUCTEME PAJIUOCBSI3H, CPEJCTBA U CUCTEMbI OXPAHHOU
Y TOXKApPHOW CUTHAJIU3alluu, CPEJICTBA M CHUCTEMbl OMOBEIIECHHUS U CUTHAJIU3AIUH,
KOHTPOJIbHO-U3MEPUTEIIbHAS amnmnaparypa, CpeAcTBa u CUCTEMBI
KOHJIMIIUOHUPOBAHUS, CPEJICTBA U CUCTEMBI MPOBOJHON PAUOTPAHCISIMOHHON CETH
M TpUeMa MpoTrpaMM paJMOBEIIAHUS W TEJIECBUACHUSA, CPEIACTBA SIECKTPOHHOU
OPI'TEXHUKH, CPEACTBA U CHCTEMBI 3JICKTpOYaco(PHKaIum).

CpoiictBa cpensl (IyTH) pacmpocTpaHeHUss WH()OPMATUBHBIX CUTHAJIOB,
collepKaIuX 3aMUIaeMy0 WH(OOPMAINIO, XapaKTePU3YIOTCS BUIOM (PU3HUECKOU
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cpeabl, B KOTOpou pacnpocrpasstorces IIJIH, u omnpenensrorcss NpHU  OLEHKE
BO3MOXXHOCTH peanu3anuu Y bI1/IH.

Bosmoxxkaoctu ncrounnkoB YBITJIH 00ycmoBI€HBI COBOKYITHOCTBIO CIIOCOOOB
HECAaHKIIMOHMPOBAHHOTO W (WiM) ciydaitHoro aoctyna k IIJ[H, B pe3ynbrare
KOTOPOTO  BO3MOXXHO  HapylleHHe  KOH(HICHIHATbHOCTH  (KOMHPOBaHUE,
HEIPaBOMEPHOE pPacIpOCTPaHEHHE), IEIOCTHOCTH (YHHUYTOXXCHUE, W3MCHCHHUE) W
noctynHocTH (0moxupoBanwue) [1/]H.

VYrpoza 6e3omacHoctu [1J[H peanm3yercs B pesyiabrare oOpa3oBaHMs KaHaa
peanuzaiuu YBIIJIH Mex1y UCTOYHUKOM yIrpo3bl U HocuTenem (uctounukom) I1J1H,
YTO CO3/1aeT yCJIOBUS JJisi HapyuieHus Oe3omacHoctu [1JIH (HecaHKIIMOHUPOBAHHBIM
WJIU CITyYalHBIA JOCTYM).

OcHOBHBIMU 3JIeMeHTaMu KaHasa peanuzanuu Y BI1IJIH (pucyHok 1) sBisitoTes:

uctounuk YBIIJ[H — cyObekT, MarepuaibHbli OO0BEKT WM (PU3NYECKOe
siBiicHME, co3aaromue Y bIIJIH;

cpena (myth) pacnpoctpaneHuss II/[H wumm  Bo3AeHCTBHI, B KOTOPOM
(u3nuecKoe MoJsie, CUTHAN, JaHHbIE WM MPOTPaMMbl MOTYT PacHpOCTPaHSAThCA U
BO3JICICTBOBATh HA 3aILMINAEMbIE CBOMCTBA (KOH(PUACHIIMAIBHOCTh, LEIOCTHOCTD,
noctynHocTs) [1]1H;

Hocutenb [1/IH — pusmyeckoe nuo WM MaTepuanbHbIi OOBEKT, B TOM YHCIIE
¢usnueckoe mosie, B KoropoM IIJ[H HaxoaiT cBoe OTpa)k€HUWE B BHJIE€ CHUMBOJIOB,
0o0pa3oB, CHUTHajJOB, TEXHMYECKMX PpEIIEHUH M TPOLECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTUK (DU3NYECKUX BETUYHH.

Cpena pacnpocTpaHeHHs
Hcroununk [1/T1 1 Bo3xeiicTBHI
Tpo3 0e30macHOCTH | 4P +—> Hocurens [1/1n
IIpueMHuK
IT/Tu WH(POPMATHBHOTO CHTHAJIA
Ilepenatunx
BO3/ICHCTBYIOIIETO CUTHATIA

Pucynok 1. O00011ieHHas cxeMa KaHajla peajqn3ali yrpo3 0€30MacHOCTH
MIEPCOHAJIBHBIX JTAHHBIX

Hocutenn II[IH ™Moryt coaepxarb uWH(OpPMAIMIO, MPEICTABICHHYIO B
CJIEIyIOIMX BUAAX:

akyctuueckas (pedeBas) undopmarus (PU), comgeprkariasicss HEOCPEICTBEHHO
B TmpousHocuMou peun monb3oBatenss VCIIJIH mpu ocymiecTBaeHUN WM (QYHKIHH
roinocoBoro BBoaa IIJln B MCII[JH, mubGo Bocmpou3BoanMas aKyCTHYECKUMHU
cpenctBamu CII/IH (ecnu Takue GyHKITMH TPEyCMOTPEHBI TEXHOJIOTHEH 00pabOTKH
I1/In), a Taxxke coaepKaliascss B DIIEKTPOMATHUTHBIX MOJSX M AJIEKTPUUYECKUX
CUTHaJIaX, KOTOpbIE BO3HUKAIOT 3a CYET MPeoOpa3z0oBaHUi aKyCTUYeCKOW MH(OpMALINY;

BujioBas nHopmarus (BU), nmpeacraBineHHas B BUJE TEKCTa U U300paKeHUN
pPa3IMYHBIX YCTPOMCTB OTOOpa)keHusi WHGOpPMAIMU CPEICTB BBIYMCIUTEILHON
TEXHUKU, WH(GOPMAIIMOHHO-BBIYUCIUTEIbHBIX KOMILJIEKCOB, TEXHHYECKHX CPEACTB
00paboTKM rpaduueckoii, BUAeO- U1 OYKBEHHO-IIM(POBOIl MHGOPMALIMH, BXOIAIINX B
coctaB UCII/IH;
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uHopmanus, obOpabarbiBaemas (umpkynupytomas) B MCII[IH, B BuIe
AIEKTPUUYECKUX, DIIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmanus, oopadbarsiBaemasi B ICII/IH, npeacraBnennas B Buae Out, 6air,
(aiIoB U IPYTUX JOTHYECKUX CTPYKTYP.

B nenax ¢opmupoBanus cucrematuzupoBaHHoro nepeuns YBII/n mpu ux
obpaborke B MCII/lH wu pa3paboTke Ha WX OCHOBE YACTHBIX MOJCICH
MPUMEHUTENBHO K KOHKpeTHOMY Buay WCIIH yrpo3sl kiaccupuuupyroTcs B
COOTBETCTBHUH CO CIICIYIOIIUMU MPU3HAKAMU (PUCYHOK 2):

no Buay 3amuiaemon ot YBIIIn nndopmanmn, conepxarnieit I1/1x;

110 BUJaM BO3MOKHBIX HCTOYHUKOB Y BII/[H;

no tuny UCII/IH, Ha KkoTOpBIE HampaBieHa peanu3anus Y bI1/H;

o crocoOy peanuzamnuu Y BI1H;

M0 BUJIy HapylIaeMoro CBOMCTBa MH(pOpMaluu (BUY HECAHKIIMOHUPOBAHHBIX
nercTBui, ocyiectBisieMbix ¢ [1J[H);

10 UCITOJIB3YEMOM YSA3BUMOCTH;

10 OOBEKTY BO3/ICHCTBUSI.

[Io BugaM BO3MOXHBIX HMCTOYHUKOB YDBIIJIH BBIIEHAIOTCS Ccleayronme
KJIACCHI YTPO3:

yIpO3bl, CBSI3aHHBIC C MPEIHAMEPEHHBIMU WJIM HENpPeIHAMEPEHHBIMU
nerctBusiMA  Jinl, umerommx jgoctyn k  MCII/[H, BkiIrowyas mnosb30BaTenen
NCIIH, peanmm3yromux yrpo3bl HenocpeactBeHHO B HCII[AH (BHyTpeHHUI
HAPYIIUTEIb);

yrpo3bl, CBSA3aHHbIE C TPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU
neUcTBUAMU JHIl, He uMeromux goctyna k MCII[IH, peanusyrommx yrpossl U3
BHEIITHUX CETeH CBSI3M OOIEro MOJIb30BaHUS M (WJIM) CETe MEeXIyHapOIHOTO
UH(OPMAITMOHHOTO 0OMeHa (BHEIIHUI HAPYIIUTEN).

Kpome Toro, yrpo3sl MOTYT BO3HHKaThb B pe3yJibTaTe BHEJIPCHUS
armapaTHbBIX 3aKJIaJ0K U BPEIOHOCHBIX MPOTPaMM.

[Io muny MHWCII[H, Ha KoTOpble HampaBiieHa peanmm3auus YbII/IH,
BBIJICJISIFOTCSA CJIEYIOIINE KIIACCHI YTPO3:

yrpo3el  Oe3omacHoctu [IJIn, oOpabateiBaembix B MUCII[IH Ha 0aze
aBTOHOMHOTO aBTOMaTU3UPOBAaHHOTO pabouero mecta (APM);

yrpo3sl Oe3onacHoctu IIJIH, oOpabarsiBaembix B MCII/IH Ha 6aze APM,
MOJKIFOYEHHOTO K CeTH OOIIeTro TmMoJib30BaHUs (K CETH MEXKIyHapOIHOTO
HH(POPMAIIMOHHOTO 0OMEHA);

yrpo3bl 6e3omacuoctu [1/1H, obpabaTeiBacmbix B UCII/IH Ha 6a3e JOKaIbHBIX
MH()OPMAITMOHHBIX CUCTEM 0€3 MOJKITIOYEHHS K CETH OOIIEero Mmojib30BaHus (K CeTH
MEKTyHapOIHOT0 HH()OPMAITMOHHOTO 0OMEHA);

yrpo3bl 6e3omacuoctu [1/1H, obpabaTeiBacmbix B UCII/IH Ha 6a3e JOKaIbHBIX
MH()OPMAIIMOHHBIX CUCTEM C TMOJKIIOUYEHUEM K CETU OOIIEro MoJjib30BaHus (K CeTU
MEKTyHApOJIHOTO HHPOPMAIIMOHHOTO OOMEHA);

yrpo3sl  Oe3omacHoctu [IJln, oOpabateiBaembix B MHCII[IH Ha 0aze
pacupeeieHHbIX UH()POPMAIIMOHHBIX CHUCTEM 0€3 MOAKIIYEHUS K CETH OOIIero
0JIB30BaHUs (K CETH MEXIYHAPOIHOr0o HHGOPMAIIMOHHOTO 00MEHa);



Kaaccndpukanusi yrpo3 0€30acHOCTH NEPCOHAIBHBIX JaHHBIX

ITo Buay 3amumaemoii ot YBII/In nndopmauuu, cogepskameii IT/In

\ VYrpossl PU | \

Yrpossl BU |

[ Yrpossl undopmanuu, obpabarsiBacmoii 8 TCOU |

[ VYrpossl undopmanun, obpadarsiBaemoii B AC |

ITo BUAAM BO3MOKHBIX HCTOYHUKOB Y BII/1H

Co3naBaemble HapyLIUTEIIEM

Co3naBaeMble anmnapaTHON

Co3naBaemble BPEIOHOCHBIMH
nporpaMMamMu

3aKJIaJIKOH

(buznyeckuM aTUIOM)

CosznaBaeMble BHYTPEHHUM
HapyUIUTEIEM

Co3zniaBaeMble BCTPOCHHOM

MpOorpaMMHON 3aKjIajKoi, mporpamMmmoii Tuna““TpostHckui KOHB”

3aKJIaIKON

Co31aBaeMble BHELLIHUM
HapYIIUTEIIEM

NPOrpaMMHBIM BHPYCOM

Co3maBaeMble aBTOHOMHOI
3aKJIaIKOH

BPEIOHOCHOM MPOTPaMMO, pPACTIPOCTPAHSIIOLIEHCS 110 CETH (CETEBBIM YepBEM) ‘

JIPYTHMH BPEJIOHOCHBIMU IIPOTPaMMaMH, NPeHA3HAYEHHBIMU IS
ocymectsienus: HCJI (mon6opa maposneii, yJaJleHHOTO JOCTyma U Ap.)

Ilo BHAY HApyIaeMOro cBOiicTBa nH(popManun (BUAY HECAHKIIMOHHPOBAHHBLIX AelcTBHIi, ocyiecTBIsieMbIx ¢ I1/1H)

VYrposs! koHpuaeHHaTbHOCTH (YTEUKH, IepexBaTa, CheMa,
KOITMPOBAHMUS, XUIICHUSI, Pa3TIalleHus) HHOOpManu

Yrpo3sl uenocTHOCTH (YTPAThl, YHUYTOKECHHUS,
MoaUGUKALTIT

nHpOpMannH

(6moxupoBaHst) HHbBOPMAIIH

YTrpo3bl JOCTYITHOCTH

ITo Tuny UCII/IH, Ha KoTOpbIe HanpaBJeHa peaau3anusa Y BITIn

Vrpossr 6e3omacHoctu I1/1H,
oGpabGareiBacmbix B UCIT/IH Ha Gaze APM (c
MMOJKIIFOUCHUEM M 03 IMOAKIFOUCHHUS K
BBIUHCIUTEIBHOMN CETH)

Vrpo3ssl 6e3omacHoctu [1)/1H, oOpabaTsIBacMbIX B
HCII[H na 0a3e JIOKaIBbHOM BBIYUCIUTEIIBHON
cetd (C NOAKIIFOYCHHEM U 0€3 OIKIIFOYCHHS K

pacnpeneieHHOW BBIYUCITUTEIBHON CEeTH)

Vrpo3ssl 6e3omacHoctu I1)1H, 0OpabaTsIBacMbIX B
NCII/Jx na 6a3e pacupeaesIeHHbIX
MH(POPMALIMOHHBIX CUCTEM (C MOAKIIOYCHHUEM,
6e3 MOOKIIIOYCHHSI K CETH OOIIEro MOIb30BAHMSL)

ITo cnoco6am peanuzanuun Y BI1Ixn

VYrpo3sl cnenuanbHBIX Bo3aekcTuii Ha UCIT/H

Vrposst HCJI B UCIT /I \

VYTpo3sl yTedkn HHGOPMAIUH 110
TEeXHUYIECKUM KaHaJIaM

4{ MEXaHUYE€CKOI'0 BO3JAEHCTBUS

Vrpo3m, pcamnsyembi€ C IPUMCHCHUCM

BJIIEKTPUIECCKUMHU

IIPOTrpaMMHBIX CPECACTB onepauuonnoﬁ CHUCTCMBI

‘ 110 pajiiOKaHaITy

UMITYyJIbCaMH ‘

{ aKycTH4YecKOro BO3aeiCcTBUs

+—{ GHMOJIOrHYEeCKOTO BO3CHCTBHS

|
— XUMHUY€CKOI'0 BO3JACHCTBHS |
|
|
|

—{ paaraniMOHHOI O BO3/ICUCTBUS

DIIEKTPOMArHUTHBIMU

Yrpo3sl, peanusyeMble C IPUMEHEHUEM
crienuanbHO pazpaboranHoro ITO

Vrpo3ssr yreukun PU ‘

IIO DJICKTPHUICCKOMY KaHally

‘ 110 ONTHYECKOMY KaHaJly

VYrpo3sl yreuku BN ‘

HN3ITyYCHUAMNU

—{ TepMHYECKOro BO3IEHCTBHS

VYTpo3bl, peann3yeMble ¢ IPUMEHEHHEM

SIICKTPOMAarHATHOTO
HcTBUS

ITo ncnonb3yeMoii ysi3BUMOCTH

;J—{ MardMTHBIM I10JIEM

BPEAOHOCHBIX MPOrpaM

‘ 10 aKyCTHYCCKOMY
(BUGpaMOHHOMY) KaHAILY

VYTrpo3bl yTeuku
uHdOpMaIUH 10 KaHAJIaM
TIISMUH

1O CMEIIaHHBIM
(mapamMeTpHUYecKHUM) KaHaJIaM

C ucnonb30BaHUEM
YSI3BUIMOCTH
npuxagaoro 110

C HUCnoNB30BaHUEM
YSI3BUMOCTH
cuctemuHoro 1O

YA3BHUMOCTH, BbI3BAaHHOM

armapaTHof/’I 3aKJIaaKnu

C HCIOJIb30BaHUEM
YSI3BUMOCTEH IPOTOKOIOB
CETEBOI'0 B3aUMOACHCTBUS U
KaHAJIOB IIepeadn JaHHBIX

C HCIOJIb30BaHUEM

Hammuuem B AC

C HCIONIB30BaHUEM
YSI3BUMOCTH, BBI3BAHHOM
HEJIOCTATKAMH OpPraHHU3aliy

C HCNOJIB30BaHNEM YSI3BUMOCTEH,
00YCITOBIIMBAOIINX HATUIHE
TEXHUYCCKUX KAHATIOB YTEYKU
nHpopMaLn

T3U or HCJT

C uCrosb30BaHUEM
ys3BuMocteit C3U1

Ilo 00bekTy BO3ClicTBUSA

VBII/IH, o6pabaTeiBaeMbix Ha APM

VBII/IH, 06pabaTbiBaeMbIX B BBIICIICHHBIX
TEXHUYSCKUX CPeAcTBaX 0OpadoTKu

VYBII/H, nepenaBaemMbix
O CeTsIM CBSI3U

Ha oTuysk1aeMbIX HOCHTEISIX HHGOPMAaITH

Ha npuntepa, minorrepax,

Ha BCTPOCHHBIX HOCHUTEIIAX JOJITOBPEMEHHOI'O XpaHCHUA I/IH(I)OpMaLU/II/I

rpadONOCTPOUTEIIAX H T.II.

B cpencrBax 06pabOTKH U XpaHEHHsI ONlepaTUBHON MHMOpMaun

Ha BBIHOCHBIX TEepMHUHAaJIax,
‘ MOHHUTOpAaX, BUACOIIPOCKTOpax

B cpexncrBax (noprax) BBoaa (BeIBOAa) HHDOpMALMKA ‘

B cpencrTBax 3ByKOyCHIJICHUS,

3ByKOBOCTIPOU3BEICHUS

VTrpo3sl NPUKIIAAHBIM ITpOrpaMmaMm,
NpeIHa3Ha4YeHHbIM U151 paboTs ¢ IT/1H

YTpo3bl CHCTEeMHOMY
T1O, obecnieunBaroiieMy
(yHKLIMOHMpOBaHNE

VYBI1/Ix nipu repeade CUTHAJIOB
I10 JIMHUSM CBA3H

VYBIT1x npu 06paboTke MakeToB B
KOMMYHHMKAIMOHHBIX 3JIEMEHTaX
MHGOPMAILITHOHHO-
TEIEKOMMYHUKAIIMOHHBIX CUCTEM

Pucynok 2. Knaccuduxanust yrpo3 6€301acHOCTH MEPCOHATIBHBIX JaHHBIX,
o0OpabaTpiBaeMbIX B MTHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JAHHBIX

UCTL/In

vl
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yrpo3bl O0e3omacHoctu [IJIH, oOpabateiBaecmMpix B HWCII[IHn Ha 0aze
pacmpenesieHHbIX HH()OPMAIMMOHHBIX CHUCTEM C TMOJKIIOYEHUEM K CETH OOIIero
MOJTb30BaHMS (K CETH MEKIyHAPOIHOTO HH()POPMAIIMOHHOTO 0OMEHA).

[To coco6am peanuzanmu Y BIT/[H BRIIEISIOTCS CASAYIOMNE KIIACCHI YTPO3:

yrpo3bl, cBszanHble ¢ HCJ x II/IlH (B TomM wuwmcie yrpo3bl BHEIPEHHS
BPEJOHOCHBIX MPOTrpamMM);

yrpo3bl yreuku [1/[H mo TexHuYecKkuM KaHaaM yTedKd HH(OpMAaITiy;

yrpo3sbl crienaibHbiX Bo3aercTBuid Ha MCIT/IH.

[Io BuIy HECAaHKIIMOHUPOBAHHBIX JEHUCTBHUM, ocylecTBisieMbix ¢ [I/1H,
BBIJIEIISIOTCS CIEAYIOIIUE KIIACChI yTPO3:

yIpo3bl, TPUBOASIIME K  HapyueHuto  KoHbuaeHuuambHocty  [1/In
(KOMUPOBAHUIO WJIM HECAHKIIMOHUPOBAHHOMY DPACHPOCTPAHEHMIO), MIPU peaTnu3aluu
KOTOPBIX HE OCYILECTBIISIETCS HEIMOCPEICTBEHHOIO BO3IACUCTBUS Ha COJEpKAHUE
uH(popmanuu;

yYIpo3bl, MPUBOIAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCJIE CIyYailHOMY,
BO3JICUCTBUIO HA  COJEpKaHME HMHPOpMalUMU, B  PE3yJIbTaTe€  KOTOPOIO
ocyuecTBiserca n3MeHenue 11/H nnm ux yHu4ToKeHue;

yIpo3bl, MPUBOIAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCJIE CIyYailHOMY,
BO3JECHCTBHIO HA MPOrPaMMHBIE WM POrpamMMHo-anmapartssie dneMenTsl UCII/(H, B
pe3yJibTaTe KOTOPOro ocymiecTriseTcs ookupoanue [1/1H.

[To nucnonb3yemMon ysI3BUMOCTH BBIJICIISIFOTCS CIEAYIOIINE KIIACCHI YTPO3:

YIPO3bl, pEATU3yEMbIE C UCTIOJIBb30BAHUEM YSA3BUMOCTH cucTeMHoro 110;

YIpO3bl, PEATU3YEMbIE C UCTOIB30BAHUEM YSA3BUMOCTH IpukiaaHoro [10;

YIpO3bl, BOBHUKAIOIINE B PE3YJIbTATE UCIOJIb30BAHUS YSA3BUMOCTH, BEI3BAHHOMN
HanmuuueM B AC anmapaTtHoO# 3aKJIaIKu;

YI'PO3bl, pEAIN3YEMBIE C UCIOJIB30BAHUEM YSI3BUMOCTEN IIPOTOKOJIOB CETEBOTO
B3aMMOJICHCTBUS U KaHAJIOB MEPeIaun JTaHHbIX;

YIpO3bl, BO3HUKAIOIINE B PE3YJbTATE UCIIOJIB30BAHUS YSI3BUMOCTH, BI3BAHHOM
Henocratkamu opranmszauuu T3U ot HCJ;

yIpO3bl, peaM3yeMbI€ C UCIOJIb30BAHUEM YS3BUMOCTEH, 00YCIOBIMBAIOIINX
HaJIMYMe TEXHUYECKUX KaHAJIOB YTEUKU UH(GOPMAIIUU;

YIPO3bl, pEATM3yEMBIE C UCTIOIb30BaHueEM ysa3BumocTten C3U.

[To 00BeKTY BO3AEHCTBUA BBIACISIOTCS CIAEAYIOIINE KIACChl YTPO3:

yrpo3bl 6e3omacHoctu [1/1H, oOpabareiBaembix Ha APM;

yrpo3bl Oe3zonacHoctr [1/lH, oOpabaThiBaeMbIX B BBIIEIEHHBIX CPEICTBAX
00paboTku (MpUHTEpax, MIOTTEPAX, TPaOMOCTPOUTENAX, BBIHECCHHBIX MOHUTOPAX,
BUJICONIPOEKTOPAX, CPEJICTBAX 3BYKOBOCIIPOU3BEICHHUS U T.I1.);

yrpo3bl 6e3omacHoctu [1/1H, mepenaBaeMpIx MO CETAM CBSI3U;

YTPO3bI IPUKJIATHBIM MPOTPaMMaM, € TIOMOIIBIO KOTOPBIX oOpadatwiBatorcs [1/1H;

yrpo3sl cuctemHomy 110, obecneunBaroniemy dhyukimonuporanue UCII/IH.

Peanuzanua opgnon w3 YDBIIJIH mnepedncneHHBIX KIACCOB WM HX
COBOKYITHOCTH MOJKET TPHUBECTH K CICAYIOIIMM THUIIAM TOCJIEACTBUM i
cyobekToB I1/]H:

3HAYUTEILHBIM HEraTUBHBIM MOCIEACTBUIM 11l CyObekToB [1/1H;

HEraTUBHBIM MOCHEACTBUSAM 115l cyObekToB [1/1H;
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HE3HAUUTEJTbHBIM HETaTUBHBIM MOCIEACTBUAM AJi cyObekToB I1/IH.

Yrpo3sl yreuku II/I[H Mo TEXHHMYECKMM KaHalaM OJHO3HAYHO OMHUCHIBAIOTCS
XapaKTEPUCTHKAMU HMCTOYHWKA WH(poOpMmarmu, cpeasl (MyTH) PAcTpOCTPAHCHHS U
MpUEMHUKA WH(POPMATUBHOTO CHUTHAIA, TO €CTh OMPEACISIOTCS XapaKTePUCTUKAMHU
TEXHUYECKOTO KaHana yreuku 11/1n.

YTpo3bl, CBsI3aHHBIE ¢ HecaHKIMOHUpoBaHHBIM jgoctynoMm (HCH) (manee —
yrpo3sl HCJI B UCII/IH), mpencTaBistoTcss B BUAEC COBOKYITHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3d HCJI, ys3BUMOCTEl NpPOrpaMMHOTO M
anmnapatHoro ob6ecneuenus WCIIIH, cnoco0oB peanuzanuu yrpos3, OOBEKTOB
BO3JIEHCTBUS (HOCHUTENeH 3amuiaeMor WHGOpMaIuu, IUPEKTOPHEB, KaTaJlOroB,
daitnoB ¢ 11l wim camux I1/H) 1 BO3MOKHBIX IECTPYKTHBHBIX AekcTBUi. Takoe
IPEe/ICTaBIICHUE OMUCKIBACTCS Cienyole (opMalIn30BaHHOM 3aITUCKIO:

yepoza HCJ[: = <ucmounuk yzposvl™>, <ysa36UMOCMb HPOCPAMMHO20 UIU
annapamio2o  obecneueHus>, <cnocob  peanuzayuu - yeposvl>,  <00beKm
8030eticmeuss™, <HeCcauKyuOHUpPOBAHHbIL OOCHYN>.

4. Yrpo3sl yTeukd HHGOPMaUM N0 TEXHUYECKUM KaHAJIaM

OCHOBHBIMM  DJIEMEHTAaMH OMNHUCAaHUSI Yrpo3 YTeUKH HHGOpPMALUA 0
texuuueckuM kaHanam (TKYW) saBngroTcsi: HUCTOYHMK yrpo3bl, cpena (IyTh)
pacrpocTpaHeHuss HMHQPOPMATUBHOIO CHUTHalla W HOCHUTENb  3allUIaeMOMn
uHbOopMaIuu.

Uctounukamu yrpo3 yreukd uHPOPMAIMU TIO TEXHUYECKUM KaHallaM
ABISIIOTCA  Qu3nueckue nuna, He wumeromme goctyna k HWCI/H, a Takxke
3apyOeKHbIE CIELCTYKObl WM OpraHu3aluu (B TOM YHCIE KOHKYPUPYIOIIUE WIIH
TEPPOPUCTUUECKUE), KPUMHUHAIbHbIC TPYNIUPOBKH, OCYILECTBIISIIONINE TIEpeXBaT
(cbem) wHGOpPMAIIMKM C HUCIOJIB30BAHUEM TEXHUUYECKHX CPEJCTB €€ PEerucTpallui,
npuema win gororpadhupoBaHuUs.

Cpena pacnpoctpaneHus ”HGOPMATUBHOTO CUTHAJIA — 3TO (pU3UUYecKas cpeja,
0 KOTOpOW WH(GOPMATHBHBIM CUTHA MOXKET PACIPOCTPAHATHCS W MPUHUMATHCA
(peructpupoBatbcs) mnpueMHUKOM. C(Cpena pacrnpocTpaHEHUsT MOXKET ObITh Kak
OJTHOPOJHOM (HampuMep, TOJBKO BO3AYIIHOW), TaK M HEOJHOPOIHOM 3a CYET
nepexoja CHUrHajga W3 OJHOM cpeabl B Jpyrylo (Hampumep, B pe3yJsibTare
aKyCTODJIEKTPUUYECKUX MJIM BUOPOAKYCTUUECKUX TTPeoOpa3oBaHuil).

Hocutenem II[Jn sBmgerca mnonb3oBatens WMCIIAH, ocymecTBasiOmui
rosiocoBoit BBoA I1/In B UCII/IH, akyctuueckas cucrema MCII[IH, Bocipou3Boasas
IT/1a, a Taxke Texaumdeckue cpeacrsa MCII[laH m BTCC, co3maroniue Qusndeckue
MoJIsi, B KOTOPBIX MH(POpPMAIKs HAXOUT CBOE OTPaKEHUE B BUJIe CUMBOJIOB, 0OPa30B,
CUTHAJIOB, TEXHUYECKUX PEUIEHUN U TMPOLECCOB, KOJIUYECTBEHHBIX XapPAKTEPHUCTHUK
(bU3UYECKUX BEJIMYHH.

[Tpu o6padotke I1J]In B MCII/IH 3a cuer peanu3amuu TSXHUYSCKHX KaHAJIOB
yTe4KH nH(OpMAITK BO3MOKHO BOSHUKHOBEHUE cieaytomux Y bIT/Ix:

yIpo3 yTEUKH aKyCTHYECKOU (peueBoil) nudopmanuu;

yIpo3 yTEUKH BUI0BOM UH(POpMAITUH;

yIpo3 yTeYKd HUHPOpMaIMU MO KaHajlaM MOOOYHBIX 3JIEKTPOMArHUTHBIX
usnydenuii 1 HaBoaok (II9MUH).
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5. ¥rpo3bl HeCAHKIIMOHUPOBAHHOTO J0CTYNAa K HHopMauuu
B MH()OPMALIMOHHOM CHUCTEMe MEePCOHAJBLHBIX JAHHBIX

VYrpozsr HC/] B UCII/IH ¢ nmpuMeHeHHEeM OpOrpaMMHBIX M MPOTrpaMMHO-
arrapaTHbIX CPENICTB PEAM3YIOTCS MPU OCYIIECTBICHUN HECAHKIMOHUPOBAHHOTO, B
TOM 4YHCJIE€ CIy4YalHOro, JAOCTyIla, B pE3yJbTaTe€ KOTOPOTO OCYILECTBISIETCS
HapylieHne  KOH(UIOEHIHAIbHOCTH  (KOMUPOBAaHHE,  HECAHKIIMOHUPOBAHHOE
pacnpocTpaHeHue), LENOCTHOCTH (YHMUYTOXKEHHE, W3MEHEHUE) M JOCTYIHOCTHU
(6moxupoBanue) [1JIH, 1 BKIIFOYArOT B ceOs:

yIpo3bl J0CTyla (IMPOHUKHOBEHHS) B ONEPAMOHHYIO Cpely KOMIbIOTepa
C UCTOJIb30BAHUEM IITATHOTO MPOTPAaMMHOTO oOecriedeHus (CpeCTB OnepaluoOHHON
CHUCTEMBbI WM MIPUKIIAJIHBIX IPOrpaMM OOIIeTro MPUMEHEHUS );

YIpO3bl CO3JJaHUS HEMITATHBIX PEXKUMOB pabOThl TPOTPAMMHBIX (MPOrPAMMHO-
anmapaTHbIX) CPEJCTB 3a CUET MPEAHAMEPEHHBIX M3MEHEHUN CITy)KEOHBIX JTaHHBIX,
WTHOPHUPOBAHUSI MPEAYCMOTPEHHBIX B IITATHBIX YCJIOBUSAX OTPAHUYEHUM HAa COCTaB
U XapakTEepUCTUKU oOpadaThiBaeMO HHQOpMAIUU, HCKAKEHUS (MOIU(UKAIUN)
CaMHX JAHHBIX U T.I1.;

YIpO3bl BHEJIPEHUSI BPEIOHOCHBIX MporpamMm (IIporpaMMHO-MaTeMaTHYECKOTO
BO3JICHCTBHS).

CocraB snementoB onucanus yrpo3 HCJI x undopmaruun 8 UCII/In npuBeneH
Ha pUCYHKe 3.

Kpome 53TOro, BO3MOXHBI KOMOMHHMpPOBAHHBIE YIpPO3bl, MPEICTABISAIOIINAE
co0oil coueTaHue yka3aHHbIX yrpo3. Hampumep, 3a cueTr BHEApEHUs BPEIOHOCHBIX
IporpaMM MOTYT co3aaBatbest ycnoBuss it HCJl B onepanmoHHyro cpeny
KOMIIBIOTEpA, B TOM  4uclie OyTeM  (HOPMUPOBAHMS  HETPATUIIMOHHBIX
UH(GOPMAITMOHHBIX KAHAJIOB JIOCTYTIA.

VYrpo3sl noctyna (MpOHUKHOBEHMs)) B omnepauuoHHytro cpeny WCIIH
C MCMOJB30BAHUEM IITATHOTO MPOrPaMMHOI0 00ECTeUeHUs Pa3aeistoTCa Ha YTPO3bl
HEIOCPEACTBEHHOIO U YAAJIEHHOTO JOCTYIA. YTIPO3bl HEMOCPEACTBEHHOIO J0CTYIIA
OCYILECTBIISIOTCS C MCIOJIB30BAaHUEM IPOIPAMMHBIX M MPOrpaMMHO-aNNapaTHbIX
CPEACTB BBOAA/BBIBOJIa KOMITBIOTEpA. YTPO3bl YAAJICHHOTO JOCTYNa PEaTU3yrOTCs
C UCIIOJIB30BaHUEM IIPOTOKOJIOB CETEBOI'O B3aUMOIECUCTBHS.

Otu  yrpo3el peanusytorca oTHocutrenbHo MCIIJIlH  kxak Ha 0Oaze
ABTOMATU3MPOBAHHOTO pPabOYero Mecra, HE BKIIOUEHHOIO B CETH CBA3M OOILEro
MOJIb30BaHUsA, TaK U NpUMEeHUTENbHO KO BceM MCII/IH, uMemuM NOJIKII0YEHNE
K CETAM CBSI3M OOILEro MOJb30BAHUS U CETAM MEXIYHAPOJIHOTO MH(MOPMAIIMOHHOTO
oOMeHa.

Onucanue yrpo3 pgoctyna (IPOHHMKHOBEHHMSI) B OIEPALMOHHYIO Cpeny
KOMITbIOTEpa (POPMaTBHO MOXKET OBITh IPEICTABIICHO CIETYIOUUM 00pa3oM:

yeposza HCJ/[ ¢ UCII/]n: = <ucmounux yeposzwvr>, <yazeumocmev HUCII/[n>,
<cnocob peanuzayuu y2po3vi>, <00bekm 6030elicmeus (npozpamma, npomoKxoJ,
oanmble u 0p.)>, <oecmpyKmusHoe oelicmaue=.

YTpo3sl co3aHus HEIITATHBIX PEKUMOB PaObOTHI TPOTPAMMHBIX (ITPOTpaMMHO-
anmapaTHbIX) CPeICTB — 3To yrposbl «OTkaza B oOcmykuBaHum». Kak mpaBwuiio,
JaHHBIE YTpo3bl paccMmaTpuBaroTcs npumenutenbHo kK MCIIIn Ha 0a3e JOKaJIbHBIX
U pacrpeesieHHbIX HH()OPMAIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJKIIOUYECHHUS
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MCMonNb30BaHNEM LUTATHbIX CPeACTB

BpenoHoCHbIe nporpaMmel,
pacnpocTpaHsiowmecs no
ceTu (YepBu)

[pyrue BpeaoHOCHbIE
nporpamMmbl

NameHeHue koHdurypauun MO ‘

B gpyrux ycTpoiicTBax KoMMyTaLmm

Moaudukaums MO 1 AaHHbIX ‘

'a3paboTka BPEAOHOCHBIX
nporpamm
My6nukauus, pasrnalieHne
3aLMLI@eMbIX CBEAESHNI

Pucynok 3. Dnementsl onucanus yrpo3 HCJI k uadopmanuu 8 UCITIH
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uHdpopmannoHHoro obmena. HWx peanuzanusi oOycloBiI€HAa TEM, YTO TMpHU
pa3paboTKe CHUCTEMHOTO WJIM TMPUKIATHOTO MPOTPAMMHOTO OOECICUeHUs He
YUYUTBIBAETCA BO3MOXKHOCTh MPEIHAMEPEHHBIX JICUCTBUI MO IE€JICHANPABICHHOMY
M3MEHEHUIO!

coJiepKaHusl clIykeOHOM MHGOpMAIIMK B MAKeTaX COOOIICHH, epeaBaeMbIX
10 CEeTH;

yCIOBHM 00paOOTKM MaHHBIX (HANpUMEp, UTHOPUPOBAHWUE OTPAHUYCHHUN Ha
JUTMHY MaKeTa COOOIICHUs);

dbopMaToB TpenCTaBiEHUS JaHHBIX (C HECOOTBETCTBHEM H3MEHEHHBIX
dbopMaToB, yCTaHOBJIIEHHBIX JJii OOpabOTKM TI0O  MPOTOKOJAM  CETEBOI0
B3aMMOJICUCTBUS);

MPOTPaMMHOT0 oOecriedeHus: 00pabOTKU JaHHBIX.

B pesynbrare peanmzanun yrpo3 «OTkaza B OOCITY>KMBAaHUW» MPOUCXOIUT
nepenoiaHeHue OygepoB U OJOKUpOBaHUE MpolEeayp 00pabOTKH, «3alUKIMBAHUE)
npouenyp oOpabOTKM U «3aBUCAaHUE)» KOMIIbIOTEpa, OTOpachlBaHHE MAKETOB
coobmienuit u ap. Onucanue Takux yrpo3 (popMaibHO MOXKET OBbITh MPEICTaBICHO
CJIEYIOIIKUM 00pa3oM:

yepoza  «Omkaza 6  obOcnyocuganuuy.: =  <UCMOYHUK  Y2pO3bl>,
<ysazeumocmov UCII/[n>, <cnocob peanuzayuu yzpo3vl>, <00beKkm 6030elcmaeus
(nocumenv  I1/[{n)>, <muenocpeocmeenmuvlli pe3yabmam  pearuzayuu  yepo3vl
(nepenonnenue 6ygepa, oOroxuposanue npoyedypvl 00PAbOMKU, «3AYUKIUBAHUE
obpabomku u m.n.)>,

Yrpo3bl BHEIPECHUS BPEIOHOCHBIX porpaMm (mporpamMMHO-
MaTE€MaTHU4YEeCKOr0 BO3JEUCTBHUSI) HEIEIeCOOOpa3HO OMNUCHIBATH C TOW IKe
JEeTAIbHOCTBI0, UTO M BBIIIEyKa3aHHBIE YTPO3bl. DTO O0OYCJIOBJIEHO TEM, YTO,
BO-TIEPBBIX, KOJIMUECTBO BPEJOHOCHBIX MPOTPaMM CETOJHS YK€ 3HAYUTEIbHO
NPEBBIIIAET CTO ThICSY. BO-BTOpBIX, MpU OpraHu3aluu 3amuThl UHOOpMALUU
Ha TMpaKTUKE, KaK TMPaBWIO, JOCTAaTOYHO JHIIL 3HATh KJIacC BPEIOHOCHOMN
IPOTPaMMBbI, CITOCOOBI U TIOCJICACTBHS OT €€ BHeApeHUs (MHpuupoBanus). B cBs3u
C 3TUM YTpO3bl MpOrpaMMHO-mMaTeMatuueckoro Bo3zaeicteus (IIMB) ¢opmanbao
MOTYT OBITh TIPEJICTABJICHBI CIEAYIOIIUM 00pa30M:

yvepoza IIMB ¢ UCII/]n: = <knacc 8pedOHOCHOU npocpammbsl (C yKa3aHuem
cpedbl obumanus)>, <UCMOYHUK YepOo3bl (HOCUMENb 8PEe0OHOCHOU NpPOZPaAMMbL)>,
<cnocob unguyuposanus>, <oOvekm 8030elcmeus (3a2py30UHbIL CeKmop,
gatin u m.n.)>, <onucauue B03MOIICHBIX 0eCmpyKmMuUGHbIX
oeticmeuii,<00noJHUMENbHAL UHGOpMmayus 06 yepose (pe3udeHmHOCHb, CKOPOCMb
PAcCnpoCmpanetust, ROIUMOPPUUHOCI U Op.)>.

Hwxke pnaercs oOmias xapakTepUCTHKAa HCTOYHUKOB YyTpo3 O€30MacHOCTH
uH(popMaIuu, ysI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJIB30BaHBI MPU peaTU3AINH
yrpo3 HCJ/I, u xapaktepucTuka pe3yJIbTaTOB HECAHKIIMOHUPOBAHHOTO WIIH
CIy4allHOTO JocTymna. XapaKTEepUCTHKAa CIOCOOOB pealu3aiiil  Yrpo3 J1aeTcs
Opy  ONUCAaHWK Yyrpo3 JAocTyna (MPOHUKHOBEHHS) B OMNEPALMOHHYIO Cpeay
KOMIIBIOTEPA, yTpo3 0TKa3a B 00ciykuBanuu u yrpo3 [IMB.
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5.1. O01as xapakTepUCTUKa UCTOYHUKOB YIPO3 HECAHKIMOHUPOBAHHOIO J0CTYNA
B HHGOPMALMOHHOM cHCTEME MEePCOHATIBLHBIX JAHHBIX

Ucrounnkamu yrpo3z HCJI B UCII/IH MoryT OBITS:

HapYIINUTEb;

HOCHUTEJb BPETOHOCHOM IPOTPaMMBI;

arnrapaTrHas 3aKJIaJIKa.

VYrpo3sl OezomacHoctu [IJIH, cBsi3aHHBIE C BHEIPEHUEM alMapaTHBIX
3aKJIaJI0K, OIPEIEISAIOTCS B COOTBETCTBUM C HOPMATHBHBIM JIOKYMEHTaMU
denepanbHO cayk0b1 6e3omacHocTH Poccuiickoit denepanyii B yCTaHOBICHHOM
€10 MOpPSJIKE.

[Io HanumuuIo MpaBa MOCTOSIHHOTO WJIM PAa30BOT0 JOCTYyNa B KOHTPOJIUPYEMYIO
3ony (K3) UCII/IH HapymIuTeIu Hoapa3aeisaioTcs Ha JIBa THIIA:

Hapymurtenu, He uMmeromme noctyna k UCIIIH, peanusyronme yrpossl u3
BHEIIHUX CETEeM CBsI3M OOIIEro MOJIb30BaHUS U (WJIM) CEeTe MEXIyHapOJIHOTO
MH()OPMATMOHHOTO 0OMEHA, — BHEIIHUE HAPYILINUTENH;

Hapymurenu, umeromure goctyn k UCIIIn, Bxmroyas nonb3oBatenet MCII/IH,
peanuzyronye yrpo3sl HenocpeactBeHHo B MCII/IH, — BHyTpeHHHE HApyIITUTEIH.

BHemHuMH HapymuTeasiMid MOTYT OBITh:

pa3BelbIBaTENbHBIE CITYKObI TOCY1apCTB;

KPUMUHAJIBHBIE CTPYKTYPBHIL;

KOHKYPEHThI (KOHKYPUPYIOIINE OpraHU3aIim);

HeZI0OPOCOBECTHBIE TAPTHEPHI,

BHEIIHUE CyOBEKTHI ((PU3NUECKHUE JINIIA).

BHenrHui HapyImmTeNnb UMEET CIAEAYOIINE BO3MOKHOCTH:

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIN TOCTYI K KaHAJIAM CBSI3H, BBIXOISAIIAM
3a MpeIelibl CITY>KEOHBIX TOMEIIECHUH;

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIM JOCTYII 4e€pe3 aBTOMATU3UPOBAHHBIE
paboune MecTa, MOJKIIOUYEHHBIE K CETSIM CBSI3U OOILEro Mojiab30BaHUs U (UIIH) CETSIM
MEXTyHApPOTHOTO HH(GOPMAIIMOHHOT'O0 OOMEHa;

OCYILECTBIIATH HECAHKLIIMOHUPOBAHHBIN JOCTyM K uHdopmauu
C HCIOJB30BAaHWEM CIELHUAIBHBIX IPOTPAMMHBIX BO3IEUCTBUH IOCPEICTBOM
OPOrPAMMHBIX  BHPYCOB, BPEJOHOCHBIX MPOrpaMM, QJITOPUTMHYECKUX WU
POrpaMMHBIX 3aKJIA0K;

OCYILLIECTBJISITh ~ HECAHKIIMOHUPOBAHHBIM  JOCTYIl ~ 4YE€pE3  DJIEMEHTHI
uHpopmarmonno uHbpactpykrypsl HCIIIH, koTopble B Tpolecce CBOEro
KU3HCHHOTO TMKJIAa (MOJCPHM3AINU, COMPOBOXKICHHS, PEMOHTA, YTUIM3AIINN)
OKa3bIBAIOTCS 34 MPEIeIaMi KOHTPOJIUPYEMOM 30HBI;

OCYUIECTBJISATh HECAHKIIMOHUPOBAHHBIM JOCTyn 4epe3 HMHGOPMALMOHHbIE
CHUCTEMBI B3aMMOJECUCTBYIOIIUX BEIOMCTB, OpPraHM3alMM U YUYPEKICHUH IPU HX
noakroueHuu Kk MCITH.

B03MOXHOCTH BHYTPEHHETO HapyILIUTENs CYIIECTBEHHbIM 00pa3oM 3aBUCAT
OT  JACUCTBYIOIIMX B  IIpelenax  KOHTPOJMPYEMOW  30HBI  PEKMMHBIX
U OpraHM3alMOHHO-TEXHUYECKUX MEP 3allUThl, B TOM YHCJIE II0 JOIYCKY
¢uznyeckux aui K [1J[H 1 KOHTpOITIO MOpsiIKa MPOBeIeHUs paboT.
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BHyTpeHHME NOTEHLIMANbHBIE HAPYLIUTEIW NOAPA3ACISIIOTCS HAa BOCEMb
KaTeropuii B 3aBUCUMOCTH OT CIIOC00a JTOCTYIIA U MOJTHOMOYM ocTymna K IT/1H.

K mnepBoii Kareropum OTHOCATCS JIMIA, HMEKOIIME CAHKIHMOHUPOBAHHBIN
noctyn k UCIIJIH, HO He umeromue nocryna K [1/Ia. K atoMy Tumy HapymmTenei
OTHOCSITCSI JOJUKHOCTHBIE JIWIA, 00€CTIeYnBAIONINe HOpMaIbHOE (PYHKIIMOHUPOBAHNE
NCITAH.

JInmo »ToM KaTeropuu, MOXKeT:

UMETh JOCTyll K (¢parMeHtam wuHpopMauuu, coaepxamed [ u
pPacIpOCTPaHSIONIICICS IO BHYTpEHHUM KaHanaM cBsizu UCII/IH;

pacnionarate  ¢parmeHTamMu  uHbopmanmu o  Tomoioruu  UCIIdH
(KOMMYHUKAIIUOHHOM YacTH TOJACETH) U 00 HCIOIb3YEMbIX KOMMYHHKAIMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacrosiaraTb UMEHAMH W BECTH BBIABICHHE NApOJIEHl 3aperucTPUPOBAHHBIX
M0JIb30BaTEIICH;

U3MEHATh KOoHurypauuto texHudyeckux cpeacts MCIIIH, BHOCUTh B Hee
[IPOrpaMMHO-AMNIMapaTHbIE 3aKJIaJKU U 00ecreunBaTh CheM HHPOPMALIMH, UCTIOIb3YS
HETNOCPEACTBEHHOE MOJKIIOYECHUE K TexHuueckuM cpeactsam UCITIH.

Ko BTOpoM KaTeropum OTHOCATCS 3apETUCTPUPOBAHHBIC IOJB30BATEIN
NCII/[JH, ocymecTBisitomue oOrpaHudeHHbli  goctyn Kk pecypcam  HCII/Ix
¢ pabouero mecra.

JInno stoi kareropuu:

o0a1aeT BCEMHU BO3MOXKHOCTSMU JIMII IEPBOM KaTeropuu;

3HAET, [0 MEHBLIEN MEPE, OJHO JETAIBHOE UMS 10CTYIa;

oOnamaeT BCeMH HEOOXOIMMBIMU aTpuOyTamu (Hampumep, mapojem),
00eCreunBaOIIMMH JIOCTYT K HEKOTOpoMy noamMHoxkecTBy [1/1H;

pacrnosaraeT KOHQHUIeHINATbHBIMU JTaHHBIMH, K KOTOPbIM UMEET JOCTYII.

Ero pnocrtyn, ayreHTudukanus ¢ TpaBa IO JOCTYIly K HEKOTOPOMY
noaMHokecTBY [1/IH mOJKHBI pernaMeHTUPOBATHCS COOTBETCTBYIOIIMMHU MPaBUIIAMH
pa3rpaHUyYCHHS JOCTYIIA.

K Tperpeld KkaTeropum OTHOCATCS 3apETMCTPUPOBAHHBIE  IOJIB30BATEIN
UCIIH, ocymecTBisitonue yaaneHHbl goctyn k I[J[H mo jokanbHbIM U (WUJK)
pacnpeeseHHbIM HHPOPMALIMOHHBIM CUCTEMAM.

JIuno »ToM Kareropuw:

o0naaeT BCeMU BO3MOKHOCTSIMHU JIMIT TIEPBOI M BTOPOI KaTeropuii;

pacrionaraet nadopmarueii o Tomojoruu UCII/IH Ha 6a3e moKaIbHOM U (HUJIH)
pacnpezieieHHOM HMH(OPMALIMOHHOW CHUCTEMBI, Yepe3 KOTOPYIO OCYIIECTBISETCS
JOCTyM, U 0 cocTaBe TexHnueckux cpeacts UCIIH;

UMEET BO3MOXHOCTh TpsMOro (¢pusndyeckoro) AocTynma K (parMeHTtam
TexHuueckux cpencts UCII/H.

K geTBepToOl KaTeropum OTHOCATCS 3aperucTpupoBaHHbie nosb3oBarenu UCIT/Ix
C MOJIHOMOYMSIMH aJIMUHUCTpaTopa 6e3omacHoctu cermenTa (pparmenta) UCIT/IH.

JInno sToi kareropuu:

o0JaziaeT BCeMHU BO3MOKHOCTSMH JIMLL MPEABIAYIIUX KaTeropui;

o0nazaeT NoJHOW MHpOpPMALIE O CUCTEMHOM M MPUKIATHOM IPOrpaMMHOM
obecnieyeHuu, ucroiabzyemom B cermente (pparmenrte) UCII/IH;
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o0naraeT NoiaHOM MHPOpMaLMENl O TEXHUYECKUX CPENCTBAX U KOH(Uryparuu
cermenTta (pparmenta) UCII/IH;

UMEeT JOCTYN K CpPEACTBaM 3alUThl MH(OpPMAIMK U MPOTOKOIMPOBAHUSA, a
TaKXKe K OTJEJIBHBIM 3JIEMEHTaM, UCII0JIb3yeMbIM B cermeHTe (pparmenrte) UCIIH;

UMEEeT JOCTyH KO BCEM TEXHMUYECKHM CpEICTBaM cerMeHTa (¢pparmMeHTa)
NCIIH;

oOnamaeT mpaBaMd KOH(PUTYPUPOBAHHUS M AIMHUHHCTPATUBHOW HACTPOMKHU
HEKOTOPOI'O MOJIMHOKECTBA TEXHUUYECKUX cpeAcTB cermenTa (¢pparmenta) MCII/IH.

K mnaToil KaTeropum OTHOCATCS 3apETHCTPUPOBAHHBIE I10JB30BATEIN C
MIOJIHOMOYMSIMU cucTeMHoro aamuauctparopa MCII/IH.

JIuno »ToM Kareropuu:

o01a/1aeT BCEMH BO3MOXHOCTSIMU JIMIL IPEABLAYIINX KaTErOpHii;

o0nanaeT noaHOW MHpOpMaLMed 0 CUCTEMHOM U MPUKIIATHOM MPOTPAMMHOM
obecnieuenun UCII/H;

oOnafaeT MoiaHoW MH(OpMaNreld 0 TEXHUYECKUX CPENCTBaX U KOH(Urypaluu
NCIIOH;

UMEET JOCTYyI KO BCEM TEXHUYECKHM CpelcTBaM oOpaOOTKu MH(OpMaluu u
nanabiM UCIT/IH;

o0nazaeTr mnpaBaMH KOH(PUTYPUPOBAHMS M aJIMHUHHCTPATUBHOM HACTPOMKH
texHnueckux cpencts UCIIH.

CucTeMHBI aJIMUHUCTPATOP BBINOJHIET KOHPUIYPHUPOBAHUE U YIPABIICHUE
nporpaMmmHbeiM obecnieueHueM (I10) u obopynoBanuem, BKIIOYash 00OpyaOBaHUE,
OTBEYaroulee 3a 0€301acHOCTb 3aIMIIAEMOTO oOBeKTa: CpeacTBa
Kpunrtorpadguyeckol  3amuThl  MHPOpPMALMM, MOHMTOPUHIA,  PETUCTPALMH,
apxuBauuu, 3amutel oT HCJI.

K mecToil kaTeropum OTHOCATCA 3apErUCTPUPOBAHHBIE TOJB30BATENd C
MOJIHOMOYMSIMU aAMUHUCTpaTopa Oe3onacnoctu UCITIH.

JInno 3Toi kareropuu:

o01aiaeT BCeMH BO3MOXHOCTSMU JIMII MPEABLAYIINX KaTerOpHii;

obnanaet noiaHou undopmanueit 06 UCIIH;

UMeEEeT JIOCTYN K CPEJICTBAM 3aIUThI MH(DOpPMAMK U TPOTOKOJIMPOBAHUS U K
yacTu K1r04eBbIX dnemeHToB MCII/IH;

HE MMEET MpaB J0CTyNa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEICTB CETH 3a
UCKJTFOUCHHEM KOHTPOJIBHBIX (MHCIICKIIMOHHBIX).

AnMuHucTpaTOp  O€30MAaCHOCTM  OTBEYAeT 3a  COONIOJEHUE  IMpaBUII
pasrpaHM4eHys] JOCTYIA, 3a TEHEPALHI0 KIIFOUEBBIX 3JIEMEHTOB, CMEHY NapoJieH.
AnmuHHCTpaTOp OE€30MacHOCTH OCYLIECTBIIIET ayIUT TeX K€ CPEACTB 3alllUThl
00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K  ceapmoil  kareropum  OTHOCSTCS  MPOTPAMMHUCTHI-Pa3pabOTUUKU
(MOCTaBUIMKYM) MPUKIIAJAHOTO IPOrPaMMHOT0 00ecTieueHus 1 JIMla, 00eCeurnBaoIne
€ro COIMPOBOXK/ICHUE Ha 3aIIUIAEMOM OOBEKTE.

JInno sToi kareropuu:

oOnagaer wuHpopManuenr 00 anropuTMax U IHporpammax 00padOTKu
unpopmanuu Ha MCIIH;



23

o0nagaeT BO3MOXKHOCTSAMH  BHECEHHUS  OLIMOOK, HEAEKIapUPOBAHHBIX
BO3MOKHOCTEH, MPOrPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOTPAMM B MPOTPAMMHOE
obecneuenue CII/In Ha cragum ee pa3paOOTKu, BHEAPEHUS U COMPOBOKICHHUS;

MOXKET pacmojarate JOO0bIMH (pparMeHTaMu HH(OpPMALMK O TOMOJOTUHU
NUCTI/[Jn n texHudeckux cpeactBax obpabotku u 3ammthl [1J]H, oOpabdaThiBaeMbIX
B UCII/H.

K BoCpMO#l Kareropuu OTHOCATCSA pa3paOOTYUKU M JULA, 00ECIICUMBAIOIINE
MIOCTaBKY, COIPOBOXAEHUE U PEMOHT TexHU4Yeckux cpencts Ha UCIT/IH.

JInmo »Ton Kareropuu:

o0nazaeT BO3MOXXHOCTSMM BHECEHHUs 3aKjaJoK B TEXHUYECKHE CpelIcTBa
NCTI/IH Ha cTaguu ux pa3pabOTKH, BHEPEHUS U COITPOBOKICHUS;

MOKET pacrojararb JOObIMH (parMeHTaMu HHPOPMALMU O TOIMOJIOTUU
NCTIJIH 1 TeXHUYECKUX cpeacTBax o0paboTku u 3ammThl nHGopmaru B UCITIH.

VYKazaHHbIE KaTEropuud HAPYIIUTENECH OJKHBI YUYHUTHIBATHCA IIPU OLICHKE
BO3MOKHOCTEN peanuzanuu Y BII/IH.

Hocurenem BpemOHOCHOM MpOTpaMMbl MOKET OBbITh amnmapaTHBIM 3JIEMEHT
KOMIIBIOTEPA WJIM IIPOTPaMMHBIM KOHTEMHEp. Ecim BpenoHOCHas IporpaMma He
aCCOIMUPYETCS C KaKON-TMO0 MPUKIATHON MPOrpaMMoOii, TO B Ka4€CTBE €€ HOCUTEJS
paccMaTpUBaOTCS:

OTUy)XKJTaeMbIi HOCHUTENb, TO €CTh mauckera, ontudeckuii auck (CD-R,
CD-RW), bmdui-naMaTth, OT4yKAaeMblii BAHUECTEP U T.I1.;

BCTPOCHHBICE  HOCUTENU  WH(OpManuu  (BUHYECTEPHI,  MHUKPOCXEMBbI
ONEPaTUBHON MaMSTH, MPOLIECCOP, MUKPOCXEMBl CUCTEMHOW IJIAThl, MUKPOCXEMBI
YCTPOMCTB, BCTPAUBAaEMbIX B CHCTEMHBIM OJIOK, — BHJICOaJanTepa, CETCBOM ILIATHI,
3BYKOBOW IIJaThl, MOJEMa, YCTPOMCTB BBOJA/BbIBOJAA MArHMTHBIX KECTKHX
U OINTUYECKUX JHCKOB, OJIOKa THUTaHUS M T.MI., MUKPOCXEMBI MPSIMOTO TOCTYIIa
K MaMsTH, IIIWH Tepeavn JaHHBIX, TOPTOB BBOJ1a/BHIBOA);

MHUKPOCXEMbI BHEIIHUX yCTPOWCTB (MOHHMTOpA, KJIaBUATYphl, IPHHTEPA,
MoJieMa, CKaHepa U T.I1.).

Ecnu BpenoHocHas mporpaMma accOIMUPYETCs ¢ KaKOW-IMOO0 MPUKIIATHOMN
nporpamMmoit, ¢ (daillamMu, MMEIIMMHU ONPEEICHHbIC PACHIMPEHUsT WM HWHBIC
aTpuOyThl, C COOOUIEHUSIMU, TIEPEIaBAEMBIMHU 10 CETH, TO €€ HOCUTEIISIMU SBJISIFOTCS:

MaKeThl IEPEIABAEMbIX IO KOMIIBIOTEPHOM CETH COOOIIEHUI;

daiinsl (TekcToBbIE, rpaduuecKue, UCTIOHIEMbIC U T.1.).

5.2. O0masi XxapakTepucTuKa ya3BuMocTeid ”HGPOPMAITHOHHOI CHCTEMBbI
MEePCOHAJbHBIX JAHHBIX

VYsa3BUMOCTh  MH(DOPMAIIMOHHOW  CHCTEMBI  NEPCOHAIBHBIX  JaHHBIX —
HEJOCTAaTOK WIH cllaboe MECTO B CHUCTEMHOM WIIM TPHUKJIAIHOM TPOrpaMMHOM
(mporpaMMHO-anmapaTHoOM) OOECIICYeHUH aBTOMAaTH3HPOBAHHOW HH()OPMAIIMOHHON
CUCTEMBbI, KOTOpPBIE MOTYT OBITh HCIIOJB30BAaHbI ISl pPEaTU3alMA  yTPO3BI
0€30I1aCHOCTH MEPCOHAJIBHBIX JaHHBIM.

[TprurHaAMU BO3HUKHOBEHHS YSI3BUMOCTEH SBJISIOTCS:

OIIMOKU TIPH TPOSKTUPOBAHWU M pa3pabOTKe MPOrpaMMHOIO (IIPOrpaMMHO-
anmapaTHOro) oOecrneueHus;
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MpeJHAMEPEHHbIE  JIEUCTBUSA 1O BHECEHUIO  YSI3BUMOCTEHM B  XOJIE
MPOCKTUPOBAHWSI W  Pa3padOTKM  MPOrpaMMHOTO  (TIpOrpaMMHO-AIIIapaTHOTO)
oOecIieueHus;

HEMpaBWIbHBIE HACTPOMKKM MPOTrpaMMHOTO OO€CleueHus, HENpPaBOMEPHOE
U3MEHEHHE PEKUMOB PabOThI YCTPOUCTB U MPOTpaMM;

HECAHKIIMOHUPOBAHHOE BHEJIPEHUE U HCIOJIb30BAaHWE HEYUYTCHHBIX MPOrpamMm
C TMOCIEAYIOIHM HEOOOCHOBAaHHBIM  pAacXOJOBAaHUEM PpECypcoB  (3arpyska
MpoIeccopa, 3aXBaT ONEPATUBHOM MaMSTU U MaMSITH HAa BHEIITHUX HOCUTEIISIX);

BHEJIDEHHE  BPEIOHOCHBIX  IPOrpaMM,  CO3JAOIIMX  YSI3BUMOCTH B
IPOrpaMMHOM U MPOTPaMMHO-aNNapaTHOM 00€CTIeUeHUN;

HECAaHKIIMOHUPOBAHHbIC HEYMBIIUICHHbIE ~ JCHCTBHUS  IOJIb30BATEIIEH,
MIPUBOJIAIINE K BOSHUKHOBEHUIO YSI3BUMOCTEH;

coon B paboTe ammapatHoro M MIPOrpaMMHOro oOecredeHus: (BbI3BaHHBIC
cOOsIMU B DJIEKTPONUTAHUM, BBIXOJOM M3 CTpOSI amnmapaTHBIX »JJIEMEHTOB B
pe3yJIbTaTe CTapeHUs] W CHIDKEHUS HAJEKHOCTH, BHEIIHUMHU BO3ACHCTBHUIMU
AIIEKTPOMATHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U JIp.).

Knaccuduxanms ocnoBHbIx ysizBumocteit MCIIIH nmpuBeneHa Ha pucyHke 4.

Knaccudukanus ys3BumocTteit
MPOTrpaMMHOTO 00€eCTIeUeHUS

ITo Tuny I1O [To sTamy >Ku3HEeHHOTO [lo npuunne [To xapaxrepy

LUKJIAa TPOrPaMMHOTO BO3HUKHOBEHHUS MOCJIEACTBUMA OT

obecrieueHHs, Ha KOTOPOM YSA3BUMOCTH peanuzainuu aTak

BO3HHKAET ySI3BUMOCTh
Cucremnoe I10

VYsa3BUMOCTH, Henmocratku —» VYsa3BumocTH,

P BosHUKarOIIME HA P MeXaHH3MOB HCIIOJIB3yeMbIe IS
lpuknannoe STame ayTeHTHQUKAIUN TepenoHeHus
pOTrpaMMHOC HPOEKTHPOBAHHUS T Oydepa
obecrieyeHme MPOrpaMMHOro Henocrarcu

obecneerns 3QIIUTHl YIETHBIX Ysazsumocty,
peanan B P sammiceit —| HCIIONb3yeMBbIe UL
TPOTPAMMHOTO mo100pa MaposIs WIIH
p| obecneuenus Hanmuue WIeHTHHKATOPa
dyHKIHH,
MHCTAIUISIUA 1 ™ nosBonsIomIX
.| macrpoiiku BBIIOJIHSITE Va3BumocTy,
| nporpammEOro JIECTPYKTHBHBIE L, HCTIOJIb3yeMbIe TSt
obecnieueHus TIeHCTBUS M3MEHCHUS TIpaB
JOCTyma
OtcyTcTBHE
TIPOBEPKH
> KOPPEKTHOCTH VA3BUMOCTH,
BXOMHBIX MAHHELX L, HCIIONB3YeMble 1T
peaNu3alny aTaku
«OTKa3 B
O0CITy>KHBaHUI»

Pucynok 4. Knaccudukanus ysi3BUMOCTEH TPOrpaMMHOTO o0ecTieueHust
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Hwxe mpencraBnena oOmiash XapakTEpUCTHKA OCHOBHBIX TPYII YS3BUMOCTEH
NCII/Ix, BKIFOYaIOMHX

ySI3BUMOCTH CHUCTEMHOI'0 TIpOrpaMMHOro obOecrieueHuss (B TOM YHCIIE
IIPOTOKOJIOB CETEBOI'0 B3aMMOCHCTBHS);

yS3BUMOCTH MIPHUKJIIATHOTO MPOTPaMMHOI0 00ecrieueHus (B TOM YUCJIE CPECTB
3aIUTHl HTHGOPMAIIHH ).

5.2.1. O6mas xapakTepucTUKA ySI3BUMOCTEll CHCTEMHOT0 IPOrPaMMHOI0
obecreuyeHust

VA3BUMOCTH  CHUCTEMHOIO MPOrpPaMMHOIO  OOECHEYEeHHs]  HEOOXOIMMO
paccMaTpUBaTh C IPHUBA3KON K apXUTEKTYPE MOCTPOCHUS BBIUUCIUTENBHBIX CUCTEM.

[Ipu 3TOM BO3MOKHBI YSA3BUMOCTHU:

B MHUKponporpammax, B npommuskax [13VY, TII13VY;

B CpPEACTBax ONEPALMOHHOM CHUCTEMBI, NPEIHA3HAYCHHBIX U YIPABICHHUS
nokanbHeIMH  pecypcamu  HCIIJIH (oOecreunBaromdx BBITOJHEHUE (YHKITUN
YIpaBJICHUS MPOLIECCAMH, aMAThIO, YCTPOICTBAMU BBOJAA/BBIBO/A, HHTEP(DEcoM C
MOJIb30BATENEM U T.I1.), IpaliBepax, yTUINTAX;

B CpEACTBaxX ONEPALMOHHOM CUCTEMBI, MPEAHA3HAYEHHBIX AJIA BBIIOJTHEHUS
BCIIOMOTaTENbHBIX (PYHKINH, — yTUIUTAaX (apXUBUPOBaHMS, AepparMeHTaluu U Jp.),
CUCTEMHBIX 00palaThIBalOIIMX MporpamMmax (KOMIMJIATOpPAX, KOMIIOHOBIIMKAX,
OTJIAUMKAX U T.II.), IPOTpaMMax IPEIOCTABICHUS IOJb30BATEN0 JONOJHUTEIbHBIX
yciIyr (cneuuaibHBIX BapHaHTax HHTep(deiica, KaabKyIsITOpax, Wrpax M T.II.),
OuONMOTEeKax MPOILEAYpP Pa3IMUYHOIO HazHAuYeHUsS (OMOIMOTEKax MaTeMaTUYECKHUX
(GyHKUMA, GyHKIMI BBOJA/BBIBOJIA U T.1.);

B CpeACTBaX KOMMYHHMKAIMOHHOTO B3aUMOJECHCTBUS (CETEBBIX CPENCTBAX)
OIEPAMOHHON CHCTEMBI.

VYA3BUMOCTH B MHUKpPOIpPOrpaMmax M B CPEICTBaxX ONEpPAlMOHHON CHUCTEMBI,
MpeHA3HAYEHHBIX I YIPaBJIEHUS JOKAIbHBIMU PECYpPCaMHU U BCIIOMOTATEIbHBIMU
(YyHKUUSAMH, MOTYT MIPEACTABIATH COOOM:

(YHKIMM, TpOLEayphbl, U3MEHEHHE MapaMeTpOB KOTOPBIX OIpeaAeICHHBIM
o0pa3oM MO3BOJISET HUCHOJIb30BaTh MX JJIs HECAHKUMOHMPOBAHHOIO JOCTyma 0e3
OoOHapyKEeHUsI TAKUX U3MEHEHUHN OTNePallMOHHON CUCTEMON;

(parMeHTBl KOAa MPOrpaMM («IBIPbD», «JTIOKH»), BBEJACHHbBIE pa3padOTUHKOM,
MO3BOJISTIONIE 00XOAUTH MPOIIEAYPHl UACHTU(DUKAIINH, ayTeHTU(UKAIIUHU, TIPOBEPKU
LEJIOCTHOCTH U JIP.;

OTCYTCTBHE HEOOXOJMMBIX CpPEJICTB 3allUThl (ayTeHTUPHUKALUU, MNPOBEPKU
L[EJIOCTHOCTH, MIPOBEPKHU dbopmarToB COOOILICHU, OJIOKUpOBaHUS
HECAaHKIIMOHUPOBAHHO MOJIU(DUIIMPOBAHHBIX (PYHKIUH U T.I1.);

OIIKUOKH B Mporpammax (B 0ObsIBJICHUU MEPEMEHHBIX, (PYHKIUI U npoieayp, B
KOJax NpOrpaMM), KOTOpblE€ TMPH ONPEIEICHHBIX YCIOBUSAX (Hampumep, Mpu
BBINIOJIHEHUU JIOTHYECKUX MEPEXOA0B) MPHUBOAAT K COOSIM, B TOM 4HCIe K cOOsSM
(YHKIMOHUPOBAHUS CPEJICTB U CUCTEM 3AILUTHI HHPOPMALIIH.

VY S3BUMOCTH MPOTOKOJIOB CETEBOI'0 B3aWMOJICHCTBUS CBSA3aHbI C 0OCOOEHHOCTSMU
UX TMPOrpaMMHOM peaju3aldd M OOYCIIOBICHBI OrpaHMYEHHSAMH Ha pa3Mepsl
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npumeHsemMoro Oygepa, HerocTaTKaMu MPOLETypbl ayTEHTU(UKALUH, OTCYTCTBHEM
MPOBEPOK MPABUIBHOCTH CIyXeOHON uH(popmanuu u ap. Kparkas xapakrepucTuka
ATUX YSI3BUMOCTEH MMPUMEHUTEBHO K MTPOTOKOJIaM MIpUBEieHa B TabuIie 2.

Tadmuma 2

VY A3BUMOCTH OTICNIBHBIX TPOTOKOJIOB cTeKa mpoTokosoB TCP/IP,
Ha 0a3e KOTOpOoro (YYHKIMOHUPYIOT TJ100aIbHBIC CETH OOIIETO MOJIb30BAHHMS

HaumeHoBaHue YpoBenb HaumeHoBaHue Coneprxanue HapylIeHUs
NPOTOKO.J1a cTeKa (XapakTepHCTHKA) YA3BUMOCTH | 0Oe3omacHocTH HHpoOpManuu
NPOTOKOJIOB
FTP (File Transfer |IIpuknanuoii, | 1. AyrenTudukanus Ha 6a3e Bo3Mo)xHOCTB nepexBaTa JaHHBIX
Protocol) - MPEACTaBH- | OTKPBITOTO TEKCTa (ITapon Y4eTHOUW 3amucH (MMeH
IIPOTOKOJI TEJIbHBIH, NIEPECHUIAIOTCS B 3aperUCTPUPOBAHHBIX
nepenayn GaiioB | CeaHCOBBIH He3anppOBaHHOM BUJIE) MOJIb30BaTEIIEH, Mapoei).
IO CeTH 2. JlocTyn o yMOJT4aHHIO [Tomyuenue yganeHHOro JOCTyTa
3. Hanuuune aByX OTKPBITHIX K XOCTaM
MIOPTOB
telnet — mporokon | [lpuknanHo#, | AyTeHTU(HKAIHS Ha O6a3e Bo3MoxxHOCTE IepexBaTa JaHHBIX
YHpaBJICHUS OpPEACTaBU- | OTKPBITOIO TEKCTa (apoiu YYETHOH 3aIlMCH MOJIb30BaTeNs.
yIaJIeHHBIM TEJbHBIH, MepechUIAIOTCs B [Tomyuenue yganeHHOro JOCTyma
TEPMHUHAIIOM CEaHCOBBII He3aInppOBaHHOM BUJIE) K XocTaM
UDP — mpotokon | Tpaucnopr- | OTCyTCTBHE MEXaHU3MaA BosMoxxHOCTH peanmzanun
nepeaay JaHHbIX | HBII NPEIOTBPAILECHUS IEPErPy30K UDP-wtopma.
0e3 yCTaHOBJICHUSI oydepa B pesynbraTe 0OMeHa nmakeTaMu
COETUHEHHUS MIPOUCXOANT CYIIIECTBEHHOE
CHIDKEHHE IPOU3BOAUTEIIEHOCTH
cepsepa
ARP —mpotokon | CereBoit Aytentudukanus Ha 6aze BosmoxxHOCTH IepexBata
npeoOpa3oBaHUs OTKPBITOTrO TeKcTa (MHpOpManust | Tpaduka NoIbp30BaTeNs
IP-anpeca B nepechuIaeTCs B 3710y MBIIIIIEHHUKOM
(dusnueckuii agpec He3aluppoBaHHOM BHUJIC)
RIP — nmpotoxon Tpancnopt- | OTcyTcTBUE ayTeHTHOUKAIIH Bo03MOXHOCTB nIEpeHaIpaBiIeHUs
MapLIpyTHOH HBIN YIPaBJISAIOLIMX COOOLEHUH 00 Tpaduka yepes3 XocT
nHpOpMaLUH M3MEHEHUH MapIpyTa 3710y MBIIUIEHHUKA
TCP — nportokon Tpancnopt- | OTCyTCTBHE MEXaHU3Ma Cy1ecTBeHHOE CHUKEHHUE
yIpaBIICHUsI HBIH MIPOBEPKU KOPPEKTHOCTH CKOpPOCTH OOMEHa U J1axe
nepegavent 3aIl0JTHEHUS CITYKEeOHBIX TIOJTHBIH Pa3pbIB MPOU3BOJIBHBIX
3aroJ0BKOB IaKeTa coenuHeHmi o nporokony TCP
DNS —nporokon | I[lpuknanHol, | OTcyTcTBHE cpencts npoBepku | Danbcudukanus oTBeTa
YCTaHOBJICHHUS NpeACTaBU- | ayTeHTU(UKALMU TOTYyIEHHBIX DNS-cepsepa
COOTBETCTBHUS TEJBHBIH, JAHHBIX OT HCTOYHHKA
MHEMOHUYECKUX CEaHCOBBII
HUMEH U CETEBBIX
aJipecoB
IGMP — nporokon | CereBoii OtcyTrcTBUE ayTeHTU()HUKAINN 3aBHCaHNE CHCTEM
nepeaayn cooOuieHuit 00 N3MEHEHUH Win 9x/NT/200
cooO1IeHui 0 napamMeTpoB MapupyTa
MapUIpyTU3ALIH
SMTP — npotokon | [Ipukiannoit, | OTCyTCTBHE MOAICPKKA Bo03MOXXHOCTB TTOIAEIIBIBAHUS
obecrniedeHus NpeICTaBUu- | ayTeHTU(UKAIMH 3aT0JIOBKOB COO0IIEeHUH 2JEKTPOHHOH TTOYTHI,
CEpBHCa JOCTaBKU | TEIBHBIM, coobuieHni a TaKkxKe ajpeca OTIPaBUTENS
cooOuIeHuit 1mo CEaHCOBBII coobieHus
3JIEKTPOHHOM MOYTE
SNMP — npotokon | [Ipukiannoit, | OTCyTCTBHE MOAICPKKI B03MOXHOCTb MepenoaHEeHNs
yIpaBIIeHUs NpeACTaBU- | ayTeHTU(UKALIMH 3aT0OJIOBKOB MPOIYCKHON CIIOCOOHOCTH CETH
MapILIPyTU3aTOPaMH | TEJbHBIH, coobuieHnit
B CETSX CEaHCOBBII
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I[J'I}I CUCTEMATHU3allu1u OIIHMCaHusl MHOXKECTBA yﬂSBHMOCTGﬁ HCIIOJIBb3YCTCA
enuHas 0asza maHHbIX ys3Bumoctedr CVE (Common Vulnerabilities and Exposures),
B pa3paboTKe KOTOpPOW NPHHUMAIA Yy4YacTUE CHEIUATUCTBI MHOTHUX W3BECTHBIX
KoMIIaHW# u opranu3sanui, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, mactutytr SANS u T.1. O1a 6a3a
JAHHBIX TOCTOSIHHO TOIOJIHAETCS U UCTIOIb3yeTcs Mpu GOPMUPOBAHUU 0a3 JaHHBIX
MHOT'OYHCJICHHBIX ITPOTPAMMHBIX CPCACTB aHAJIN3a 3alIMIIICHHOCTHU U, IIPCIKAC BCCIO,
CCTCBBIX CKAHCPOB.

5.2.2. O01mas xapaKTepUCTHKA ySI3BUMOCTEl MPUKJIATHOTI0 POrPAMMHOIO
o0ecnevyeHust

K npuknagHoMy mnporpaMMHOMY OOECIIEUEHHIO OTHOCSTCS MPUKIAIHbIC
IporpaMMBbl OOILEro MOJIb30BaHUS U CIIEMaIbHbIEC IPUKIIAHbIE TPOIPAMMBI.

[IpuxnanHeie mporpaMMbl OOIIETO MOJIb30BaHUS — TEKCTOBBIE U Ipaduyeckue
pPENaKTOphl, MeAHa-MporpaMMmbl (ayJIuo- W BHUACONMPOUTPHIBATENN, MPOTPaMMHEIC
CpelcTBa MpUeMa TEJIEBU3MOHHBIX MPOrpamMM M T.II.), CHCTEMbI yIpaBJICHUS O0a3zaMu
JTAHHBIX, MPOrpaMMHbIE TUIATGOPMBI  OOIIETO TOJIB30BAHUS ISl pa3pabOTKU
nporpaMMHbIX mpoayktoB (tmma Delphi, Visual Basic), cpencrtBa 3ammThl
nH(popManuu oO0LIEro MoJIb30BaHUS U T.II.

CrenuanbHple TMPUKIAAHBIE MPOTPaMMBl — 3TO TPOTPAMMBI, KOTOpPBIE
pa3pabaThIBalOTCs B MHTEPECAaX PEUICHUS] KOHKPETHBIX MPUKIAIHBIX 33]1a4 B JAHHOM
UCIIln (B TOoM uucie MporpaMMHBIE CpEACTBA 3allUThl MH(pOpMaIUH,
pa3zpabotannbie 1 kKonkpetHoi UCII/IH).

VYSA3BUMOCTH NPUKIIAIHOTO MPOrPaMMHOIO OOECIIeUeHUsI MOTYT MPEACTaBIATh
co00ii:

(GYHKIUUA ¥ TPOIEAYPHI, OTHOCAIIMECS K Pa3HBIM MPUKIAIHBIM MIpOrpaMMaM
U HECOBMECTHMbBIE MEXAy co00¥ (He (YyHKIMOHUPYIOIIME B OJHOM OIEparmOHHON
cpelne) u3-3a KOHQJIMKTOB, CBA3aHHBIX C pACIPEACIICHUEM PECYPCOB CUCTEMBI;

(GyHKUMK, NOpOUEAYphl, M3MEHEHHE ONpENEIECHHBIM 00pa3oM NapamMeTpoB
KOTOPBIX MO3BOJISIET UCIIOJIB30BATh UX ISl MIPOHUKHOBEHHS B ONEPALMOHHYIO CPEIY
NUCII[lH v BbI30Ba IUTATHBIX (PYHKUUN OMNEPALMOHHON CHUCTEMBI, BBIITOJIHEHHUS
HECAaHKIIMOHMPOBAHHOTO  JocTyna 0e3  OOHapyXeHHUs  TaKUX  U3MEHEHHM
ONEPALIMIOHHON CUCTEMOM;

(parMeHThl KoJa NporpaMm («IbIPbD», <JIFOKW»), BBEAECHHBIE Pa3padOTUYUKOM,
MO3BOJISIONIE 00XOAUTH MPOTIEAYPHl UACHTU(DUKAIINH, ayTeHTU(DUKAIIUN, TTPOBEPKH
LEJOCTHOCTH U JIp., IPEYCMOTPEHHBIE B OIEPALMOHHON CHCTEME;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3alIUThl (ayTEeHTU(UKALMU, MPOBEPKH
1IEJIOCTHOCTH, MIPOBEPKHU dhopmaToB COOOIIICHHH, OJIOKMpOBaHUS
HECaHKITMOHUPOBAHHO MOIU(DHUIIMPOBAHHBIX (PYHKITUH U T.I1.);

omuOKH B MporpaMMax (B 0ObSBICHUU MEPEMEHHBIX, (DYHKITUI U MPOIeayp, B
KO/Jax MporpaMM), KOTOpPbIE TPH OMNPEICICHHBIX YCIOBUAX (Hampumep, Mpu
BBINIOJIHEHUU JIOTHYECKUX MEPEXOJ0B) MPUBOAIT K COOSIM, B TOM 4YHCIE K COOsSM
(YHKIIMOHUPOBAHUSA CPEACTB M CHUCTEM 3allUThl WH(OPMAIMU, K BO3MOXKHOCTHU
HECAaHKIIMOHUPOBAHHOTO J0CTYyNa K HH(GOpMAaIUH.

JlanHpie 00 ySA3BUMOCTSX pa3pabaThIBAEMOTO M PaCIpOCTPAHAEMOro Ha
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KOMMEPUYECKOIl OCHOBE MPHUKIATHOIO IMPOrpaMMHOIO OOECHeUeHHsI COOMparoTCs,
0000IIAr0TCs U aHAMM3UPYIOTCs B Gase qanabix CVEL

5.3. O0uasi XapaKTepUCTUKA YIPO3 HENOCPEICTBEHHOI'0 JOCTYNA
B ONICPALMOHHYIO cpexy HH(POPMAIIMOHHOI CHCTEMBbI IIEPCOHAIBHBIX JaHHBIX

VYrpo3sl goctyna (IpOHUKHOBEHUS) B ONEPAIIMOHHYIO CpEly KOMIBIOTEpa H
HECaHKIIMOHUPOBAaHHOTO aoctyna K [T/[H cBsA3aHbI ¢ JocTynom:

K HH(OpMalMK U KOMaHAaM, XpaHSIIIMMcS B 0a30BOil cucTeMe BBOAA/BBIBOJA
(BIOS) HWCII[H, ¢ BO3MOXHOCTBIO TIepexBaTa yIpaBICHUS  3arpy3Koi
ONEPAIMOHHON CUCTEMBI U MTOJTYYEHHEM NIPAB JOBEPEHHOTO MOJIb30BATENS;

B ONEPALMOHHYIO Cpeay, TO €CTh B cpeAy (DYHKIIMOHMPOBAHUS JIOKAIbHOU
ONEPAIMOHHON CHUCTEMBI OTHAENBHOro TexHudyeckoro cpexncrea WCIIAH ¢
BO3MO>KHOCTBIO BBINIOJIHEHUSI HECAHKIMOHWPOBAHHOTO JOCTyNa IYyTEM BbI30Ba
IITAaTHBIX MPOTrpaMM  ONEPAIMOHHOM CHUCTEMBl WM 3allyCKa CIIEIHUAIbHO
pa3pabOTaHHBIX MPOTPAMM, PEATU3YIOIIUX TAKUE IEUCTBUS;

B cpeny (yHKIMOHUPOBAHUS TPUKIAIHBIX MporpamMMm (Hampumep, K
JIOKaJIbHOM cucTeMe yIpaBiieHHs 0a3aMu TaHHbIX);

HETOCPEJCTBEHHO K HH(pOpMaIMu mnojb3oBaTens (K ¢aitnam, TEKCTOBOM,
ayauo- u rpaduyueckol MHpoOpMaIluu, MOJsSIM W 3alUCsIM B BJEKTPOHHBIX 0azax
JAHHBIX) M OOYCJIOBIIEHBI BO3MOXXHOCTBIO HApPYIIEHHUS €€ KOH(HICHIHAIBbHOCTH,
LEJIOCTHOCTHU U IOCTYITHOCTH.

DT yrpo3bl MOTYT OBITH pPEaIM30BaHbl B Cilydyae MOJYy4YECHHs] (PU3UUYECKOTO
nocryna k UCII[Ax wiu, mo kpaifHeil mepe, K cpeAcTBaM BBojJa HHGOpMAaIUH
B UCIT/IH. Ux MOXHO 00BETUHUTH IO YCIOBUSM pealiu3allii Ha TPU TPYIIIIHL.

[lepBas rpymnma BkJItOyaeT B ceOsl yrpo3bl, pealu3yeMble B XOJAE 3arpy3Ku
OTIEPAIIMOHHON CHUCTEMBbI. DTH yrpo3bl 0e30MacHOCTH MH(OpPMAIMKM HarpaBieHbl HA
nepexBaT Mapoyied WM HUJICHTU(PHUKATOPOB, MOAUPHUKANUIO MPOrPAMMHOIO
obecrieuennst 06a3zoBoii cuctembl BBojaa/BeiBonma (BIOS), mepexBar ynpaBnenus
3arpy3kod ¢ H3MEHEHHWEM HEOOXOAMMOM TEXHOJIOTrM4YecKoil uHpopMaluu A
nonyyenus HCJl B omepaumonnyro cpeny MWCII[Jn. Yame Bcero Takue yrpo3bl
peanu3yroTcs ¢ UCIOJIb30BAHUEM OTUYKIAEMbIX HOCUTENEH NH(POPMALIIH.

Bropas rpymnma — yrposbl, pealM3yemble MOCI€ 3arpy3kd OIlepalroOHHOU
Cpelbl HE3aBUCMMO OT TOro, Kakas TMpUKIagHas MporpaMma 3amycKaercs
MOJIb30BaTENEM. OTH YIpo3bl, KakK TMpPaBWJIO, HANpaBIEHbl HA BBIIOJIHEHHE
HETMOCPE/ICTBEHHO  HECAaHKIIMOHUPOBAHHOTO jJocTyna K wuHpopManuu. [lpu
MIOJIyYEHUH JIOCTyNa B ONEPALMOHHYIO CPEAY HAPYLIUTEIb MOXKET BOCIIOIb30BATHCS
KaK CTaHJApPTHHIMA (PYHKIIUSMU OTEPAIMOHHOW CHUCTEMBl WM KaKOW-JHOO
MPUKIIAIHONW TPOrpaMMbl OOIIETO TOJIb30BaHUS (HAIIPUMEDP, CUCTEMBI YIPaBICHUS
0azaMd  JaHHBIX), TaK W CICNHAIBHO CO3JaHHBIMU  JJI1  BBITIOJHEHUS
HECAHKIIMOHUPOBAHHOTO JOCTYIIa MPOrpaMMaMHU, HAIPUMED:

porpaMmamMu IpocMOTpa U MOAU(UKAIIMN PEecTpa;

IporpaMmMamMu MOHUCKa TEKCTOB B TEKCTOBBIX (haiiyiaX Mo KIIOYEBBIM CIOBAM U
KOIUPOBAHMS;

! Benercs 3apy6exnoii pupmoiit CERT Ha KoMMeEpUECKOii OCHOBE
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CHELMAIbHBIMU [pOrpaMMaMM MPOCMOTPA U KOMHMPOBAHMs 3amuceil B Oazax
JTaHHBIX;

mporpaMMaMu  ObICTpOoro  mpocMoTpa  rpaduueckux  (aiioB,  HX
pPEIaKTUPOBAHUS WM KOTUPOBAHUS;

nporpaMMaMy TOJJCPKKA BO3MOXKHOCTEH peKOH(UTYypaluu MpPOrpaMMHOMN
cpenbl (Hactpoitku UCII/IH B MHTEpecax HapyLIUTENs) U Jp.

Hakonern, TpeTpsi rpymma BKJIIOYAaeT B ceOs yrpo3bl, peanu3anus KOTOPBIX
OIIpe/eNsAeTCs TeM, Kakas M3 MPUKIAJAHBIX IMPOrpaMM 3aIlyCKaeTcs MOJIb30BaTEIEM,
win (akToM 3amycka Jito00H M3 MPUKIAAHBIX MporpaMm. bosbiias yacTh Takux
yIpo3 — 3TO YIpO3bl BHEAPEHUS BPEJOHOCHBIX IPOTPaMM.

5.4. O0masi XxapakTepucTUKa Yrpo3 0e30MacHOCTH MePCOHAIBHBIX JaHHBIX,
peajiu3yeMbIX ¢ HCIO0JIb30BAHHEM MPOTOKOJIOB MEKCETEBOr0 B3aUMO/I1eiicTBUS

Ecmun UCII[IH peanu3oBana Ha 0a3e JOKaJbHOW WM paclpeielIeHHON
MH(QOPMAITMOHHON CUCTEMBbI, TO B HEH MOryT OBITh peaJu30BaHbl yIPO3bl
O0e3zonacHOCTH MHGOPMALMK TYTEM HCHOJIb30BAaHUS IPOTOKOJIOB MEKCETEBOIO
B3aumojierictBus. Ilpu »Ttom wmoxer obOecneunBathes HCIH x I wmm
peann30BbIBAaTHCA yIpo3a 0TKa3za B o0caykuBaHus. OCOOCHHO OmacHbl yIpo3bl, KOTaa
HUCII[An npencraBisger co0oil pacnpeleneHHYy0 HHPOPMALUOHHYIO CHUCTEMY,
MOJKIIOYCHHYIO K CETSIM OOIIEro MOJIb30BaHUSI U (WJU) CETAM MEXTYHApOIHOTO
nHopmarmoHHoro oomena. KnaccudukammonHasi cxema yrpos, peaiM3yeMbIX IO
CeTH, ITpUBEJEHA Ha pHUCYHKE D. B ee OCHOBY MOJOXEHO CEeMb CIEIyIOUINX
NEPBUYHBIX PU3HAKOB KJIACCU(PUKALIUU.

1. Xapakrep yrpo3sl. [lo 3TOMy npusHaKy yrpo3sl MOTYT OBITh ACCUBHBIE U
aktTuBHble. [laccuBHas yrpoza — 3TO yrpo3a, OpU pealn3alud KOTOpPOW He
OKa3bIBaeTCs HemocpeAcTBeHHOe Biusinue Ha pabory WCIIJIH, HO MOTryT OBITH
HapyIIeHbl YCTAHOBJICHHBIE MpaBWia pa3rpaHudeHus noctyna K [1/IH win cereBbiM
pecypcaM. IIpumepom Takux yrpo3 sBISIETCSl yIpo3a «AHAJIM3 CETEBOrO Tpadukay,
HalpaBj€HHAas Ha MPOCIYyIIMBAaHUE KAHAJIOB CBSI3M W IMEepexBaT NeperaBaeMoin
uH(popmanuu.

AKTHBHas yrposa — 3TO yrpo3a, CBsI3aHHas C BO3JEHCTBHEM Ha PECYpChl
NCII/[JH, npu peann3aunu KOTOPOM OKa3bIBAETCS HEMOCPEACTBEHHOE BIIMSHUE
Ha paboTy CUCTEMBbI (M3MEHEHHE KOH(pUTypaluu, HapyuieHue paboToCrnOCOOHOCTH
U T.J.), ¥ C HapyIIEHUEM YCTAaHOBJICHHBIX MpaBUJI pasrpaHuueHus nocryna x [1/[x
UM ceTeBbIM pecypcaM. IIpumepom Takux yrpo3 sBisiercss yrpo3a «OTka3 B
oOcmy)KUBaHUMNY, pean3yemasi Kak «mrtopM T CP-3ampocoBy.

2. lleny peanmuzammu yrpo3bl. [lo 3TOMy mnpu3HaKy yrpo3sl MOTYT OBITh
HaIpaBJeHbl Ha HapyIleHWe KOH()HUICHIMATBHOCTH, IEIOCTHOCTH U JOCTYIHOCTH
uHdopmaruu (B TOM uuciie Ha HapymeHue paborocnocooHoctu UCII[IH umu ee
AJIEMEHTOB).

3. YcnoBue Hauyana OCyIIECTBICHHUS Mpoliecca peanu3anuu yrpossl. [1o satomy
MIPU3HAKY MOKET PEaIM30BBIBATHCS yTPo3a:

0 3aMpocy OT 00BEKTa, OTHOCUTEIBHO KOTOPOTO pean3yercs yrpo3a. B atom
Cllyyae HapyLIUTEIb 0KMIAET Mepeadyu 3arnpoca ONpe/IeIEHHOro TUIa, KOTOPbIA U
OyJeT yclIOBUEM Hayalla OCYIIEeCTBIIEHUS HECAHKIIMOHUPOBAHHOTO JOCTYIA;
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B3aUMO/ICHCTBHS B aBTOMATH3UPOBAHHBIX CHCTEMAX
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' I 1| xondunenumansHOCTH i 1+ | sampocy ot UCIln ' ' - !
[ 1 1 !
| i 1 | mHbopmauum o | i N i ' | MexcermenTHbIe !
' po Lo ' 1 | Be3 oOpaTHoOii cBsI3U P! .
| AKTHBHBIE o i | | )l !
' 1o P ! ' | (omHOHampaBJIeHHAS ro i
! Lo A Vrpo3el, peanusyemble ! ! . i
i i 1 | Yrpossl ¢ HapymeHHEM '] o HACTYIUICHHIO | ! | | araka) : : !
————————————————————— 1 I 1 1
UENIOCTHOCTH HH(OPMAIIH P 0XKHIAEMOTO COOBITHA B | ! ! ! v '
1| UCI e : b o e |
[} 1
[ 1
1 1 1
! -
VYTpo3sl ¢ HapyIIeHHEM i + | Besycnosusie ! Io ypoenio smanonnou mooenu
1 > o
JIOCTYHOCTH HHOpMALH i 1 | BO3MCHCTBUSA | 63aUMO0CIICIEUS OMKDBIMBIX CUCTIEM
1
L |
[
1
1
1
1
1
1
1
1
1
1
1
1
1

YTpo3bl ¢ KOMIJIEKCHBIM ;
BO3JICHCTBHEM Ha Ilo coomnowenuto xonuvecmea !
o 1
uH)OpMALHIO Hapywumeneu u xocmos, 1 Vrpossl Ha pU3MUECKOM YPOBHE
1
OMHOCUMENILHO KOMOPbIX i Vv
1
peanuzyiomes yaposvl ! TPO3bl HA KaHAJTLHOM YPOBHE
_______________________ | v !
---------------------------------------------------------------------------- v VYrpo3sl Ha CETEBOM yPOBHE
! 1
! 1
VYrposza "OauH k oqHOMY" VYrposa "Oaun ko PacripesienieHHbIe ' ! Vrpo3sl Ha TPAaHCIOPTHOM YPOBHE
MHOTHM" (CKOOpAMHHPOBAHHbIE) YTPO3bI Do
T Vrpo3sl Ha CEaHCOBOM yPOBHE
! 1
! 1
. VYrpo3sl Ha IPEICTABUTEILHOM YPOBHE
____________________________________________________________________________ 1
1
' VYrpo3sl Ha PUKITAJHOM YPOBHE
1
1

Pucynok 5. Knaccudukanronnas cxema yrpo3 ¢ HCIOJIb30BAHUEM MPOTOKOJIOB MEKCETEBOTO B3aUMOICUCTBUS
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M0 HACTYIUICHUIO OXHUAAEMOr0 COOBITHSA HA 00BEKTE, OTHOCUTEIHHO KOTOPOTO
peanusyercs yrposza. B 2ToM cilyda€ HapymMTENb OCYLIECTBISET IOCTOSHHOE
HaOmoAeHue 3a cocTosgHueM onepannoHHodl cucrembl HWMCIIIlH u  npwu
BO3HMKHOBEHUU  ONPEIEICHHOrO  COOBITHA B  3TOM  CHUCTEME  HAYHUHAET
HECAHKLIIMOHUPOBAHHBIN TOCTYTI;

Oe3yciioBHOE BO3IelcTBHE. B 9TOM cilydae Hadajao OCYIIECTBICHUS
HECAaHKIIMOHHUPOBAHHOTO JIOCTyNa O€3yCJIOBHO MO OTHOLIEHHIO K LEIW JOCTyHa, TO
€CTh YIpo3a peau3yeTcss HeMEIJICHHO U O€30THOCUTENILHO K COCTOSIHUIO CUCTEMBI.

4. Hamuuue oOpatnoit cBszu ¢ MCII[Ju. [lo sTtomy mnpusHaky mpoiiecc
peanu3anuu yrpo3bl MOKET OBITh ¢ 0OpaTHOM CBA3BIO U 0€3 00paTHOM CBA3U. YTPo3a,
ocyulecTBisieMas npu Hanuuuu oOpatHoi cBsizu ¢ MCII/IH, xapakTtepusyercs: Tem,
YTO Ha HEKoTopble 3ampochl, nepeaanHslie Ha WCIIAH, HapymmTento Tpebyercs
noyiyuuth oTBeT. CiienoBarenbHO, Mexnay HapymmreaeM u WCII[H cymecTtByer
oOpaTHasi CBA3b, KOTOpask MO3BOJISIET HAPYILIMTENIO aJIEKBaTHO pEarupoBaTh Ha BCE
n3MeHenus, npoucxomamue B MCII[IH. B ormnmume oT yrpos, peann3yembiX IpU
Hanuuuu oopaTtHoi cBsizu ¢ MUCII/IH, npu peanuzaiuu yrpo3 0e3 0OpaTHOM CBSI3U HE
TpeOyeTcsl pearupoBaTh Ha Kakue-mu00 uaMeHeHus, npoucxossmue B UCITIH.

5. Pacnionokenne Hapymmtenass otHocutenbHo WCIIIH. B cootBeTcTBHM €
ATUM MPU3HAKOM YIpO3a PEAIN3yeTCs KAK BHYTPUCETMEHTHO, TaK U MEXKCETMEHTHO.
CermeHT cetu — Quznueckoe o0beauHeHne X0cToB (TexHuueckux cpenacts UCIIIn
WM KOMMYHHMKAIIMOHHBIX 3JEMEHTOB, HMMEIOIIMX ceTeBoM aapec). Hampumep,
cerMmeHT MCIIJIH oOpa3yeT COBOKYMHOCTh XOCTOB, HMOJKIIIOUEHHBIX K CEpBEpY IO
cxeMme «obmast muHa». B ciaywae, korja MMeeT MECTO BHYTPUCEIMEHTHas yrposa,
HapyuTeNb uMeeT pusnueckuii noctyn K anmnapatHbeiM daementam UCIIa. Eciu
UMEET MECTO MEXCErMEHTHAasl yrpo3a, TO HapymuTenab pacnonaraercs BHe MCIIH,
peanusyst yrpo3y U3 Apyroii cetu unu u3 apyroro cermenta UCIT/IH.

6. YpoBeHh OTAJIOHHONH MOACIM B3aWMMOJICHCTBHUS  OTKPBITHIX cucrem?
(ISO/OSI), na xotopom peanuzyercst yrposa. [lo 3ToMy mpu3HaKy yrpo3a MOXKET
peann30BbIBAaThCSA Ha (PU3NYECKOM, KAHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEJCTaBUTEIFHOM U TipukiIagaHoM ypoHe Monenmu |SO/OSI.

7. CooTHolIleHMe Konu4uecTBa Hapymmrened U snemeHtoB  MCII/H,
OTHOCHUTENBHO KOTOPBIX peanu3yercs yrpos3a. 1o 3ToMy npusHaky yrpo3a MOXKET
OBITh OTHECEHA K KJIacCy YIrpo3, peaju3yeMbIX OJHUM HapYILIUTEIEM OTHOCUTEIBHO
omHoro TtexHuyeckoro cpenctsa MCII[n (yrpo3a «oamH K OJHOMY»), cpasy
OTHOCHUTEJIbHO HECKOJNbKMX TexHuueckux cpeacts WCIIIa (yrposa «omuH KO
MHOTHM)») UJIUM HECKOJIbKUMH HApPYIIUTEISIMU C Pa3HbIX KOMITBIOTEPOB OTHOCUTEIBHO
OJIHOTO WM HecKoJbkux TexHudyeckux cpeacts HMCIIIH (pacnpeneneHHble WU
KOMOHWHHUPOBAHHBIC YTIPO3bI).

C ydeTroM MpoBeleHHOW KiIacCHU(PHUKAIMK MOXKHO BBIIEIUTH CEMb Hambosee
4acTO pEAIN3YyEMBIX B HACTOSIIEE BPEMS YTPO3.

1. Ananu3 cereBoro Tpaduka (pUcyHOK 6).

! Mexnynaponnas Oprasmsanus no Cranpaprusanuu (ISO) npumsna craagapt ISO 7498, omuchiBaromimii
B3auMO/JIeHCTBUE OTKPBIThIX cucteM (OSI).
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Xoct 1
Mapmpyrusarop 1 MapmpyTtusarop 2

S

IIpocnymmBanue
KaHaJIa|CBsI3U

XocT HapYIIUTEIISt

{

Xoct M
Xoct N

Pucynox 6. Cxema peanuzanuu yrpo3bl «AHAIA3 CETEBOTO Tpadukay

Ota yrpos3a peain3yercsi C MOMOIIBIO CIIEIUATBLHON MPOrpaMMBbI-aHATN3aToOpa
naketoB (Sniffer), mepexsaTeiBaroIiel Bce MaKeThI, IepeIaBacMbIe TI0 CETMEHTY CCTH,
W BBICIAIONICH Cpea HHUX TE€, B KOTOPBIX TIEPENalOTCs HACHTU(PHUKATOP
MOJIb30BaTENIsI M €ro mapoiib. B Xone peanuzanuu yrpo3bl HapyUIUTENlb H3ydaeT
JIOTUKY pabOThl CETH — TO €CTh CTPEMUTCS MOJYYUTh OJHO3HAYHOE COOTBETCTBUE
COOBITHH, TPOUCXOISIMINX B CHCTEME, M KOMaH/I, IEPEChIACMBIX MPH 3TOM XOCTaMH,
B MOMEHT TOSIBJICHUS JaHHBIX COObITUI. B nanmpHeiieM 3TO MO3BOJSET
3I0YMBINUICHHUKY Ha OCHOBE 3a/IaHMsl COOTBETCTBYIOIIMX KOMAaHJ[ IOJyYHTb,
HanpuMep, MPUBUIICTUPOBAHHBIC TIPaBa Ha IEUCTBUS B CUCTEME WJIM PACIIMPUTH CBOU
MMOJITHOMOYMSI B HEH, MepexBaTUTh TIOTOK I€peIaBacMbIX JaHHBIX, KOTOPBIMH
O0OMEHHMBAIOTCS KOMITOHEHTHI CETEBOW OIEPAIMOHHOW CHUCTEMBI, IS HW3BJICUCHUS
KOHMOUICHIIUATFHON ~ WIM  WACHTH(PUKAIMOHHOM  uHdOpManuu  (Hampumep,
CTaTUYECKUX TMAapoJiel TMOJIb30BaTeIeH sl J0CTynma K yAaJeHHbIM XOCTaM IO
nporokonam FTP u TELNET, He npenycmaTpuBatomuM mudpoBaHue), €€ moIMEHbI,
MOAU(PUKALMY U T.1I.

2. CKaHUpOBaHUE CETH.

CymHOCTh mpoliecca peaiu3aluy yrpo3bl 3aKII0YAETCs B Mepeiaye 3ampocoB
cereBbIM ciyk0am xoctoB MCIIJIH u aHanuze oTBeTOB OT HUX. Llenb — BhIsABICHUE
HCIIONIb3YEMBIX TPOTOKOJOB, JOCTYIMHBIX TIOPTOB CETEBBIX CIYXKO, 3aKOHOB
dbopmupoBaHus UIACHTU(HUKATOPOB COCTUHEHUH, OIpPEACIICHUE AKTUBHBIX CETEBBIX
CEPBUCOB, MOJ00P UACHTU(PUKATOPOB U MAPOJICH MOTH30BATEIICH.

3. Yrpo3a BbISBICHHS HapoJs.

[lens peanuzauuu yrpossl coctouT B nosiydennu HC/[ mytem mpeononeHus
MapOJIbHOM 3alTUThI. 3IOYMBIUICHHUK MOYET PEaIn30BBIBATH YTPO3y C MOMOIIBIO
IIEJIOTO psiia METOJIOB, TAKUX KaK MPOCTOW mepedop, mepedop ¢ MCIOIb30BaHUEM
CHEIHMAbHBIX CIIOBaped, yCTaHOBKAa BPEIOHOCHON MpOrpaMMbl MJis TepexBara
napoJisi, moaMeHa joBepeHHoro oowekrta cetu (IP-spoofing) m mepexBar makeToB
(sniffing). B ocHoBHOM /IS peanM3amnuyd Yrpo3bl HCIOJIB3YIOTCS CIEIHATbHBIC
MpOTpamMMbl,  KOTOPBI€  MBITAIOTCA  TMOJYYUTh JOCTYIl K  XOCTy TyTeM
nocJjieI0oBaTeIbHOTO Mo100pa maposei. B ciiyyae ycnexa, 3I0yMBIIIJIEHHUK MOXET
CO3/aTh I ce0sl «IpOXoa» i OyIyIIero J0CTymna, KOTOPhIi OyAeT NeidCTBOBATh,
Ja)ke eCJIM Ha XOCTEe U3MEHHTD Mapojb I0CTYyIIA.
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4. IlonMeHa NOBEPEHHOrO OOBEKTa CETH M Iepenaya I0 KaHajlaMm
COOOIICHUH OT €ro UMEHH C IPUCBOCHHUEM €T0 MPaB JOCTYIa (PUCYHOK 7).

1. Xoct X Bemer HabmoaeHNE 3a XocTaMu A 1 B u orpeernsier Hymeparro

IIaKCTOB COO6H_[eHHI‘/‘I, HUIYITYRO OT XOCTa B
/ Xoct B

XocT A - 10OBEpEeHHBINA XOCT

Xoct X - XOCT HapyILUTENs

{my

2. Xoct X mocsutaet Ha xocT A ceputo TCP-3anpocoB Ha co3nanue COeqUHEHUS,
3aIOJIHSISI TEM CaMbIM OYepPE/Ib 3alIPOCOB C IIEJIBIO BBIBECTH U3 CTPOsI HA HEKOTOPOE
BpeMs XxocT A

\% @ Xoct B

Xoct X
XOCT A
% SYN, -
ISSx g
TCP-3amnpoc Ha OTKPBITHE COSTMHEHUS] OT UMEHHU XOCTa A XocT B

SYN-6uT cuHXpOHH3aIMK HOMepa ITOCIeI0BaTeIbHOCTH

ISSX-nnpon3BoNBHBIN HOMEP NOCAEAOBATEILHOCTU
@ XOCT A BBIBEJIEH U3 CTPOsI

=
OtBeT xocta B Ha TCP—3arM NS

Xoct X SYN, ACK, ISSb XocT B

ACK(ISSx+1)
i SYN-6UT CHHXpOHH3AIIMH HOMEpPA [TOCIEA0BAaTEILHOCTH

ISSb-nipon3BoIBEHEI HOMEp MOCIe10BaTeILHOCTH XocTa B
Xocr A ACK(I1SSx+1)-nomep nmoareepxkaeHus npuema TCP-makera oT
xocta A, paBHbIi ISSXx+1

ASK(ISSb+1)-nHomep nonreepxaenus npuema TCP-makera ot xocra B,
B KOTOPOM aTaKyOIIHH yKa3bsIBaeT Mogo0paHHbiii Homep I1SSh+1

\ ACK, I1SSx+1 R
ACK(ISSh+1) i

Xocr X ; }(’ ~TASK(ISSx+1)-HoMep Xocr B

t > - crnenyrouero TCP-makera
\ OtcyTcTByeT coobienune o pa3peiBe TCP-coequHeHUs OT
% BBIBEJICHHOTO U3 CTPOst XocTa A (akeT ¢ 3aMoTHEHHBIM

Xoor A ciykeOHBIM 3arosioBkoM RST)

CBs3HU

Pucynox 7. Cxema peanuzauuu yrpo3sbl «IlogMeHa Jo0BEpeHHOT0 00bEKTa CETH



34

Takas yrpo3a 3¢pGdeKTUBHO peanu3yeTcss B CHCTeMax, TIJieé NPUMEHSIOTCS
HECTOMKHE alTOPUTMBI HIACHTU(DHUKAIINN M ayTeHTU(DHUKAITUN XOCTOB, MOJIH30BATEIICH
u T.4. [lom n0oBepeHHBIM OOBEKTOM TOHHUMAETCS OOBEKT CeTH (KOMIBIOTED,
MEXKCETEBON IKpaH, MapIIPyTU3ATOP U T.I1.), JIETAJIbHO MOAKIIOUYEHHBIN K CEpBeEpY.

MoryT OBITh BBIJICIICHBI ABE Pa3HOBUIHOCTH TMPOIIECCa PeAM3allii YKa3aHHON
YTPO3BI: C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHUS! BUPTYAIbHOTO COSTUHEHHUSL.

[Ipornecc peanuzanum ¢ yCTaHOBICHUEM BHPTYaJbHOTO COEAMHEHUSI COCTOUT B
NPUCBOCHUU TIpaB JOBEPEHHOTO CyOBEKTa B3aUMOJICHCTBUS, YTO I[O3BOJISIET
HApYUIUTEIIO BECTH CeaHC PabOThl C 0OBEKTOM CETH OT UMEHU JIOBEPEHHOIO CyOhEeKTa.
Peanuzanust yrpo3sl 1aHHOTO TUIA TPeOyeT MPEOI0JICHUs CUCTEMbI UACHTU(DUKAIIH
U ayTeHTUUKaMK coooOIeHni (Hanpumep, ataka rsh-cimyx6s1 UNIX-xocta).

[Ipouiecc peanuzanuu yrpo3bl 0€3 yCTaHOBJICHHUS BUPTYaJIbHOTO COEIMHEHUS
MOXXET UMETh MECTO B CETSIX, OCYHICCTBISIONUX UACHTU(DHUKAIMIO MepeaBaeMbIX
COOOIIIEHUH TONBKO MO CETEBOMY aapecy oTmpaBuTelns. CyIIHOCTh 3aKITI0YAeTCs B
nepeaade CiyKeOHbIX COOOIIEHWH OT MMEHU CETEBBIX YNPABISAIOIIMX YCTPOMCTB
(Hanpumep, OT MMEHHM MapUIpyTHU3aTOpPOB) OO0 HM3MEHEHUU MapIIPYTHO-aJPECHBIX
naHHbIX. Ilpm  3TOM HEOOXOMMMO WMETh B BHAY, YTO CIMHCTBECHHBIMH
UACHTU(PUKATOPAMHU a0OHEHTOB M coenuHeHus (1o mpotokony TCP) sBistorcst aBa
32-outHeix apametpa Initial Sequence Number — ISS (HoMep moce10BaTEIIBHOCTH)
u Acknowledgment Number — ACK (Homep moareepxaeuus). CieoBaTeIbHO, IS
dbopmupoBanus noxkHoro TCP-makera HapylmIUMTeI0 HEOOXOAMMO 3HATh TEKYIIHE
UACHTU(DUKATOPHI sl TaHHOTO coearHeHus — 1SSa u ISSb, rae:

ISSa — HekoTOopoe 4HCIIEHHOE 3HA4Y€HHE, XapaKTEepU3YIoIllee MOPSIKOBbII
Homep otnpaBmsgemoro |CP-makera, ycranaBmmBaemoro | CP-coenuHeHwMS,
MHULIMUPOBAHHOTO XOCTOM A;

ISSb — HEKOTOpOE YKCIIEHHOE 3HAUYEHHE, XapaKTEPU3YIOIIEe MOPAAKOBLIH HOMED
otnpasisemoro TCP-nakera, yctanapiuBaemoro 1 CP-coeanHeHus, MHUIIMAPOBAHHOTO
xocToMm B.

3nauenne ACK (Homepa moarBepkneHus ycraHoBieHus | CP-coemuHeHus)
ompeeNseTcss Kak 3Ha4eHHe HOoMepa, MOJYyYeHHOro oT pecnoHaeHta ISS (Homep
nocienoBareiabHoCTH) uTtoc exuauina ACKb = 1SSa+1.

B pesynprare peamuzanuy yrpo3bl HapyUIUTENb IMOJydaeT MpaBa JOCTYIIA,
YCTaHOBJICHHBIE €T0 TO0JIb30BaTeNIeM JJIsl JIOBEPEHHOTO aOOHEHTa, K TEeXHUYECKOMY
cpeactBy UCIIIH — uenu yrpos.

5. HaBsi3piBaHME 0KHOTO MapIIpyTa CETH.

JlanHast yrpo3a peanu3yeTcss OHMM U3 JABYX CIIOCOOOB.  IyTeM
BHYTPHCETMEHTHOTO  WMJIM  MEKCETMEHTHOTO  HaBS3bIBaHWA.  B03MOXXHOCTH
HaBsI3bIBAHUS JIOKHOTO MapiipyTta oOyCJIOBIIEHa HEAOCTaTKaMH, MPUCYIIUMHU
QIrOpUTMaM MapHipyTHU3aluu (B YaCTHOCTH, H3-3a MPOOJEMbl HUACHTU(PUKAIIMT
CETEBBIX YMPABIAIONINX YCTPOUCTRB), B pe3yJbTaTe Yero MOKHO TOIMACTh, HAIIPUMED,
Ha XOCT WJIM B CETh 3JIOYMBIIIICHHUKA, TJI¢ MOXXHO BOWTH B OIEPAIMOHHYIO CPEAy
TexHuueckoro cpencrBa B coctaBe MCIIJIH. Peanu3zaunsi yrpo3bl OCHOBBIBA€TCS
Ha HECAHKI[MOHUPOBAHHOM HCHOJIb30BAaHUM MPOTOKOJIOB Mapiipytuzanuu (RIP,
OSPF, LSP) u ymnpaBnenus cetsto (ICMP, SNMP) nns BHeceHus wu3MeHeHUH
B MapIIpyTHO-aipecHble Tabymiibl. [Ipu 5ToM HapymuTento He0OX0IMMO MOCIaTh OT
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UMCHHU CETEBOIO YINPABJISAIONIETO YCTPOMCTBAa (HAmpuUMep, MapIIpyTU3aTOpa)
ynpasJsttonee coodmenue (pucynku 8 u 9).

1. Iepenaya HapyuTeneM Ha xocT 1 okHOro coobuieHus o nporokony ICMP Redirect ot
MMeHH MapuipyTu3aropa 1 06 u3MeHeHnH TaOIHIBI

<\

e F,:‘
%) Y I— Hurepuer

Mapuipytuzarop 1 MapupyTu3zarop 2

JloxxHOE coolieHne Cepsep
ICMP Redirect top.secret.com
Xoct 1 Xocr 2 XocT HapyIIUTENst

2. IMakeTsl Ha tOP.SECret.COM HampaBIAIOTCS HA HECYIECTBYOIMI MapIupyTU3aTop (Xoct 2), a
CIIEZIOBATENIbHO, CBA3b C tOP.Secret.com napymaercs

> %— e _%/ Wnrepuer

MapmpyTuzatop 1 MapupyTtuzarop 2 |

Xocr 2

Tabnuna
MapuIpy TH3aLHH

top.secret.com:
gateway=xoct 2

Cepsep
top.secret.com

Pucynox 8. Cxema peanuzanuu ataku «HaBsi3pIBaHWE JT0KHOTO MapIIpyTa»
(BHYTpHCETMEHTHOE) ¢ UcIob30oBanueM mpotokoia ICMP ¢ riensio HapyeHus
CBSI3U

1. ®asa nepenaun soxuoro coobuiennsi ICMP Redirect or nmenun mapipyrusaropa Ha xoct 1

Jlosxuoe coobmenne ICMP Redirect  MapmpyTtusarop

B HaWJTy4lIEM MapUIIpyTe K XOCTY
top.secret.com
' Hntepuer

XocT HapyHIuTens

2. ®aza npuema, aHajiisa, BO3JEUCTBUS U nepeaadu HepeXBa‘IeHHOfI I/IH(I)OpMaLII/II/I Ha JIO’)KHOM

cepsepe
%_ Wutepuer
Mapiupytuszarop 1 MapuipyTtuzarop 2

Xocr 1 nepenaet
IaKeTHI,
NpeaHa3HAaYCHHbIC
top.secret.com, Ha

XOCT aTaKyIOIIEro
Xoct HapymHTeNs

ATakyomuii OT UMEHHU
xocTa 1 nepenaer nakeTsl
Ha top.secret.com

Xoct 1 Cepsep top.secret.com

Pucynox 9. Cxema peanuzanuu yrpo3sl «HaBsi3piBaHH€ JTOKHOTO MapIipyTa
(MEXCEeTMEHTHOE) C IIeTbI0 IepexBara Tpaduka
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6. BueapeHnue 10)KHOT0 00BEKTa CETH.

Orta yrpo3a OCHOBaHa Ha WCIOJIb30BAHWU HEIOCTATKOB aJTOPUTMOB
yAaleHHOTo Moucka. B cimydae, eciiu 00bEKThI CETH M3HAYAIBHO HE UMEIOT aJpeCHOM
uH(pOpMalMK JpYr O ApPYyTe, UCIOJB3YIOTCS pPa3IUYHbIe MPOTOKOJIBI YAATIEHHOTO
norcka (Hanpumep, SAP B ceTsx Novell NetWare; ARP, DNS, WINS B cetsax co
crekoM nporokosioB TCP/IP), 3aknrouatonuecs B mepenade 1mo CeTH CHEIHaIbHBIX
3alpocoOB M TOJYyYEHWH Ha HHUX OTBETOB C HCKOMOM umH(popmanued. [Ipum stom
CYILIECTBYET BO3MOKHOCTh I€pexBaTa HapylIUTeIeM MOUCKOBOTO 3alpoca U BbIauH
HAa HEro JIO)KHOTO OTBETa, HCIIOJIb30BAaHUE KOTOPOTO MPHUBEIET K Tpedyemomy
U3MEHEHHUIO MapIIPyTHO-3JPECHbIX JaHHbIX. B janbHeilleM Bech MOTOK
uH(pOpMaIMK, ACCOIMUPOBAHHBIA C OOBEKTOM-XKEPTBOU, OYyJET MPOXOAUTH 4Yepe3
JIOXKHBIH 00beKT ceTH (pucynku 10 - 13).

1. ®aza oxunmanus ARP-3ampoca
&
|

ATakyromuii MpoCITyInBaeT MapmpyTusarop
KaHaJ, OXHJas neperady

ARP-3ampoca

g WHTepHer
XOCT HapyLIUTENs
2. ®aza peanu3anuy yrpo3bl
X
Xocr nepezaer TTepexsatuB ARP-3ampoc, Mapupyrusarop
ARP-3anpoc ATaKYIOUIMIA NIepeaaeT JIOKHBIN
ARP-otBeT
% % NurepHer
Xocr 1 Xocr 2 Xoct N

XocT HapymuTens

3. ®aza npuemMa, aHaK3a, BO3ICHCTBHS U Mepelaun NepexBaueHHON HHPOPMALIUU Ha
noxxHoM ARP-cepsepe

%Mapmpyme,amp

Ces3b xocTa 1l ¢ |
MapuIpyTH3aTOPOM HPOUCXOIUT |
uepes noxHbIl ARP-cepBep |

| . . ! | HTEPHET
< |
I
: Xocr 2 : :

I

JIoXXHBII
ARP-cepsep

Pucynox 10. Cxema peanuzanuu yrpossl «Baenpenue noxnoro ARP-cepsepa»
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1. ®aza oxumanus atakyromum DNS-3ampoca ot xocta 1 (arakyromuit HaxoquTcst THOO HA XOCTE
Hapyuutens 1, 1160 Ha XOCTe HapyIIUTeNs 2)

Xoct 1 Xoct 2

88 4

Xoct HapymmTens 1

Cepsep /\
% top.secret.com [Ny
Mapuipytuzarop §/
& S
MapuipyTuszarop é/
S

DNS-ceprep

XocT HapymuTens 2

2. ®aza mepenayn arakyromum toxuaoro DNS-otsera (atakyromuit Haxomurest 160 HA XOCTe

Hapywutens 1, 1100 Ha XOCTe HapyIIUTeNns 2)

T >

DNS-3anpoc JIoHbI#

@ DNS-otBet

Xocr 1 XOCT 2

Xoct HapymmTens 1

Mapupyrtuzatop

& §
MapupyTtuzarop Cepgep top.secret.com
% S
Mapurpyruzarop o i
DNS-otBer &
DNS-ceprep

XocCT HapyUIUTES 2

3. daza mpuema, aHaKM3a, BO3ACHCTBHS U MEPeIauH MepexBaucHHON HHPOPMALIUHU Ha JIOKHOM CepBepe

7
I
I

NS
MapupyTusarop Cepsep top.secret.com

¥ Y

&

Mapiupyruzarop

(a4

DNS-ceprep

XocTt HapymuTeNs 2

Pucynox 11. Cxema peanmzaruu yrpo3sl «Baenpenue noxnoro DNS-cepsepa»
nyteMm nepexBara DNS-3anpoca
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1. Hapymmrens nepenaet HanpasieHHbIH mtopM DNS-otBeToB Ha xocT 1

&%
)

MapupyTuzarop

Mapupytuszatop

Cepgep

top.secret.com

IITopM JI0KHBIX

: S-0TBETOB OT
nmenn DNS-

MapmpyTHsatop  cenpepa na xoer 1

DNS-cepBep

JloxHsbli cepBep
(xocT HapymHTEIsN)

2. Xocr 1 noceutaer DNS-3anpoc u HemennenHo nony4aet JoxHbiii DNS-otBet

Mapupyrtuzarop

MapupyTuszatop

[ITopm JOKHBIX

% . W&NS-OTBGTOB oT
& < numenu DNS-

¢
T Vst
2 On Mapuipyrusarop
DNS-gaHpocf//&?} Mapupyrtusartop cepsepa @ DNS-cepaep
Xoct 1 X:OCT 2 JloxkHbIu cepBep

(xoCT HapyIIUTEIST)

3. ®aza npuema, aHanM3a, BO3ACHCTBUS U IIepeIadl epeXBaueHHON HHPOPMAIIUHU Ha JIOXKHOM CepBepe

MapupyTuszarop

Cepsep
op.secret.com

(a4

MapupyTusarop

Mapmpytuszatop MaprupyTusatop DNS-cepsep

"
0@

JIoxHbll cepBep
(xoct HapymuTens)

Pucynoxk 12. Cxema peanuzaiiuu yrpo3sl «BHenpeHue 1oxHoro DNS-cepsepay
nyteM mropma DNS-0TBeTOB Ha KOMIBIOTEP CETH
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1. Hapymmrens co3aet HanpaBJIeHHbIH ITOPM JOXKHBIX DNS-0TBETOB OT MIMEHH OZIHOTO M3 KOPHEBBIX
DNS-cepBepoB u 1py 3TOM NMPOBOLMPYET ITOT CEPBEP Ha OTBET, Nockuias Ha Hero DNS-3anpoc

‘ 4%7 HNuTtepuer 4
MapupyTuzarop

XOCT 1 % epBep

X3 .

MapuipyTuzatop Mapmpytusarop MapmpyTI/BaTop

L DNS-3ampoc Ha mouck Kopnesoi

DNS-cepaep top.secret.com DNS-cepsep
XOCT HapyLIUTeNs

2. DNS-ceprep nepenaer DNS-3anpoc Ha kopHeBoit DNS-cepBep 1 HemeieHHO nosy4aet jioxHbiii DNS-oTBer oT
aTaKyIoIIero

‘ % r) WNurepner ‘
MapupyTuzarop
XOCT 1 % epBep
Ma; ;pmiaTop MapupyTuzato
MapmpyTtuzaTop P py P

DNS-3ampoc
Hampasnennsiit mropm
noxHBIXx DNS-oTBeTOB
OT UIMEHU KOPHEBOTO KopHesoit
DNS-cepsepa -
DNS-ceprep pEep DNS-cepsep

XocT HapyLIUTeNs

3. Xoct HapymmTelns n3MenseT kam-radbauy DNS-cepsepa u obecrieunBaeT npoxoxaeHne Tpaduka qepes
noxueli Cepsep top.secret.com

X ‘ X
e * S e
- ' top.secret.com
Hurepuer —«— DNS-3anpoc na nonck
Komr Tabirma DNS- TOP.SECRET.COM
cepsepa
top.secret.com:; DNS-oTBeT ¢ JI0OXKHBIMU &
IP agpec arakyroiiero CBEJICHUSMU O XOCTE g
’ g TOP.SECRET.COM MapmipyTisarop
DNS-cepsep
Xoct 1

Pucynox 13. Cxema peanmzaruu yrpo3sl «Baenpenue noxaoro DNS-cepsepa»
nytem mropma DNS-otBeToB Ha DNS-cepBep
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7. OTKa3 B 00CITyKUBaHUHU.

OTH  yrpo3sl OCHOBaHbl Ha HEAOCTaTKaX CETEeBOTO0  MPOTPaMMHOTO
o0ecrnedeHus, ero ysA3BUMOCTAX, MO3BOJSIONUX HAPYIIUTENIO CO3/1aBaTh YCJIOBHUA,
KOTJla ONepalrdoHHas CHUCTeMa OKa3blBaeTcsi HE B COCTOSHMU 00pabaThIBaTh
MOCTYMHAIOIINE MAKETHI.

MoryT OBITH BbII€TIEHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yTpo3:

a) CKpBITBI OTKa3 B OOCITYKMBAaHWUHW, BBI3BAHHBIA MPUBICYCHUEM YacTU
pecypcoB MCII/In Ha 0O6pabOTKy MaKeTOB, MEPEaBaCMbIX 3JI0YMBIIUICHHUKOM CO
CHMKEHUEM TIPOIYCKHOW CIIOCOOHOCTH KaHAJIOB CBSI3M, IPOU3BOJUTEIHHOCTU
CETEBbIX YCTPOMCTB, HapylIeHHEM TpPeOOBAHHI KO BpeMEeHH OOpabOTKH 3ampoCoB.
[Ipumepamu peanuzanuud yrpo3 MogoOHOTO poja MOTYT CIY>KUTh: HampaBJICHHBIH
mropM 3x0-3ampocoB 1o mnpotokoiay ICMP (Ping flooding), mropm 3ampocoB Ha
yctanoBlienue TCP-coenunennii (SYN-flooding), mrropMm 3anpocos k FTP-ceprepy;

0) sSIBHBI OTKa3 B OOCITY>KUBAaHWU, BBI3BAHHBIM HCUYEPIAHUEM PECYpPCOB
NCIIH npu o0paboTKe NaKeTOB, epeAaBaeMbIX 3J10YMBIILIEHHUKOM (3aHSTUE BCEH
MOJIOCHl TIPOIYCKAaHWsI KAHAJIOB CBsI3W, IMEPETOTHEHUE OdYepeiel 3ampocoB Ha
00CITyXKMBaHUE), P KOTOPOM JIETalbHBIEC 3aIIPOCHI HE MOTYT OBITh TIEpeaHbl Yepes
CEeTh M3-3a HEJOCTYMHOCTH CPeJIbl IIepeaun JTNOO MOTyJYaroT 0TKa3 B 00CITyKUBaHUU
BBHIy TIEPEIIOJIHEHHUSI OYepeaei 3ampoCcoB, TMCKOBOTO MPOCTPAHCTBA MAMSITUA U T.1.
[IpumepamMu yrpo3 JaHHOTO THUIIA MOTYT CIYXKUTh IITOPM IIHPOKOBEINATEIHHBIX
ICMP-3x0-3anipocoB  (Smurf), nampasnenusii mTopMm (SYN-flooding), mTopm
COOOIICHUI TIOYTOBOMY cepBepy (Spam);

B) IBHBI OTKa3 B OOCIYXHMBAaHWUU, BBI3BAHHBIA HAPYIICHUEM JIOTUYECKOU
CBSI3HOCTU Mexay TexHuueckumu cpencramu MCIIIH npu nepenade HapylIUTeIeM
YOPAaBISIOMMX COOOIIEHUH OT MMEHH CETEBBIX YCTPOMCTB, MNPUBOAALIUX
K M3MEHEHHUIO MaplIpyTHO-aJpecHbIX naHHbIX (Hampumep, ICMP Redirect Host,
DNS-flooding) niu naeHTHUKATMOHHON U ayTeHTU(HUKAITMOHHOW WH(POPMAIINY;

T) SBHBIN OTKa3 B 00CITY)KMBAaHUU, BBI3BAHHBIN Tepefadei 3JI0yMbIIIIEHHUKOM
MaKeTOB C HECTaHIapTHbIMU arpulOyramu (yrpo3sl tmma «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomb») wim wuMeromux JIMHY, HPEBBIIIAOIIYIO
MaKCUMaJIbHO JOMyCcTUMBIA pasmep (yrposa tumma «Ping Deathy»), uto wmoxer
MPHUBECTH K COOIO0 CETEBBIX YCTPOMCTB, YUACTBYIOIIUX B 00pabOTKe 3ampocoB, Mpu
YCIIOBUW HANUYMs OIMMOOK B MPOTPaMMax, PEAM3YIOIIUX MPOTOKOIBI CETEBOTO
oOMeHa.

PesynpTaTroM peanuzanuyd JAaHHOW yrpo3bl MOKET CTaThb HapyllIeHHe
paboTOCIIOCOOHOCTH  COOTBETCTBYIOIIEH CIY»KOBI MPENOCTABICHUS yAAJICHHOTO
noctyna K [1/In 8 UCII/IH, nepegaya ¢ 0OTHOTO agpeca TAKOTO KOJIMYECTBA 3alPOCOB
Ha MOJKJIIOYEHHE K TeXxHu4Yeckomy cpeacTBy B coctaBe MCII/IH, kakoe MakCUMaabHO
MOXET «BMECTUTH» Tpa(uK (HANpaBICHHBIH «IITOPM 3alpOCOB»), YTO BIEYET 3a
co00l TepenoJHEHUEe ouepeu 3alpoCcOoB M OTKA3 OJTHOM M3 CETEBBIX CIYXKO WM
MOJTHYIO OCTaHOBKY KOMIIBIOTEPA M3-3a HEBO3MOXHOCTH CUCTEMBI 3aHUMAThHCSI HUYEM
JIPYTUM, KpoMe 00pabOTKH 3alpOCOB.

8. Y naneHHslii 3amycK NpUIIOKEHHH .

VYrpo3sa 3akiarouaercs B cTpeMiieHnH 3amyctuth Ha xocte MCII/IH paznuunbie
NpeIBapUTEIbHO BHEAPEHHBIE BPEIOHOCHBIE MPOrpaMMBbl: MPOrPAMMBbBI-3aKIaIKH,
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BUPYCBI, «CETEBbIE IIIMOHBI», OCHOBHAas LElb KOTOPBIX — HAPYIICHUE
KOH(UICHIMATBHOCTH, IEJIOCTHOCTH, JOCTYIMHOCTH HWH(MOpPMAlMA W  TOJHBIHA
KOHTPOJIb 3a paboToit xocTa. Kpome Toro, BoO3M0KeH HECAHKIIMOHUPOBAHHBIN 3aITyCK
MPUKJIAAHBIX MIPOrpaMM I0OJb30BATENECH [JI1 HECAaHKIMOHWPOBAHHOTO MOJYYEHHUS
HEOOXOJMMBIX HApYLIUTENI JaHHBIX, I 3alyCKa YIPABISIEMBIX MPUKIATHON
MPOrpaMMON MPOLIECCOB U JIp.

BbIaenstoT Tpu noakiaacca JaHHBIX YIpo3:

1) pacnipoctpanenne  (aiiioB,  comepKalMX — HECAHKIIMOHUPOBAHHBIN
UCIIOJIHAEMBIN KOJ;

2) ynaleHHBI  3allyCK TPWIOKEHUS TyTeM ImepenojHeHus Oydepa
IPWIOKEHUI-CEPBEPOB;

3) yAaJeHHBIA 3alyCK MPHJIOKEHUS IyTEM HCIOJIb30BaHUS BO3MOXKHOCTEH
YAAJIEHHOTO YIIPABJIEHUS CUCTEMOM, IPEIOCTABISAEMBIX CKPBITBIMA IIPOIPAMMHBIMU
Y anmnapaTHbIMU 3aKjIaJKaMu JM00 UCIOJIb3yEMbIMH IITATHBIMH CPEICTBAMHU.

TunoBele yrpo3sl MEPBOTO M3 YKa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCA HA
aKTUBHU3aLlMA PACIPOCTPAHIEMBbIX (aillioB mpu ciydailHOM oOpamieHud K HHM.
[Ipumepamu Takux (aiaoB MOTYT CITY>KUTb: (pailiibl, COJIEpKAIINE UCTIOTHIEMBIN KO/
B BHJIe MakpokoMaH 1 (mokymeHTsl Microsoft Word, Excel u 1.11.); html-mokymenTsl,
coJiepiKalire WCIOJIHICMBIH KOJ B BHie 3jeMeHTOB ActiveX, Java-ammieros,
UHTECPIPETUPYEMBIX CKPHUITOB (Hampumep, TeKCThl Ha JavaScript); daiiisr,
CoJIeprKalllie UCIIOJIHAEMbIE KOJIbl IporpaMm. i pacnpocTpaHeHus (pailjioB MOTYT
UCIIOJIb30BaThCSl  CIY’KOBl 3JIGKTPOHHOM TIOYTHI, IMepenadn (aiaoB, ceTeBOU
(baiI0BOI CUCTEMBI.

IIpu yrpos3ax BTOpPOro MOAKJIAcca HCHOJB3YIOTCS HEIOCTaTKA IPOrpamm,
peaiu3yIolUX CEeTeBble CEpBUCHI (B  YaCTHOCTH, OTCYTCTBHE  KOHTPOJI
nepenonHeHus Oydepa). HacTpoiikoli CHCTEMHBIX PETHCTPOB HHOTA YIaeTcs
MEPEKITIOYUTh MPOLECCOP NOCIIe MPephIBaHuUs, BBI3BAHHOTO MepenoaHeHnemM oydepa,
Ha HUCIIOJHEHHUE KOoja, coJiepKallerocs 3a rpanuuei Oydepa. [Ipumepom peanuzanmu
TaKOW yTrpo3bl MOXKET CIIYKUTh BHEIPEHUE IIIMPOKO U3BECTHOIO «BUpyca Moppucay.

[Ipu yrpozax TpeTbero mnojKJIacca HapyLIUTENb HCIOJIb3YET BO3MOXKHOCTH
YAQJIEHHOTO YINPAaBJIEHUSI CHUCTEMOMW, MPEJOCTABISIEMbIE CKPBITBIMA KOMIIOHEHTAMMU
(Hammpumep, «TpossHCKUME» mnporpammamu Tuma Back Orifice, Net Bus) mm6o
IITaTHBIMU CPEJICTBAMH YIPABJICHHUS U aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u 1. 1.). B pe3ynbrate ux
MCIIOJIb30BaHUS yIaeTCsl JOOUTHCS yAATEHHOTO KOHTPOJISI HaJl CTAHIIMEN B CETH.

CxemMaTHYHO OCHOBHBIE 3Tambl PabOThI TUX MPOTPAMM BBITJISIAAT CIACAYIOLIUM
obpazom:

WHCTAJUILMS B IAMSTH;

OKHJIaHUE 3aIpoca C YJAJIEHHOIO0 XOCTa, Ha KOTOPOM 3alylleHa KJIUEHT-
nporpamMma, 1 0OMeH ¢ Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepenaya rnepexBayeHHOW WMH(OpMaANUU KIMEHTY WIM NPEeIOoCTaBICHUE €My
KOHTPOJISl HaJl aTaKyeMbIM KOMIIBIOTEPOM.

Bo3MmokHbIE TOCHEACTBUS OT peaju3aludd yrpo3 pas3jiMyHbIX KJIAcCOB
npUBEACHBI B Ta0IMIIE 3.
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Taomuma 3
Bo3moskHBIC MOCJICACTBUA PCATIU3AINHN YI'PO3 PA3JIIMYHBIX KJIIACCOB
Ne
o/ Tun araku Bo3moxkHbIe noc/aecTBUS
1 AHaIu3 ceTeBOro Tpa(bm(a HccnenoBanue XapaKTCPUCTHK  CETEBOI'O Tpa(i)I/IKa,
nepexBaT IepedaBaeMblX JaHHBIX, B TOM YHCIE
UICHTU(UKATOPOB U MApOJIeH MoJIb30BaTeNeH
2 CKaHHpOBaHHe ceTu OHpe,Z[eJIeHI/Ie IIPOTOKOJIOB, TOCTYIIHBIX ITOPTOB CETEBBIX
ciayx0, 3akoHOB (opMupoBaHUS HIEHTU(DUKATOPOB
COETMHEHUH, AKTHUBHBIX CETEBBIX CEpBUCOB,
UICHTH(UKATOPOB U MApOJIeH MoJIb30BaTeNeih
3 «ITaponbHash» aTaka BreinonHenue  m000ro  IECTPYKTHBHOTO — JEUCTBUS,
CBSI3aHHOTO C TIONyY€HHEM HECAHKIIMOHWPOBAHHOTO
JIOCTyTIa
4 HOI[MeHa JIOBEPEHHOIO 00BbeKTa ceTu H3menenue TpaccChbl MPOXOKICHUA COO6H.[€HI/II>1,
HECaHKIIMOHUPOBAHHOE W3MEHEHIE MapHIpyTHO-
aIpEeCHBIX JaHHBIX. HeCaHKIMOHWPOBAHHBIA JOCTYN K
CETEeBBIM pecypcam, HaBsI3bIBAaHHUE JIOXKHOUM HH(OpMaIH
5 HaBsi3pIBaHIe JIOXKHOTO MapIIPyTa HecankmonupoBaHHoe M3MCHCHHE MapIIpyTHO-
aapecHBIX  JAHHBIX, aHalmmM3 W MOTUUKAIUSL
nepeJaBaeMbIX  JaHHBIX, HaBsI3bIBAHUE  JIOMKHBIX
CcOoO0IIEeHU I
6 BHereHHe JIOKHOTO 00BEKTAa CeTH HepeXBaT " IIPpOCMOTP Tpaq)I/H(a. HeCﬁHKHHOHHpOBaHHBIﬁ
JIOCTyIl K CETEeBBIM pecypcaM, HaBsI3bIBaHHE JIOKHOMN
nHbOpMAIH
7 YactuuHoe ucuepnanue pecypcon | CHIKCHUE TMPOIYCKHON CMOCOOHOCTH KaHAJOB CBSI3H,
MPOU3BOIUTENBHOCTA CETEBhIX YCTpoicTB. CHMXeHHe
MIPOU3BOIUTEIHFHOCTH CEPBEPHBIX MPHIIOKECHHUHN
=) ITonHOE MCUepaHKe PECyPCOB HeBo3MoxkHOCTE Tiepeiadn COOOIIeHNH U3-32 OTCYTCTBHUS
§ JIOCTylla K Cpeae Iepenadyd, OTKa3 B YCTAaHOBJICHHUU
= coenmuHeHns. OTka3 B TPEJOCTaBICHUWM  CepBUCA
E‘ (371eKTPOHHOM TOYTHI, (HaHIIOBOTO U T.1I.)
Q
'8 Hapymenne norudeckoii | HEeBO3MOXKHOCTH Tepeadn, COOOIMIEHUH 13-3a OTCYTCTBHS
m
o CBA3HOCTH MKy aTpuOyTamu,|KOPPEKTHBIX MapHIpyTHO-aIPECHBIX JIAHHBIX.
E JTAHHBIMU, 00beKTaMHU HeBo3Mo0kHOCTH TNOJIY4YCHU yciayr BBUOY
©) HECaHKIIMOHUPOBAHHOM MoaupUKaIuu
UJCHTH(UKATOPOB, TAPOJICH H T.II.
Ucnonpsosanne  omwmbOK  B|Hapyenue paGoTOCIOCOOHOCTH CETEBBIX YCTPOMCTB
porpammax
8 [Tyrem PacChUIKHA daiinos, Hapymenue KOH(HUICHIIHATLHOCTH, LICJIOCTHOCTH,
E coacpxamux ACCTPYKTUBHBIN| qoCTYIMHOCTH HH(OPMAITIH
5 WCTIONIHAEMBIH  KOJ, BHUPYCHOE
% 2
% 3apakeHue
= [Iyrem mepenonnenus Oydepa
% CEPBEPHOT0 MPUIIOKECHUS
? Ilyrem wucHonp30BaHUs BO3MOX-|CKpBITOE yIPABIECHHE CHCTEMOM
s N
= HOCTEH YNIaNICHHOTO yNpaBIeHHs
2 CHCTEMOM, MPEOCTaBISIEMbIX
5 CKPBITBIMU ~ TIPOTPAMMHBIMU U
E{ anmapaTHBIMH 3aKJIaJKaMH JIHOO
> HCIIOJIB3yEMbIMH MITaTHBIMHU

CPEICTBAMH
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[Ipotiecc peanu3zanuu yrpo3bl B OOLIEM CIIy4ae COCTOUT U3 YETHIPEX ITAIOB:

cbopa unpopmanuu;

BTOP>KEHHSI (IPOHUKHOBEHHUS B ONEPALMOHHYIO CPENY);

OCYLIECTBJIEHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUJALMH CJIEJOB HECAHKIIHOHUPOBAHHOIO JOCTYIIA.

Ha stane c6opa nHbopManmu HApyIMIATEIST MOTYT HHTEPECOBATh Pa3INIHBIC
ceeaeuns 06 UCII/Ix, B TOM uncie:

a) O TOMNOJIOTUH CETH, B KOTOpPOW (YHKIIMOHUPYET cuctema. [Ipu 3ToM MOxKeT
UCCIIEIOBAThCSl 00JIAaCTh BOKPYT CETU (HAmpuUMeEp, HapyIIUTEIs MOTYT MHTEPECOBaTh
ajipeca JIOBEpEHHbBIX, HO MEHEE 3alllUIICHHBIX XO0CTOB). J{JIs1 onpenenenus JOCTyIHOCTH
XOCTa MOTYT MCIIOJIb30BaThCsl MPOCTEHINMEe KOMaH/Ibl (HalpuMep, KOMaHaa ping i
nocbuiku ICMP-3anpocoB ECHO REQUEST c¢ oxwunanuem Ha Hux ICMP-oTBeTOB
ECHO REPLY). CymecTBylOT  yTWIUTBI, OCYIIECCTBIAIOIIME  TapalieIbHOE
OINpEeNEICHUE JIOCTYIHOCTH XOCTOB (Takue Kak fping), KoOTOopble CHOCOOHBI
MIPOCKAHUPOBaTh  OOJBIIYI0 O0JACTH AJPECHOrO0 NPOCTPAHCTBA HAa  MPEeIMET
JOCTYIMHOCTH XOCTOB 33 KOPOTKHUM IMPOMEXYTOK BpEMEHHU. TOIOJOTvs CETH YacTo
OIpeNeNsieTCsl HAa OCHOBAHWU «CUETYMKA Y3JI0B» (IUCTaHUMM MEXAy xoctamu). Ilpu
ATOM MOTYT IPUMEHSATHCS TAKUE METOABL, Kak «Moxysiuuu TTLy» u 3anncn mapuipyra.

Meron «momynsiuum  TTL» peanuzoBaH mnporpammoi traceroute (s
Windows NT — tracert.exe) u 3akmouaercs B MoAysiun moist TTL IP-makeros. s
3alicy MaplIpyTa MOTyT ucrofib3oBathest [ICMP-miakeThl, co3aBaeMble KOMaHIOM ping.

C6op nHpopMaui MOXKET OBITH TAKKE OCHOBAH Ha 3alpocax:

Kk DNS-cepBepy o cnucke 3aperucTpupOBaHHBIX (M, BEPOATHO, AKTUBHBIX)
XOCTOB;

K MapuipyTu3aTopy Ha ocHOBe mportokoia RIP 00 u3BecTHBIX MmapmipyTax
(nHbOpMAIIHS O TOTIOIOTUU CETH);

K HEKOPPEKTHO CKOH(QUTIYPUPOBAHHBIM YCTPONCTBAM, MOAAECPKUBAIOIINM
npotokod SNMP (undopmatius o TONOJOTUH CETH).

Ecnu UCII/IH HaxoauTcs 3a MexceTeBbIM dKkpaHoMm (MD), Bo3MOxkeH cOop
uHpopmanuu o koHpurypauuu MO u o Tonojorun UCIIIn 3a MO, B ToM uucne
MyTEM TMOCBUIKU MAaKETOB Ha BCE MOPTHI BCEX MPEIOIaraéMbIX XOCTOB BHYTPEHHEU
(3a1uinaeMoit) cetu;

0) o tune omnepanuonHoit cucremel (OC) B UCIIIH. Cambiii u3BeCTHBIN
cnioco0 onpenenenust Tumna OC xocTa OCHOBAH Ha TOM, 4TO pasnudHbie Tunbl OC mo-
pasHoMy peanu3yroT TpeboBanus crangaptoB RFC k creky TCP/IP. D1o mo3Bosser
HapymuTeato ynaieHHo wunaeHtudummpoBath THN OC, yCTaHOBIEHHOW Ha XOCTE
NCTI[lH myTemM TOCBUIKH CHEIUaIbHBIM 00pa3oM CPOPMHUPOBAHHBIX 3alPOCOB H
aHaJin3a MOJIyYEHHBIX OTBETOB.

CymiecTByIOT CHEUalbHBIE CPENCTBA, PEANM3YIOLUIUME JIaHHBIE METOJbI, B
gactHocTH, Nmap u QueSO. MoXHO OTMETHTh Tak)Xe TaKOW METOJ| ONpeaCIICHUS
tuna OC, Kak MPOCTEMIMKA 3ampoC HA YCTAHOBJIEHUE COCIUHEHUS IO MPOTOKOIY
ynaineHHoro jgocrtymna telnet (telnet-coenmmuenus), B pesyiabTare KOTOPOTo IIO
«BHEIIHEMY BHAYy» oOTBeTa MOXHO onpeaenuts tHn OC xocrta. Hannuwme
OMpEJEICHHBIX CEPBUCOB TaKXKE€ MOXKET CIY>KUTh JOMOJHUTEIBHBIM MPU3HAKOM JJIS
onpenenenus tuna OC xocra;
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B) 0 (GYHKUMOHUPYIOIIMX Ha XocTax cepBucax. OnpeneneHue CEepBHUCOB,
WCIIOJTHSIEMBIX Ha XOCTE, OCHOBAaHO HAa METOJIC BBISBIICHHS «OTKPBITHIX MOPTOBY,
HampaBJIECHHOM Ha cOop uHpOpMalnuMu O JOCTYMHOCTH xocta. Hampumep, ans
onpenenenus gocrynHoctd UDP-nopra HeoOXoaumMo MoJly4uTh OTKJIMK B OTBET HA
nockuiky UDP-nakeTa cCOOTBETCTBYIOIIEMY MOPTY:

ectm B otBer mpunuio coobmenue ICMP PORT UNREACHEBLE, To
COOTBETCTBYIOIINUN CEPBUC HEJJOCTYTICH;

€CJIM JIaHHOE COOOIICHHE HE MOCTYMHIIO, TO IOPT KOTKPBITY.

Bo3moskHBI BecbMa pazHOOOpa3Hble Bapualliu UCIIOIb30BaHUS 3TOI0 METO/Ia B
3aBHCHMOCTH OT MCIIOJIb3yeMOI0 IIPOTOKOJIA B cTeKe MpoTokosioB TCP/IP.

Jiist aBTomaTtuzanuu coopa unopmanuu 06 UCIIJIH paspaboTaHo MHOKECTBO
IPOrpaMMHBIX CpelicTB. B kauecTBe mprMepa MOKHO OTMETUTH CJIEIYIOIIUE U3 HUX:

1) Strobe, Portscanner — ONTUMU3UPOBAHHBIE CPEJACTBA  OIMPEICIICHUS
JNOCTYTHBIX CEPBHUCOB Ha OCHOBE onpoca TCP-mopTos.;

2) Nmap — cpeacTBO CKaHMPOBAaHHMSI JIOCTYITHBIX CEPBUCOB, MPEIHA3HAUCHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SIBisercs cambim
MOMYJIIPHBIM B HACTOSAIIEE BPEMS CPEICTBOM CKAaHUPOBAHHMS CETEBBIX CEPBUCOB;

3) Queso — BeicokoTOUHOE cpeAcTBO ompeneneHuss OC xocTa ceTh Ha OCHOBE
MMOCBUTKA IIETTH KOPPEKTHBIX W HEKOPpeKTHBIX TCP-makeToB, aHamm3a OTKIMKA H
CPaBHEHHSI €r0 C MHOXECTBOM W3BECTHBIX OTKIMKOB paszmmuHbix OC. JlanHOE
CPEIICTBO TaKKe SABJISAETCS TOIMYJSPHBIM Ha CErOJHSAIIHUN J€Hb CpPEJICTBOM
CKaHMPOBAHUS;

4) Cheops — ckaHep TOIOJOTMH CETH IMO3BOJISICT IMOJYYUTh TOIOJIOTHIO CETH,
BKJTIIOYAsi KapTUHY JoMeHa, oomactu [P-aapecoB u 1.4. [Ipu stom ompenensiercs OC
XOCTa, a TAKXKE BO3MOYKHBIE CETEBBIC YCTPONCTBA (PUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckaHep, HWCHONB3YIOUIMA METOABI NPOTPaMMBbI traceroute B
WHTEpecax aHanmm3a OTKIWKa Ha [P-makeTsl mmsa ompeneneHus KOHMUTYpaIUH
MEKCETEBOT0 PKpaHa U MOCTPOCHHUS TOTIOJIOTHH CETH.

Ha »Tame BTOpKeHHS WCCIEIyeTCS HAIW4YUE THIIOBBIX  YSA3BUMOCTCH
B CHCTEMHBIX CEPBHCAX WM OIMIMOOK B aJIMHHUCTPUPOBAHUU CHUCTEMEI. Y CIICIITHBIM
PE3yJIbTaTOM HMCIIOJIB30BAHUS YA3BUMOCTEH OOBIUHO SIBISIETCS MOJIYYSHHE MTPOILIECCOM
HapyImIUTeAs  TPUBHICTUPOBAHHOTO  PEXHMMa  BBIOTHEHUS  (IOCTyma K
MIPUBUJICTHPOBAHHOMY PEKUMY BBIMOJTHEHUS KOMAHIHOTO TIPOIECCOpa), BHECCHUE B
CUCTEMY YYETHOM 3amiCH HE3aKOHHOTO TOJIb30BaTelNs, MoydeHue Qaiina maposen
WJIM HapyIIeHHe paboTOCIIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT dTall pa3BUTHUS YTPO3bl, KaK MPpaBuio, siiseTcs MHorodasasiM. K dazam
mpoliecca peain3aly yrpo3bl MOTYT OTHOCUTHCS, HATIPUMED:

YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOTO Pealn3yeTcs yrpo3a;

BBISIBJICHUE YSI3BUMOCTH;

BHE/IPCHHE BPEIOHOCHOM MPOTrpaMMbI B MHTEpECax paclIuPeHUS TIPaB v JIp.

YTpo3sl, peann3yeMble Ha dTare BTOPIKCHHS, MOAPA3ICISAIOTCS MO YPOBHIM
creka npotokosioB TCP/IP, mockonbky (OpMUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM
WM TIPUKIIATHOM YPOBHE B 3aBUCUMOCTH OT MCITOJIb3yEeMOT0 MEXaHU3Ma BTOPIKEHUSI.

K TumoBeIM yrpo3am, pealiM3yeMbIM Ha CETEBOM W TPAHCIIOPTHOM YPOBHSX,
OTHOCATCS TaKHE KaK:
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) yrposa, HarpaBJICHHasl Ha TIOJMEHY IOBEPEHHOTO OObEKTa;

0) yrpo3a, HampaBlIeHHAs! HA CO3[JaHUE B CETH JIOKHOT'O MapIIpyTa;

B) YIpO3bl, HAIIPaBJICHHbBIC HA CO3JAHKE JIOKHOTO 0OBEKTA C UCIOIH30BAHUEM
HEJ0CTaTKOB AJITOPUTMOB YAaJIEHHOTO MOKCKA;

r) yrpo3sl  TUNAa  «OTKa3 B OOCIy)XMBaHUM»,  OCHOBaHHbIE  Ha
IP-nedparmentanuu, Ha hopmupoBanuu HekoppekTHbIX ICMP-3anpocoB (Hanpumep,
araka «Ping of Deathy wu «Smurfy), Ha ¢dopmMupoBaHHH HEKOPPEKTHBIX
TCP-3anpocoB (araka «Land»), Ha co3gaHUM «IITOPMa» IAKETOB C 3alpOCaMH
Ha coenunenue (ataku «SYN Flood») u ap.

K TunoBeiM yrposzam, peanu3yemMbiM Ha NPHUKIAAHOM YPOBHE, OTHOCSATCS
yIpo3bl, HANpaBJICHHbIE HAa HECAHKIIMOHUPOBAHHBIM 3aIyCK MPHIOKEHUH, Yrpo3bl,
peanu3alys KOTOPBIX CBsi3aHAa C BHEAPEHUEM MPOrpaMMHBIX 3aKJIaJoK (TUNa
«TPOSHCKUH KOHBY), C BBISIBJICHUEM IApoJiell TOCTYIMa B CETh WK K ONPEACICHHOMY
XOCTY U T.JI.

Ecnu peanuzanus yrpo3bl HE MpHHECTA HAPYIIUTENI0 HAWBBICIIUX IpaB
J0CTyMa B CHCTEME, BO3MOXKHBI TIOTIBITKH PACIIUPEHUS STUX TMpaB A0 MAaKCHUMAaJIbHO
BO3MOXXHOTO ypOBHS. J[JIi 3TOr0 MOTYT HMCHOJB30BATHCS YSI3BUMOCTH HE TOJIBKO
CETEBBIX CEPBUCOB, HO W YSA3BUMOCTH CHCTEMHOTO MPOTPAMMHOIO OOECTeueHus
xoctoB UCIIan.

Ha »rame peanuzanuum HECAHKIIMOHMPOBAHHOTO JIOCTYIA OCYIIECTBIISETCS
COOCTBEHHO JOCTHMKEHHE LIETH PeaTn3alii YIPO3bl:

HApYyIICHUE KOH(PUACHIIMATBHOCTH (KomupoBaHue, HETIPABOMEPHOE
pacnpocTpaHEHHE);

HapyIlIeHHEe HEJIOCTHOCTH (YHUUTOXXEHHUE, U3MEHEHUE);

HapyIlIeHue JOCTYMHOCTH (OJIOKUPOBAHHUE).

Ha sTom >xe 3Tame, mocie yka3zaHHbIX JEHUCTBUM, KaK MpaBuio, popmupyercs
TaK Ha3bIBa€MbI «YEPHBIH BXOA» B BHUJAE OJHOTO M3 CEPBUCOB (IEMOHOB),
00CTYKMBAIONTUX HEKOTOPBIM TMOPT W BBHINOJHAIONIMX KOMAHJIBI HapyUIUTEIS.
«YepHbIi BXO/1» OCTABIISIETCS] B CUCTEME B MHTEpECAX 00ECTICUCHHUS:

BO3MOXKHOCTH TOJYYUTh JOCTYIl K XOCTYy, JaXe €eCIH aJMUHHCTPATOp
YCTPAHUT UCIIOJIb30BAHHYIO JJIs YCIICITHONW pealn3aliy yrpo3bl ysI3BUMOCTb;

BO3MOKHOCTH TMOJIYYHUTb JOCTYIM K XOCTY KaKk MO>KHO 00Jie€ CKPBITHO;

BO3MOXKHOCTH TOJNYYUTh JOCTYI K XOCTy OBICTpO (HE TOBTOpSAS 3aHOBO
MIPOIIECC peaTu3aIuu yrpo3bl).

«YepHbld BXOA» TMO3BOJIIET HAPYIIMTENIIO BHEAPUTH B CETh WM Ha
OTpe/ieNIEHHBI XOCT BPEJOHOCHYIO MpOrpamMmy, HalpuMep, «aHaJIU3aTop Maposiei»
(password  sniffer) —  mporpamMmy,  BBIACHSIOIIYIO  IOJIb30BATEILCKUE
UACHTU(UKATOPHI U TAPOITU U3 CETEBOTO TpaduKa Mpu paboTe MPOTOKOJIOB BHICOKOTO
yposus (ftp, telnet, rlogin u T.1.). O0bekTaMu BHEAPEHHUS BPEIOHOCHBIX MPOrpamMm
MOTYT OBITh MPOTPAMMBbI ayTEHTU(GUKAIIMN U WACHTU(PUKAIUUA, CETEBBIC CEPBUCHI,
AJIpO ONEPAIIMOHHON CUCTEMBI, (ailioBas cuctema, OMOIMOTEKU U T. 1.

Hakowner, Ha dTane TUKBUAAINH CIIEJIOB PeaU3allii YIPO3bl OCYIIECTBIISCTCS
MOMNBITKA YHUYTOXXEHUS CIIEOB JAEUMCTBUM Hapywurens. lIpu stoM ypansrorces
COOTBETCTBYIOIIIME 3allMCH M3 BCEX BO3MOKHBIX JKYpHAJOB ayaWTa, B TOM 4YHCIIE
3anucu o ¢akTe coOopa HHPpOpMaITUH.
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5.5. O01masi xapakTepuCcTHKA YIPO3 NPOrpaMMHO-MaTEeMATHYECKUX
BO3/1eHCTBUI

[IporpamMmMHO-MaTeMaTUYECKOE BO3JCUCTBUE — ATO BO3JIEUCTBHUE C MOMOIIBIO
BPEJAOHOCHBIX TporpaMm. [Iporpammoil ¢ MOTEHIIMAIIBHO OMACHBIMU MOCIEACTBUSIMU
WIM BPEJOHOCHOM MporpaMMoil  Ha3bIBAIOT HEKOTOPYIO  CaMOCTOSITEJIbHYIO
nporpaMmy (HabOp MHCTPYKIIMI), KOTOpas CIOCOOHA BBIMOJHATEH JI000€ HEIyCToe
MOJIMHOXECTBO CJIETYIONINX (PYHKITHI:

CKpBIBaTh MIPU3HAKH CBOETO MPUCYTCTBUS B IPOTPAMMHOI CpeJie KOMITbIOTEPA,;

o0nagaTh CIOCOOHOCTHIO K CaMOIyOJMPOBAHMIO, ACCOLMHUPOBAHUIO CeOsl ¢
JIPYTUMU TIporpaMmamMu U (WJIM) MEPEeHOCY CBOMX (PParMEHTOB B HMHbIE 00JIacTU
OTEepaTUBHON WJIU BHEITHEH MaMsITH;

pazpymarh (MCKakaTb MPOU3BOJIBHBIM  00pa3oM) KoOJ MporpaMM B
ONEpPaTUBHOM MAMSITH;

BBITTOJTHSATh 0e3 VHULIMUPOBAHUS co CTOPOHBI MOJIb30BaTENS
(mONB30BATENbCKOM  MpOrpaMMbl B IITATHOM  PEXKUME €€  BBIIOJHECHHS)
JECTPYKTUBHBIC PYHKIUU (KOMUPOBAHKUE, YHUUTOKEHUE, OJIOKUPOBAHUE U T.11.);

COXpaHsATh (hparMeHThl MH(OpPMAIUU U3 ONEPATUBHOM MAMSITH B HEKOTOPBIX
00JacTsAX BHEIIHEW MaMATH MPSIMOT0 JTOCTYIA (JTOKAIbHBIX WIIN yAAJICHHBIX );

UCKaXaTh MPOU3BOJBHBIM 00pa3oM, OJOKUpOBaTh W (WIM) TOJAMEHSTH
BBIBOJIMMBIA BO BHEIHIOI MMaMsiITh WM B KaHA CBSI3M MacCUB HMHGOpMAINH,
oOpa3oBaBIIMiiCsI B pe3yibrare pabOThl MPUKIAAHBIX MPOTPaMM, WIH YKe
HaXOJSIINECS BO BHEIIHEN TAMATH MACCUBBI IaHHBIX.

BpenonocHele  mporpaMmbl  MOTYT  ObITh  BHECEHbI  (BHEIpPEHBI)  Kak
npeHaMEpeHHO, TaKk U CIy4ailHO B MPOrpaMMHOE OOecreueHHe, HCIOJIb3yeMOe B
NCIIdn, B mporiecce ero pa3pabOTKH, COMPOBOXKICHUS, MOAU(DUKAIIMN U HACTPOUKHU.
Kpome »sTOrO, BpemoOHOCHBIE TIPOTPaMMbl MOTYT OBITh BHECEHBI B IIPOIECCE
skcrutyatarmy VCIIH ¢ BHeITHUX HOcHUTeNnel HH(OpMAIK WM TTOCPEICTBOM CETEBOTO
B3auMoIeHcTBU Kak B pe3yiibTare HCJI, Tak u ciydaiino noss3oBatensimu MCIIH.

CoBpeMeHHbIE BpPEIOHOCHBIE MPOrPAMMbI OCHOBaHbl Ha HCIOJIb30BAHUU
ySI3BUMOCTEH Pa3IMYHOr0 pojia MpOrpaMMHOTO obecrieueHus (CUCTEMHOTO, OOIIero,
NPUKJIAJAHOTO) M Pa3HOOOpPA3HBIX CETEBBIX TEXHOJIOTHM, OOJagaloT MIHUPOKUM
CIIEKTPOM  JECTPYKTHUBHBIX  BO3MOXKHOCTEH  (OT  HECAaHKIHOHHUPOBAHHOTO
uccienoBanus napametpoB MCIIJIn O6e3 BMmemarenscTBa B (PYHKIIMOHHUPOBAHUE
NCTIn, no yanuroxenus [IJln u nporpammuoro obecnedenust MUCII/In) u moryt
JIEUCTBOBAaTh BO BCEX BHJAX MPOTPAMMHOTO oOecrnedeHus (CHCTEMHOTO,
MPUKJIAAHOTO, B ipaiiBepax ammapaTHOTO 00eCIeyeHus 1 T.11.).

Hammune B UCII[IH BpemoHOCHBIX MPOTrpaMM MOXKET CIIOCOOCTBOBATh
BO3HUKHOBEHHUIO CKPBITHIX, B TOM UYHCJI€ HETPAJUIHUOHHBIX KaHAJIOB JOCTyNa
K WHGOpMAITNH, TTO3BOJISIONINX BCKPHIBATh, O0XOIUTh WM OJOKHUPOBATH 3aIIUTHBIC
MEXaHHM3Mbl, TPEAYCMOTPEHHbIE B CHCTEME, B TOM YHCJIE€ MapOJbHYIO
Y KpUNTOTpaduuecKyro 3aliuTy.

OCHOBHBIMH BUJIAMU BPEIOHOCHBIX MPOrPamMM SBJISIOTCS:

MpPOTrpaMMHBIE 3aKJIA/IKH;

KJIACCUYECKHE MPOrPAMMHBIE (KOMITbIOTEPHBIE) BUPYCHI,

BPEIOHOCHBIC MPOrPAMMBbI, PACIPOCTPAHSIONIUECS MO0 CETH (CETEBBIC YECPBH);

JpyTUe BPEAOHOCHBIE IPOrpaMMBI, ITpeiHa3HaueHHbIe i ocyecTBienus HC/I.
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K mnporpamMMHbIM 3akiajikaM OTHOCSITCS MpOrpamMMbl, (parMeHThl KoJa,
MHCTPYKUUH, (HOPMHUPYIOIINE HEACKIApPUPOBAHHBIE BO3MOXKHOCTH MPOTPAMMHOTO
oOecrieueHus. BpeaoHOCHBIE IporpaMmbl MOTYT IEPEXOJIUTh M3 OJHOTO BHAA B
IpYroi, HampuMep, MporpaMMHasl 3aKJaJKka MOXKET Cr€HEPUPOBATH MPOrPAMMHBIN
BHPYC, KOTOPBIH, B CBOIO OYEpE/b, MOMAB B YCIOBUS CETH, MOXKET C(HOPMUPOBATH
CETEBOI0 YepBi WJIH APYTYI0 BPEIOHOCHYIO NPOrpaMMy, MNPEIHA3HAYECHHYIO JIA
ocymectBieHus HCJI.

Knaccudukanus nporpaMMHBIX BUPYCOB M CETEBBIX UEpBEH IpeCTaBiieHA Ha
pucynke 14. Kparkast xapakTepucTUKa OCHOBHBIX BPEJOHOCHBIX MPOTPaMM CBOJIUTCS
K cIeayIolemMy. 3arpy304Hble BUPYChI 3alIMCBIBAIOT ce0s1 TMOO B 3arpy304YHBI CEKTOP
mucka (boot-cektop), 10O B CEKTOP, COAEPIKAIINI CUCTEMHBIN 3arpy34lK BUHYECTEpa
(Master Boot Record), m10o MeHsitOT yKka3aTtenab Ha aKTUBHBIN boot-cextop. OHH
BHEJIPSIOTCS B MaMsTh KOMITbIOTEpa MPH 3arpy3ke ¢ MHPUIMpoBaHHOTO aucka. [Ipu
TOM CHUCTEMHBI 3arpy34MK CUWTBHIBAET COJEPKMMOE IMEPBOrO CEKTOpa JIMCKA, C
KOTOpPOT0 MPOU3BOJUTCS 3arpy3ka, MOMEIIAET CYUTAHHYI0 HHPOPMAIUIO B MAMSTh U
nepenaeT Ha Hee (T.€. Ha BHpYC) ynpasiieHue. Ilocie 3Toro HauMHaOT BBITOIHITHCA
MHCTPYKILIMUA BUPYCa, KOTOPBIM, KaK MPaBUIIO, YMEHbIIAET 00bEM CBOOOJHON MaMsTH,
KOIMPYET B OCBOOOJMBILIEECS MECTO CBOM KOJI M CUMTHIBAET C JHUCKAa CBOE
MIPOJOJDKEHHE (€CIIM OHO €CTh), IEPEXBATHIBAET HEOOXOAMMBIE BEKTOpA IpPEpPhIBAHUIMA
(06pryHO — INT 13H), cunTbiBaeT B mamsiTh OPUTUHAIBHBIA bOOt-CEKTOP U NepeiaeT Ha
HETO YIIpaBJICHUE.

B nanbHeimem 3arpy304Hblii BUPYC BeleT ceOsi Tak ke, Kak (alioBbIM:
nepexBaThiBaeT OOpAIICHUs ONEPAIIMOHHON CUCTEMBI K TUCKaM U UHOUIIUPYET UX, B
3aBUCUMOCTH OT HEKOTOPBIX YCJIOBUM COBEpPIIAET JECTPYKTUBHBIE JIEHCTBHS,
BBI3bIBAET 3BYKOBBIC d(DPEKThI i BU1E0IDHEKTHI.

OCHOBHBIMH  JIECTPYKTUBHBIMU  JCHCTBUSMM,  BBITIOJHSIEMBIMH  STUMU
BUPYCaMH, SIBISIOTCS:

YHUYTOXKEHUE UH(OPMAIIMU B CEKTOPAX AUCKET U BUHYECTEPA;

MCKIIFOYEHHE BO3MOXKHOCTH 3arpy3Kd OMNEPALIMOHHON CHUCTEMBI (KOMIIBIOTED
«3aBHCAETY);

HCKa)XEHHE KOJIa 3arpy34MKa;

(dopMaTupoBaHUE AUCKET WM JIOTHUECKUX JUCKOB BUHUECTEPA,;

3akpeiTHe goctyna k COM- u LPT-moprawm;

3aMeHa CUMBOJIOB TIPH TI€YaTH TEKCTOB;

MOICPTUBAHUS DKPAHA;

M3MEHEHUE METKHU JUCKA WU TUCKETHI,

CO3/1aHKE TICEBIOCOONHBIX KJIACTEPOB;

CO37laHNE 3BYKOBBIX H(WJIM) BHU3yalbHBIX dS()PexToB (Hampumep, MaacHUE
OyKB Ha DKpaHe);

nopya ¢aioB TaHHBIX;

nepe3arpyska KOMIbIOTepa;

BBIBOJ] HA DKPaH Pa3HOOOPa3HBIX COOOIICHUI;

OTKJIIOYEHHUE NepuepuifHbIX YCTPOUCTB (HapuMep, KIaBUaTyphbl);

U3MEHEHHE MAIUTPhI IKPAHA;

3aMoJHEHUE IKpaHa MOCTOPOHHUMH CUMBOJIAMU UJTU U300paKEHUSAMU;
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MoTalIeHne SKpaHa U MePeBO/] B PEKUM OKUIaHHsI BBOJIA C KIaBHATYPBHI;

MH(PPOBAHUE CEKTOPOB BUHUECTEPA;

BBHIOOPOYHOE YHUUYTOXKEHHE CHMBOJIOB, BBIBOAMMBIX Ha HSKpaH NpuU Habope
C KJIaBUATYPBI;

yMEHBIIIEHUE 00beMa ONePaTUBHON MaMSATH;

BBI30B I€YaTH COJEPKUMOI0 SKPaHa;

OJIOKMpOBAHUE 3aMMHMCH HA JUCK;

yHUUTOXXeHHe Tabmuiel pazouenus (Disk Partition Table), mocme 3Toro
KOMITBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIOMIH-TUCKA;

OJIOKMpPOBAHUE 3aITyCKa UCTIOTHSEMBIX (DaitsioB;

0JIOKMpOBaHUE JOCTYIa K BUHUECTEPY.

BonbIIMHCTBO 3arpy30UHBIX BUPYCOB MEPE3aNUCHIBAIOT ceOst Ha (IIOMIU-AUCKH.

@aiiioBbIe BUPYCHl MPH CBOEM Pa3MHOXEHHU TEM WM HHBIM CIIOCOOOM
HCIIONB3YIOT (paliIOBYIO CUCTEMY KakOH-1HOO0 onepalMoHHOM cuctemsl. [1o ciocoly
3apakeHus (aiiaoB  BUPYCHl JeNATCS Ha - 3aMmermaromue  («overwritingy),
napasuTuueckue («parasiticy»), KoMImaHbOH-BUPYCHI («companiony), «link»-Bupycsr,
BUPYCHI-UEPBU M BUPYCHI, 3apaxatomme o0bekTHbie monynu (OBJ), 6ubnuorexu
koMruisiTopoB (LIB) 1 ucxoaHble TEKCTHI IPOTPaMM.

MeTon 3apakeHHs «OVErwriting» sBisercss HawOoyiee IPOCTHIM: BHPYC
3aMHChIBA€T CBOM KOJ BMECTO KOAa 3apaxaemoro (aiia, YHHYTOXAs €ro
comepxkumoe. EctecTBeHHO, 4TO mpu 3TOM (paiim mepectaer paboTath M HE
BOCCTaHaBNIMBaeTCs. Takue BUPYChl OYEHb OBICTPO OOHAPYKMBAIOT CeOsl, TaK Kak
oIepaloHHasl CUCTEMA U MPUJIOKEHUS JOBOJIBHO OBICTPO MEPECTAOT paboTaTh.

K mnapasutnueckuMm OTHOCSTCS Bce (hailjloBbIE BHPYCHI, KOTOpbIE IpHU
paclpoCTpaHEHUH CBOMX KOIMUN 0053aTeIbHO HW3MEHSIOT COIEPKUMOE (aiios,
OCTaBlsisi caMu (Daiifibl MPU TOM TOJHOCTHIO WJIM YaCTUYHO PabOTOCTIOCOOHBIMHU.
OCHOBHBIMU THITAMH TaKHX BUPYCOB SIBJISIIOTCSI BUPYCHI, 3aMCHIBAIOIIMECS B HAYAJIO,
cepeanuHy win KoHel (¢ainoB. OTHeabHO CleyeT OTMETUTh JIOBOJIBHO
HE3HAYUTEIBHYIO TPYMIY Mapa3UTHUUYECKUX BUPYCOB, HE MMEIOIIMX «TOYKH BXOJa»
(EPO-Bupychl — Entry Point Obscuring viruses). K HMM OTHOCSTCS BHPYCHI, HE
3aMUChIBAIONINE KOMaHAy Mepeaadn yrpasieHus B 3arojioBok COM-daitnos (JMP) u
HE U3MEHSIOUIME aapec Touku crapta B 3arojoBke EXE-¢aiinos. Takue BUpYCHI
3aMHCHIBAIOT KOMaHIy TMepexoja Ha CBOM KO/l B Kakoe-Ir00 MEeCTO B cepeanHy ¢aiina
U MOJYy4aroT YIpaBJIeHUE HE HEMOCPEICTBEHHO IPH 3alycKe 3apaxeHHoro (aiina, a
IIpU BBI30BE MPOLIEIYPhI, coAepkKalleld KoJ Iepeaun yrnpaBJIeHUs Ha TEJIO BUpYca.
[IprueM BBITOJTHATHCS 3Ta MPOLIEypa MOXKET KpaitHe peaKo (Harmpumep, Ipy BHIBOJE
COOOIIeHUST 0 KaKoW-1umbo crneuuduueckoil ommoOke). B pesynpraTe BUPYC MOMXKET
JONTHE TOJBl «CTHaTh» BHYTpU Gailla W TPOSBUTH CeOsl TOJIBKO MPU HEKOTOPHIX
OTPaHUYEHHBIX YCIOBHUSX.

K kareropuu «KOMIaHbOH» OTHOCSITCS BHUPYCHI, HE U3MEHSIOIINE 3apakaeMble
daitnbl. ATTOpUTM pabOThI 3TUX BUPYCOB COCTOUT B TOM, UTO JIJIS 3apaskaeMoro ¢aiiia
co3maercs (haiin-IBOMHUK, TIPUYEM TPH 3amyCcKe 3apakeHHoro (aiina ympaBicHHE
Mojy4aeT WMEHHO JTOT [BOMHHMK, TO ecTh Bupyc. Hambomee pacmpocTpaHeHBI
KOMITaHBOH-BUPYCHI, UCTIONB3YyIOHE 0COOeHHOCTh DOS mepBbIM BBITIOTHATH (hailibl
¢ pacumpenueM .COM, ecnu B 0OIHOM KaTajore MpUCYTCTBYIOT JiBa (haiiia ¢ OJHUM
U TEM K€ UMEHEM, HO pa3inuuHbiMU pacmupeHusmMu umeHn — .COM u .EXE. Takue
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Bupychl co3narot A EXE-daitnos ¢aiinbl-Clly THUKH, UMEIOIIHE TO e CaMoe UMS, HO
¢ pacumpenuem .COM, wnanpumep, mns daiina XCOPY.EXE co3maercs daiin
XCOPY.COM. Bupyc 3anuceiBaercs B COM-(aiin u Hukak He uzmensier EXE-daiin.
[Ipu 3amycke Takoro ¢aiina DOS nepBbiM 00HapyXuT U BbIOTHUT COM-@aiin, To
€CTh BHPYC, KOTOphIA 3areM 3amycTuT U EXE-daiin. Bropyto rpymnmy cocTaBisitoT
BUPYCBI, KOTOpBIE MPU 3aPAKEHUU MEPEUMEHOBBIBAIOT (aill B Kakoe-IMbo Apyroe
UM, 3aIIOMUHAIOT €ro (71 TMOCIEAYIONIero 3amycka (paiaa-xo3a1MHa) U 3aluChIBalOT
CBOM KOJI Ha AMCK TMOJl MMEHEeM 3apaxaemoro (aina. Hanmpumep, daitn XCOPY .EXE
nepernmeHoBbiBaeTcss B XCOPY.EXD, a Bupyc 3anuchiBaeTcs IO HMEHEM
XCOPY.EXE. Ilpu 3amycke ymnpaBlIEHHE NOJy4YaeT KOJ BHUpYyca, KOTOPBIA 3aTeM
3amyckaeT opurnHaibHblli XCOPY, xpansumiica nox umeHeM XCOPY.EXD.
WNurepecen TOT (akT, 4TO JaHHBIM MeTon paboTaeT, MO-BUAMMOMY, BO BCEX
OMEpAlMOHHBIX cHUCTeMax. B  TperTblo rpynmy BXOASIT TakK  Ha3bIBAEMbIC
«Path-companion» Bupycel. OHu MO0 3amUCBHIBAIOT CBOH KOA TIOJ HMCEHEM
3apaxkaeMoro (aiijla, HO «BBIIIE» HAa OJUH YPOBEHb B IMPOMHUCHIBAEMBIX MYTIX
(DOS, Ttakum o06pa3oM, TEpBbIM OOHAPYKUT U 3amycTUT (GaiiI-Bupyc), 0O
NEPEHOCT (ailii->KepTBY Ha OJIUH MOJIKATAJIOT BBIIIE U T.JI.

Bo3MoxkHO  cyliecTBOBaHME W JPYIMX THUIIOB  KOMIIAHbOH-BUPYCOB,
UCIIONBb3YIOUMX  WHBIE OpPUTMHAJIBHBIE HMAEHM WIM  OCOOEHHOCTH  JPYrUX
ONEPALMOHHBIX CUCTEM.

daiinoBbie YepBU (WOrms) SIBISIOTCS, B HEKOTOPOM CMBICJIE, Pa3HOBUIHOCTHIO
KOMIITaHbOH-BUPYCOB, HO TIpM 3TOM HHUKOMM 0Opa3oM HE CBS3BIBAIOT CBOE
NPUCYTCTBHE C KAaKUM-JTMOO BBIMOIHSEMBIM (aiiiom. [Ipu pazMHOKEHUN OHH BCETO
JUIIH KOMHUPYIOT CBOM KOJ B KaKHE-IMOO KAaTaJlOTW AMCKOB B HANEKIE, YTO ITH
HOBBbIE KONUU OYyIyT KOTJIa-auO0 3amylleHbl MoJjib3oBaTenieM. MHOrma 3Tu BUPYCHI
JAI0T CBOMM KOMUSIM «CIELHAIIbHBIE)» UMEHA, YTOOBI OATOJKHYTH MOJIb30BATENS HA
3anyck cBoer kormmu — Hanpumep, INSTALL.EXE wmm WINSTART.BAT.
Cy11ecTBYIOT BHPYCHI-UE€PBH, HCHOJIb3YIOIIME JIOBOJBHO HEOOBIUHBIE IPUEMBI,
HampuMep, 3anuckiBaronue cBou komuu B apxuBbl (ARJ, ZIP u npoune). Hekotopsie
BUPYCHl 3alHCHIBAIOT KOMAaHAY 3amycka 3apakeHHoro ¢aitma B BAT-(aiinsl.
He cnenyer myrtarh (hailioBble BHUPYCHI-UEPBU C CETEBBIMH YepBsAMHU. [lepBbie
HCTIONB3YIOT TOJBKO (DailioBbie (YHKIMM KAKOW-TUOO ONEpPallMOHHOM CHUCTEMBI,
BTOPBIE K€ MPU CBOEM PA3MHOKEHUH MOJb3YIOTCSI CETEBBIMH MPOTOKOJIAMHU.

Link-Bupychl, Kak ¥ KOMIIAHBOH-BHUPYChI, HE W3MEHSIOT (DU3NIECKOTO
COZIEP’)KUMOTO (DaiiyIoB, OJTHAKO TIPU 3aIyCKe 3apakeHHOTro (aina «3actapisitor»y OC
BBITIOJIHUTh CBOM KOJ. DTOM IIEHM OHHM JIOCTUTAIOT MOAU(HUKAIMeHd HEe0OXOIUMBIX
noJiel (paityioBoN CUCTEMBI.

Bupycel, 3apaxaroniye OMOIMOTEKH KOMMOWISTOPOB, OOBEKTHBIE MOAYJIU U
UCXOJIHbIC€ TEKCTHl TMPOTPaMM, JOCTAaTOYHO OK30TUYHBI M TIPAKTHUYECKU HE
pacnpoctpanensl. Bupycsl, 3apaxkaromme OBJ- u LIB-¢aiinel, 3anuceiBaloT B HUX
cBOM Koa B (opmaTe OOBEKTHOTO MOYJS WM OMONMHMOTEKH. 3apa)KeHHBIN (aii,
TaKUM 00pa3oM, HE SBIISIECTCS BBIMIOJHIEMBIM W HE CIOCOOEH Ha JaibHeIee
pacnpocTpaHEeHUE BHpyca B CBOEM TeKyIlleM cocTosiHuu. Hocutenem xe «KUBOTO»
Bupyca cranoButrcs COM- miu EXE-daiin.

[TonyuuB ymnpanenue, (GaigoBblii BHPYC COBEpPUIAET CIEAYIOIIME O00Iue
JICUCTBHUS:
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MPOBEPSIET ONMEPATHUBHYIO MaMATh HAa HAJIM4YME CBOCH KOMUM M UHQOUIUPYET
aMATh KOMIIBIOTEpA, €CIM KONUs BHpyca HE HaijeHa (B cllydae, €Clu BHUPYC
ABIISIETCS PE3UACHTHBIM), UIIET He3apaXeHHbIE (haiiiIbl B TEKYIIeM U (WMJIH) KOPHEBOM
KaTajore MyTeM CKaHWPOBaHUS JIlepeBa KaTaJOroB JIOTMYECKUX IUCKOB, a 3aTeM
3apakaeT oOHapyKeHHBIE (halIbI;

BBITIOJIHAET JIOMOJIHUTEIbHBIE (€CIM OHU €CTh) (DYHKIMH: ACCTPYKTUBHBIC
AeicTBus, TpaduyecKue Ui 3ByKoBbIe 3(Q(EKTHI U T.1. (JOMOIHUTEIbHBIE PYHKIINN
PE3UIIEHTHOTO BHpPYCa MOTYT BBI3BIBATBCS CIOYCTS HEKOTOPOE BpEMs IOCHE
aKTUBU3AIlMM B 3aBUCHMOCTH OT TEKYIIETO0 BpPEMEHHU, KOH(PUTYPALUU CHUCTEMBI,
BHYTPEHHHX CUETYMKOB BUpPYCa WU JPYTUX YCIOBUH, B 3TOM Clly4ae BHUPYC MpH
aKTUBHU3allMU 0OpabaThIBAET COCTOSIHME CHUCTEMHBIX YacoOB, YCTAaHABIIUBA€T CBOU
CYCTYUKHU U T.[.);

BO3BpAIlla€T  yMNpaBJICHUE OCHOBHOM mporpamMmme (€cidm OHa  €CTh).
[Tapazutnueckre BHPYChl IPH 3TOM JMOO JieyaT (ailyl, BBINOJIHSAIOT €ro, a 3aTeM
CHOBA 3apakaroT, JIMOO BOCCTAHABIMBAIOT NporpamMmy (HO He (aiia) B UCXOIHOM
Buje (Hanpumep, y COM-nporpaMMbl BOCCTaHABIMBAETCSI HECKOJIBKO NEPBBIX OailT,
y EXE-nporpaMmbl BBIUMCISETCS MCTUHHBIM CTapTOBBIA ajJpec, y JpaiiBepa
BOCCTAHABJIMBAIOTCS 3HAYEHUS aJIpECOB MIPOrPaMM CTPATETHH U IPEPHIBAHMUS).

HeoOxonuMo OTMETUTh, YTO 4YeM OBICTpee pacHupOCTPaHAETCs BHUPYC, TEM
BEPOSITHEE  BO3HMKHOBEHHME  JIUJAEMUM  3TOr0  BHpyca, YeM  MeIJICHHee
pacIpoCTpaHsETCs BUPYC, TEM CII0)KHEE €ro OOHAPYKUTh (€CiiM, KOHEYHO K€, ITOT
BUpYC Heu3BecTeH). Hepe3uneHTHble BUPYCHl 4acTO SBJSIFOTCS «MEIJICHHBIMW) —
OOJIBIIMHCTBO M3 HUX MPU 3aITyCKE 3apa’kaeT OANH WU ABa-TpU (aiijia U HEe yCIeBaeT
3aIl0JIOHUTh KOMIIBIOTEP 10 3allyCka aHTHBHPYCHOM MpOrpaMMbl (MM TOSBICHUS
HOBOM BEpCHM aHTUBHUPYCA, HACTPOECHHOW Ha AaHHBIM BUpYC). CylIEeCTBYIOT, KOHEYHO
e, HEPE3UJCHTHBIE «OBICTPBIE» BUPYCHI, KOTOPbIE MPHU 3aMTyCKE HILYT U 3apaKaroT
BCE BBINOJIHAEMbIE (Daiiyibl, OAHAKO TAKHUE BHUPYCHl OYEHb 3aMETHBI: MPU 3aIyCKe
KaXJI0T0 3apa)XEHHOTO (paiijia KOMIIBIOTEp HEKOTOpOE (MHOT/AA JAOCTATOYHO JIOJITOE)
BpeMs aKTUBHO pal0oTaeT ¢ BUHYECTEPOM, 4YTO JeMackupyer Bupyc. CKOpoCTb
pacnpoctpaneHus (MHOUIMPOBAHUS) Y PE3UACHTHBIX BUPYCOB OOBIYHO BBIIIEC, YEM Y
HEPE3UJICHTHBIX - OHHU 3apaxaroT (aiiabpl Mpu Kakux-iuOo oOpaileHusx K HuUM. B
pe3ysbTaTe Ha JUCKE OKa3bIBAIOTCA 3apaKEHHBIMM BCE WM MOYTH Bce (hailibl,
KOTOpbIE TIOCTOSIHHO MCHOJB3yIOTC B pabore. CKOpOCTh pacnpoCTpaHEHHUs
(MHUIIMPOBaHUS) PE3UACHTHBIX (AMIOBBIX BUPYCOB, 3apakaromux (aiabl TOJIBKO
IIPU UX 3aIyCKe Ha BBINOJIHEHUE, OyJIET HUXKE, YeM Y BUPYCOB, 3apakarolux (aiiibl 1
MIPU UX OTKPBITUH, IEPEUMEHOBAHUN, U3MEHEHUH aTprOyTOB daiina u T.1I.

Takum o00pa3oM, OCHOBHbIE J€CTPYKTHUBHBIE JCHCTBHUS, BBINOJIHIEMbIC
(dalijoBBIMU BUPYCAMH, CBS3aHBI C MOpaXeHHEM (DailyioB (4arie MCIONHIEMBIX WU
(GaiijIoB MaHHBIX), HECAHKIMOHUPOBAHHBIM 3aIlyCKOM pa3JIMYHBIX KOMaHI (B TOM
qucie, KoMaua (OpMaTUPOBAHUS, YHUUTOXKEHUS, KOTTUPOBAHUS U T.II.), U3MEHEHUEM
TaOJIUIBl BEKTOPOB IMpepbIBaHui U Ap. Bmecte ¢ TeM, MOTYT BBIIIOJHATHCS U MHOTHE
NECTPYKTHBHBIE JEHCTBHSA, CXOAHbIE C TEMH, KOTOPbIE YKa3bIBAIUCH IS
3arpy304HbIX BUPYCOB.

MaxkpoBupycbl (macro viruses) SBISIOTCS @IporpaMMaMd Ha  SI3bIKax
(MakposI3bIKax), BCTPOCHHBIX B HEKOTOPBIE CUCTEMBI 00pa0OTKH JaHHBIX (TEKCTOBBIC
PENAaKTOPBI, JIEKTPOHHBIE TAOIHUIIBI U T.A.). {151 CBOETo pa3sMHOKEHHSI TAKHE BUPYCHI
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UCIOJb3YIOT BO3MOXHOCTU MAaKpOs3bIKOB M IPU UX MOMOLIM MEPEHOCAT cels U3
OJTHOTO 3apakeHHoro (aiina (moKymMeHTa WM Tabiuuiel) B Apyrue. Hambombiiee
pacnpoCTpaHEHUE MOJIYUYWIM MAaKpPOBHPYCHI Ui IMaKeTa NPHUKIAJHBIX MPOrpaMMm
Microsoft Office.

JUist  cyliecTBOBaHHMS BHPYCOB B KOHKPETHOM cHCTeME (pedakTope)
HE00XOAMMO HaJM4KMe BCTPOEHHOI'O B CUCTEMY MAKpOS3bIKa C BO3MOKHOCTIMMU:

1) nmpuBsI3KK POTPaMMBI Ha MaKpOSI3bIKE K KOHKPETHOMY (haiiy;

2) KOMPOBaHUsI MAKPOIIPOTPaMM U3 OJTHOTO (aiiia B IPyTroii;

3) monmyuyeHHsi  YHpaBJCHUS ~ MakpomporpamMmon  0e3  BMemaTenbCTBa
[0JIb30BaTeNsl (ABTOMATUYECKUE WM CTaHIAPTHBIE MAKPOCHI).

JIaHHBIM YCJIOBHMSIM YJOBJIETBOPSIIOT MPUKIAAHBIE Hporpammel  Microsoft
Word, Excel u Microsoft Access. Onu coaepxat B cedbe Makposizbiku: Word Basic,
Visual Basic for Applications. ITpu sTom:

1) MakporporpaMmMbl TIPUBS3aHBI K KOHKPETHOMY (aiily WM HaXOIATCS
BHYTpPH (paiina;

2) MaKpoOsI3bIK ~ TO3BOJISIET ~ KOMUPOBaTh  (Gaiibl WM IepeMeliarh
MaKpOIpOrpamMMsbl B CITy>KeOHbIE (haliiIbl CUCTEMBI U pEJAKTUPyEMbIe (ailiibl;

3) npu pabote ¢ (aisioM TIpH ONMPEACIICHHBIX YCIOBHUAX (OTKPBITHE, 3aKPHITHE
Y T.J.) BBI3BIBAIOTCS MaKpOIpPOTrpaMMbl (€CIIU TaKOBBIE €CTh), KOTOPHIC ONPEACICHBI
crenuaibHbIM 00pa3oM WM UMEIOT CTaHIapTHBIE UMEHA.

JlaHHast OCOOEHHOCTh MAaKpOS3BIKOB IpEAHA3HAUY€HA JJIsi aBTOMATHYECKOH
00paOOTKHU JaHHBIX B OOJIBLIIMX OpraHU3alUsAX WU B TJI00aJbHBIX CETIX U MO3BOJISET
OpraHM30BaTh TaK Ha3bIBAEMbIM «aBTOMATU3UPOBAHHBIN JOKYMeHTOOOOpoT». C
IPYro CTOPOHBI, BO3MOKHOCTHM MAaKpOSI3BIKOB TaKMX CHUCTEM I103BOJISIIOT BUPYCY
NEPEHOCUTh CBOM KOJ B Apyrue (ailyibl 1 TAaKUM 00pa3oM 3apakaTh UX.

BonbIIMHCTBO MakpOBUPYCOB AKTHUBHBI HE TOJIBKO B MOMEHT OTKpPBITHS
(3akpeiTHs) (haiina, HO O TeX MOp, oK aKTUBEH caM penaktop. OHUM coaepKar Bce
cBou (yHkuu B Buae cranaaptHbix MakpocoB Word/Excel/Office. CymectBytor,
OJIHaKO, BUPYCHI, HUCIOJIb3YIOIINE MPUEMbI CKPBITHSI CBOETO KOJa U XpaHSIINUE CBOU
KOJl B BUJIe HE MaKpocoB. M3BeCTHO TpW MOAOOHBIX MpPHUEMa, BCE OHU HCHOJB3YIOT
BO3MOXHOCTh MaKpOCOB CO3/1aBaTh, PEAAKTUPOBATh U UCIOIHITH APYTrH€ MAKpPOCHI.
Kak npaBuio, nogoOHbIe BUPYCHl MMEIOT HEOOJbIION (MHOrga — MOIMMOpP(HBIN)
MaKpoC-3arpy34dK BHUpPYCa, KOTOPBIM BBI3BIBAET BCTPOEHHBIM PETAKTOP MAKpPOCOB,
CO3/1a€T HOBBI MAaKpOC, 3alOJHSIET €ro OCHOBHBIM KOJOM BHPYCa, BBIIOJHSET U
3aTeM, KaK MpPaBUJIO, YHUUYTOXKAaeT (UTOOBI CKPBITH CIEAbl IMPUCYTCTBHUS BUPYCA).
OCHOBHOM KOJ| TaKUX BUPYCOB MPUCYTCTBYET JINOO B CAMOM Makpoce BHpyca B BHJIE
TEKCTOBBIX CTPOK (WMHOTAAa — 3amudpoBaHHBIX), JHUOO XpaHUTCSI B O0JIACTH
MEePEMEHHBIX JOKYMEHTA.

K ceTreBbIM OTHOCATCA BHUPYCBHI, KOTOpBIE I CBOETO PaCIpPOCTPAHEHHUS
AKTUBHO MCHOJIb3YIOT MPOTOKOJBI U BO3MOXKHOCTHU JIOKAJIbHBIX U IJ100aJbHBIX CETEH.
OCHOBHBIM TNPUHLMIIOM pabOThl CETEBOIO BUpYyCa SABISIETCS BO3MOXKHOCTH
CaMOCTOSITENIbHO MepeaTh CBOM KOJ Ha yAaJIEHHbIN cepBep WK padodylo CTAaHILHIO.
«ITonmHOIIEHHBIE» CETEBbIE BUPYCHI MPU 3TOM O0JaJaIOT €II€ U BO3MOKHOCTBIO
3aIlyCTUTh HA BBIIIOJIHEHHUE CBOM KOJ Ha yAAJICHHOM KOMIIBIOTEpPE WM, [0 KpalHen
Mepe, KIOATOIKHYTH» MOJIb30BATENsI K 3aIlyCKY 3apaKeHHOT0 (Qailna.
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BpenonocubeiMu miporpammamu, obOecneunBaromuMu ocymiectBieane HC/I,
MOTYT OBITh:

IpOrpaMMBbI TOA00pa U BCKPBITUS MapOJIeH;

IPOTPaMMBI, PeaTU3YIOIINE YTPO3bI;

IpOrpaMMbl,  JAEMOHCTPHUPYIOIIHE  HCIOJh30BAaHUE  HEJACKIApHUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOI0 U IIporpaMMHo-amnmapaTtHoro odecreuenust UCI1/H;

IPOrPaMMBI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

IPOTPaAMMBI, JEMOHCTPUPYIOIAE  YA3BUMOCTHU Cpe/ICTB 3aIUTHI
uHpopMamu u Jip.

B cBs3M ¢ yCIOXXKHEHMEM U BO3pacCTaHHEM pPa3HOOOpa3wsi MPOTPaMMHOTO
o0ecrevyeHns YUCIIO BPEAOHOCHBIX MPOrpaMM ObICTPO Bo3pacTaeT. CeroaHs U3BECTHO
6omee 120 ThIcSY cCUTHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, najieko He Bce U3
HUX TPEJCTABISIOT PealibHyI0 yrpo3y. Bo MHOTHX ciiydasix yCTpaHEHHE ysI3BUMOCTEH
B CUCTEMHOM WJIM MPUKIIATHOM IIPOTPAMMHOM 00ECIIEYEHUH MPUBEIO K TOMY, YTO Psil
BPEIOHOCHBIX MPOTPaMM YK€ HE CIOCOOEH BHEIPUTHCS B HHUX. YacTO OCHOBHYIO
OITACHOCTH MPEACTABIISIOT HOBBIE BPEIOHOCHBIE MPOTPAMMBI.

5.7. O01mast XapaKTepUCTUKA Pe3yJIbTATOB HECAHKIIMOHUPOBAHHOIO
WIN CJIY4YaHHOro J0CTynAa

Peanuzauus yrpo3 HCJl k mHpOpManum MOXET NPHUBOAUTH K CIEAYIOIIUM
BHJIaM HapyIlIeHUs €€ 0€3011aCHOCTH:

HapylIeHUI0  KOHQUICHIHMAIBHOCTH  (KONMUPOBAHUE,  HEMPABOMEPHOE
pacnpocTpaHeHue);

HapPYIICHUIO IIEJIOCTHOCTH (YHHYTOXKCHUE, U3MCHEHUE);

HAPYILIEHUIO TOCTYMHOCTH (OJIOKUPOBAHUE).

Hapymenne koHQUIEHIMAIBHOCTH MOXET OBbITh OCYIIECTBICHO B Cllyuyae
yTeUKH MHGOPMAIIIH

KOIIMPOBAHUS €€ Ha OTUY>KJIa€Mbl€ HOCUTEIU UH(POpMAIIH;

nepe1ayu ee 1o KaHaJlaM IepeJadyu JaHHbIX;

OpU MPOCMOTPE WIM KOMHMPOBAHMM €€ B XOJE€ PEMOHTAa, MOIU(PUKALUU
Y yTWIN3AlKU TPOrpaMMHO-aNapaTHbIX CPEJICTB;

MpU «cOOpKe Mycopa» HapyluTesneM B mpoiiecce skcruryarauu UCIIx.

Hapyiienue nenocTHOCTH HHPOPMaLUK OCYIIECTBIISIETCS 33 CUET BO3ECHCTBUS
(MonuduKkanmm) Ha TPOrpaMMbl U JAHHBIE MOJIB30BATENS, @ TAKKE TEXHOJIOTUYECKYIO
(cucteMHy10) HHGOPMAIIKIO, BKIIFOYAIOIIYIO:

MUKPOIIPOTPAMMBI, JaHHBIE W JpalBepa YCTPOUCTB BBIYHCIUTEIBLHON
CUCTEMBI;

MporpamMMbl, JaHHBIE W JpaiiBepa yCTPOWCTB, OOECTICUMUBAIOIINX 3arpy3Ky
OIIEPAIMOHHON CHCTEMBI;

nporpaMMbl M JaHHbIE (JIE€CKPUITOPBI, OMMUCATEIH, CTPYKTYpPbI, TaOJIUIIbI
Y T.J1.) ONIEPAllHOHHON CUCTEMBI;

MpPOrpaMMbl U JaHHbIE MPUKIIATHOTO IPOrPaMMHOT0 00ecTieueHus;

IPOrpaMMbl U JJaHHBIE CIELIMAILHOTO MMPOTPAMMHOI0 00ECIICUEHHS;

IPOMEKYTOUHBIE (OMEepaTUBHbBIE) 3HAYEHUS MTPOTpamMM U JaHHBIX B Ipoliecce
ux o0paboTKH (YTeHMs/3amucH, NpHUeMa/lepeiladyd) CpeicTBaMU U YCTPOMCTBaAMU
BBIYMCIINTEIbHON TEXHUKH.
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Hapymenue nenocrHoctn uHdopmanmu B MCII[IH MoxeT Takke OBITH
BBI3BAHO BHEAPEHHEM B HEE BPEJOHOCHOM MpOrpamMMbl MPOrpaMMHO-AIMIIAPATHOM
3aKJIaJIKUA WM BO3JICHCTBHMEM Ha CHCTEMY 3aIIUThl MH(POPMALIMK I €€ DIIEMEHTHI.

Kpome »storo, B MCII/IH BO3MOXHO BO3JEHCTBHE HAa TEXHOJOTHYECKYIO
ceTeByl0 HMHGPOPMAIHIO, KOTOpas MOXET oOecreunBaTh (PYHKIITMOHHMPOBAHUE
Pa3IMYHBIX CPEJICTB YIPABJICHHS BRIUUCIUTEIBHON CETHIO:

KoH(purypamuei ceTu;

aJpecaMy U MapLIPyTU3alMEN NIEpeIadn TaHHbIX B CETH;

(GyHKIHOHATBHBIM KOHTPOJIEM CETH;

06e30macHOCTbIO HH(GOPMAIIMH B CETH.

Hapymienne  goctymHocT — uHpoOpMauuu  obOecrneuuBaeTcss  IMyTeM
dbopmupoBanus (MogudUKAIMK) HWCXOAHBIX JaHHBIX, KOTOpbIE IIpH O0OpaboTKe
BBI3BIBAIOT HEIMpPaBWIbHOE (DYHKIIMOHUPOBAHUE, OTKA3bl almaparypbl WM 3axBat
(3arpy3Ky) BBIUYHMCIUTENBHBIX PECYPCOB CHUCTEMBI, KOTOPbIE HEOOXOAUMBI JIs
BBINIOJIHEHHSI IPOTPaMM U pabOThI almapaTypsl.

Vka3zaHHble JEHCTBHUS MOTYT MPUBECTH K HApPYLICHUIO WM OTKa3y
(yHKIMOHUPOBAHUS MPAKTUYECKH JTIOOBIX TexHHueckux cpeacts MCII/IH:

cpencTB 00paboTKK MH(pOpMaALUY;

CpEICTB BBO/IA/BBIBOJIa MH(OPMALUY;

CpElICTB XpaHeHUs! HH(OpPMALIHH;

arnrnaparypsl U KaHaJOB Nepeaadu;

CPEICTB 3alIUThl HHPOPMAIIH.
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6. TunoBbie Moge/ M YIPo3 0€30MaACHOCTH NMEPCOHAIbHBIX JAHHBIX,
o0padaTbiBaeMbIX B HH(POPMAIMOHHBIX CHCTEMAX NMEPCOHATbHBIX TAHHBIX

B 3aBucumoctu ot uenei u comepxkanus oopadborku I1JIH omeparop MoxkeT
ocyuecTBIsATh 00padoTky [1/1n B UCII[IH pa3nuyHbIX THIOB.

[Io crpyktype uH(OOPMALMOHHBIE  CHUCTEMBI  TOAPA3ACISAIOTCS  Ha
aBTOMATU3UPOBAHHBIC pabovrMe MecTa, JIOKaJbHbIE WH(GOPMAIIMOHHBIE CHUCTEMBI U
pacrnpezieieHHbIe HH()OPMAIIMOHHBIE CUCTEMBI.

[lo HaNMUYUIO MOAKIIOYEHUN K CETSAM CBSI3U OOIIEro MOoJIb30BaHUS W (MIIN)
CeTSIM MEXIyHapOJHOTro HH(OpMAIMOHHOrO OOMeHa WH(OPMAIIMOHHBIE CHUCTEMBbI
MOAPA3AEIAIOTCS HA CHUCTEMBI, UMEIOIINE TOAKIIOUEHHUS, U CUCTEMBI, HE MMEIOIINE
MOJKJIFOYEHHM.

[To pexxumy 00pabOTKH MEPCOHANBHBIX JAHHBIX B MH(GOPMAIIMOHHON CUCTEME
UH()OPMAIIMOHHBIE CHUCTEMbl TMOJAPA3CISAIOTCS Ha  OJIHOMOJIb30BATEIbCKUE U
MHOT'OMOJIb30BaTEIbCKUE.

[To pazrpannyeHuIo MpaB JOCTYIIA MOJb30BaTeIeH HHPOPMAITMOHHBIE CUCTEMBI
NOJPA3JIETSAIOTCS Ha CHCTEMBbl 0€3 pasrpaHUYeHHs] MpaB JOCTYyNa M CHCTEMBI C
pa3rpaHUYECHHUEM IIpaB JOCTYTA.

NudopmanmonHbie CUCTEMbI B 3aBUCMMOCTH OT MECTOHAXOXKJCHUS HUX
TEXHUYECKUX CPEICTB MOIPA3ACISAIOTCA Ha CUCTEMbI, BCE TEXHUYECKHUE CPEIACTBA
KOTOPBIX HaxoAsaTcd B npeaenax Poccuiickon denepanuu, U CUCTEMBI, TEXHUYECKUE
CpeICTBa KOTOPBIX YAaCTUYHO WJIM LEJMKOM HaxXOIATCS 3a mpeaenaMmu Pocchiickoit
denepanum.

B 3aBucHMMOCTH OT TEXHOJOTHMH, COCTaBa U XAPAKTEPUCTUK TEXHUUYECKUX
cpeacte UCII[IH, a Taxxe onacHoctn peanus3anuu YDBII/IH w HacrymieHuns
MOCIEACTBUM B pE3yJIbTaTE HECAHKUMOHWPOBAHHOTO WM CIYyYalHOro JOCTyNa
MOXHO BbraenuT cienyromue tiunsl UCI/IH:

aBTOMATU3UPOBAHHBIE paboYMe MecTa, HE MMEIONIUE TMOAKIIOYCHUE K CETIM
CBSI3U OOIIETO MOJB30BaHUSA U (MJIU) CETAM MEXAYHApOJHOTO MH(GOPMAIMOHHOTO
oOMeHa;

aBTOMATU3HPOBAHHBIE paboUre MECTA, UMEIOIINE MOJKIIOUYEHUE K CETSIM CBS3U
0011ero MoJib30BaHus U (W) CETAM MEXKIyHApOAHOT0 HHPOPMALIMOHHOTO OOMEHA;

nokanbHple MICII/[H, He uMeromuye MOAKIIOYEHHUE K CETSAM CBSI3U O0OIIero
MOJIb30BaHUS U (MJIM) CETSAM MEXIYHAPOJIHOTO HHPOPMAIIMOHHOTO OOMEHA;

nokanbHele MCIIJIH, wnMeompe NOAKIIOUEHHE K CETAM CBS3M OOIIETO
M0JI30BaHUS U (MJIN) CETSM MEXAYHAPOIHOTO MH(DOPMAITMOHHOTO OOMEHa;

pacnpenenennsie UCII/IH, He nMeroIIe MOAKIIOYCHHIE K CETSAM CBSI3H OOIIETO
MOJIH30BaHUS U (WIJIH) CETAM MEKIyHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHA;

pacnpenenenusie MCIIJIH, nMeromnme MOIKIIOYEHHE K CETSM CBSI3H OOIIETO
M0JIb30BaHUS U (MJIM) CETAM MEXIYHAPOJAHOTO HH(POPMAIIMOHHOTO OOMEHa.

[TpumennTensHo kK 0cHOBHBIM THNaM MCII/IH coCTaBISIIOTCS TUTIOBBIE MOJIENIN
yrpo3 Oe3onacHoctu [1JIH, Xapaktepusyromue HACTYIUICHHE pPa3IUYHBIX BHUIOB
MOCJIEACTBUN B PE3yJbTaTe HECAHKIMOHUPOBAHHOIO WM CIyYalHOro JOCTyIa U
peasm3auuu Y BII/H.

Yactasle Mozenu yrpo3 6ezonacHoct [1/[H npuMeHHTENbHO K KOHKPETHBIM
UCIIH cocraBisitoTcs onepaTopamu, 3akazuukamu U paspadborunkamu MCII/IH Ha
ATalax UX CO3JaHus U (W) SKCIUTyaTaluu.
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6.1. TunoBasi Moe/Ib YIpo3 0€30NMaCHOCTH NMePCOHAJBHBIX JAHHBIX,
o0padaTbiBaeMbIX B ABTOMATU3UPOBAHHBIX Pa004HX MeCTax,
HMEIOLIUX MOAKII0YEHHE K CeTAM CBA3H 0011ero nojb30BaHus
U (MJIM) CeTAM MEKAYHAPOIHOr0 HH(POPMALIMOHHOI0 00MeHa

[Ipu obpabotke I1/[H Ha aBTOMATHU3MPOBAHHOM paboOdYeM MeCTEe, MMEIOIIEM
MOJKJIFOYEHHS K CETSIM CBSI3U OOIIETO MOJIb30BaHUA U (MIIM) CETSIM MEXIYHApOJIHOTO
nH(GOPMAIIMOHHOTO 00MEHa, BO3MOKHA peanu3aius cieayomux Y bITJx:

YIpO3bl YTEYKH HHPOPMALIMU IO TEXHUYECKUM KaHaJlaMm;

yrpo3el  HCJ x [IIJIH, oOpabaThiBaeMbiM Ha aBTOMATH3UPOBAHHOM
paboueM MecTe.

VYTrpo3bl yTeukn HHPOpPMaIIUU 10 TEXHUYECKUM KaHajaM BKIIIOYalOT B ceOsl:

YIpO3bl YTEUKH aKyCTHUYECKOU (peueBoii) nHpopmanuy;

yIpO3bl YTEUKU BUI0BOM MH(MOpMAITNH;

yIrpo3bl yTeuku nHpopmaiuu o kanary [I9MIH.

BosnuknoBenne YbBIIJ[H B paccmarpuBaembix HCII[IH 1o TexHHUYECKHM
KaHallaM XapaKTEepU3yeTcss TEeMH >K€ YCIOBUSMU M dakropamu, 4YTO W A
ABTOMATU3HPOBAHHOTO pabdoOyero MecTa, HEe HMMEIOLIEro MOJKIIOYEHHS K CeTIM
0OLIEero Moib30BaHUs U (WIN) CETSIM MEKIYHapOHOTO HH(OPMALIMOHHOTO OOMEHA.

VYrposet HCJl B UCII/IH cBA3aHBI ¢ AEHUCTBUSAMH HApYLIUTENIEH, WMEIOIIUX
noctyn k MCII[In, Bkirouas mnonp3oBatener MCIIIH, peanmu3yromumx yrpo3bl
HenocpeactBeHHo B MCII/IH, a Take HapymuTenel, He MMEIIMUX J0CTyna K
NCII/IH, peanu3yronux yrpo3bl U3 BHEUIHUX CETEH CBS3U OOLIEro IMOJIh30BaHUS U
(nwn) ceTelt MeXTYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA.

Yrpo3st HC/] B UCII/IH, cBA3aHHBIE C NEUCTBUSMHU HAPYIIUTEIEH, UMEIOIINX
noctyn k MCII/IH, aHamOrMYHBI TE€M, KOTOpPbIE MMEIOT MECTO JJsi OTACIbHOTO
APM, He MNOAKIIOYEHHOTO K CETAM CBS3M OOINEro II0Jb30BaHUS. YTPO3BI
13 BHEIIHUX CETEW BKIIIOYAIOT B CE0s:

yIpo3sl «AHalM3a ceTeBOro Tpaduka» ¢ IEepexBaTOM IepelaBaeMoil BO
BHEIIIHUE CETU U MPUHUMAEMOW 13 BHEIIHUX ceTel nH(popMaluy;

yIpo3bl CKaHWPOBAHWs, HAIPABJICHHBIC HA BBISBICHUE THUIA ONEPALMOHHOMN
cucteMbl APM, OTKpBITBIX TOPTOB U CIIykO0, OTKPBITBIX COETUHEHUH U JIP.;

YIPO3blI BBISIBJIEHUS MTAPOJIEH;

yrpo3ssl nonyuenuss HCJ/I mytem noamMeHbl JOBEpEHHOTO 00BEKTA;

yrpo3bl Thna «OTKa3 B 00CIIyKUBAaHUNY,

yIpO3bl YAAIEHHOTO 3aIyCKa NPUII0KEHUM;

YIpO3bl BHEAPEHUS IO CETU BPEAOHOCHBIX ITPOTPAMM.

6.2. TunoBasi MoJeJIb YIpo3 0€30MACHOCTH MEePCOHAIBLHBIX JAHHBIX
o0padaTbIBaeMbIX B JIOKAJIbHBIX HHPOPMAIIMOHHBIX CHCTEMAX
NMEPCOHAJIBLHBIX JAHHBIX, HMEIOIIUX MOJKIIYEHHE K CETAM CBA3M 00111ero
M0JIb30BAHMS M (MJIHM) CETAM MEKIYHAPOAHOT0 HHPOPMAIIMOHHOI0 00MeHa
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[Tpu o6padotke I1/1 B nokanpHbix MCIIJIH, nMerOmuX MOAKIIOYEHUE K CETAM
CBSI3U OOILETO TMOJB30BaHUS U (WIM) CETAM MEXIYHapOAHOro HHGOPMAIMOHHOIO
oOMeHa, BO3MOKHA peanuzanus ciaenytomux Y BITIH:

yIrpo3bl yTeUKH HHGOPMAIUU 110 TEXHUYECKUM KaHajlaMm;

yrposst  HCJI x II[ln, oOpabaTeiBaeMbIM Ha aBTOMAaTHU3UPOBAHHOM
paboueM MecTe.

VYrpo3sl yTeuku nH()OPMALIMK IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ceOsi:

yIPO3bl YTEUKU aKyCTUUYECKOH (peueBoit) MH(pOpMalnu;

yIpO3bl YTEUKU BUI0BOM MH(MOpMAIINH;

yrpo3bl yTeuku uHdopmaiuu no kanary [I9MIH.

BosnuknoBenue VYbBIIJ[H B paccmarpuBaembix MCII[IH mo TeXHUYECKHM
KaHallaM XapaKTepU3yeTcss TEeMH K€ YCIOBUSMU M dakropamu, 4YTO M A
npeapaymux Tunos MCITH.

VYrpo3er HC/I cBsi3aHbl ¢ AEHUCTBUSMH HApyLIUTENEH, UMEIOMMUX JOCTYI K
NCIIJn, Brmrouas  nosb3oBartenern  MCII[IH, peamusyrommx  yrpo3ssl
HenocpencreeHHo B MCII/IH, a Takke HapymuTelled, HE MMEIOMMX JOCTyla K
NCII/IH, peanu3yronux yrpo3bl U3 BHEUIHUX CETEH CBS3U OOLIEro IMOJIb30BaHUS U
(mm) ceTeit MeXTyHapOIHOT0 HH(POPMAITMOHHOTO 0OMEHa.

VYrposer HC/I, cBsi3aHHBIE ¢ ACUCTBHSMHU HAPYILUIUTENIEH, UMEIOMIKUX TOCTYII
k UCII/IH, BKiIOYalOT B ce0si yrpo3bl, aHAJIOTUYHBIE TEM, KOTOPBIC PEaU3yIOTCS
B ornenbHoM APM, He uMemnomeM MNOAKIIOYEHUS K CETSIM CBA3M OOIIEro
I10JIb30BAHUSI.

VYTpo3bl U3 BHEIIHUX CETEH BKIIOUYAIOT B CEOS:

yIpo3bl «AHallh3a CETeBOTr0 Tpaduka» C TMepexBaTOM IepeaBaeMol BO
BHEIITHUE CETH U MPUHUMAEMON 13 BHEIIHUX ceTel MH(pOpMaIIny;

yIpo3bl CKaHWPOBAHWs, HAIPABJICHHBIC HA BBISBICHUE THUIA ONEPALMOHHOMN
cuctembl UCIT/IH, ceTeBbIX aapecoB pabo4MX CTAHIMM, OTKPHITHIX OPTOB U CIIYXO,
OTKPBITBIX COEIUHEHUH U JIP.;

YIPO3bI BBISIBJIEHUS MTAPOJIEH;

yrpo3bl noaydenus HCJI myTeM nmoaMeHsl JOBEPEHHOTO 0ObEKTa;

yrpo3bl Thna «OTKa3 B 00CIIyKUBaHUNY;

YIpO3bl YAAIEHHOTO 3aIlyCKa MPUII0KEHUM;

YI'pO3bl BHEAPEHUS IO CETU BPEJOHOCHBIX ITPOTPAMM.



